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Trusted Network Connect
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TCG: Standards for Trusted Systems
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Access Requestor

Non-compliant System
Windows XP
v'SP3
XOSHotFix 2499
XOSHotFix 9288
v'AV - McAfee Virus Scan 8.0
v'Firewall

Policy Enforcement

Compliant System
Windows XP
v'SP3
v'OSHotFix 2499
v'OSHotFix 9288
v'AV - Symantec AV 10.1
v'Firewall
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Policy Decision
Point

NAC Policy
Windows XP

*SP3
*OSHotFix 2499
*OSHotFix 9288
*AV (one of)
*Symantec AV 10.1
*McAfee Virus Scan 8.0
*Firewall
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Access Requestor Policy Policy Decision ~ Metadata Sensors
Enforcement Point Access and Flow
Point Point Controllers
/

Remediation
Network

NAC Policy
*No P2P file sharing

*No spamming

*No attacking others
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Access Requestor Policy Policy Decision Metadata Sensors
Enforcement Point Access and Flow
Point Point  Controllers

Guest User

Mary — R&D

NAC Policy
*Users and Roles

*Per-Role Rules

Joe — Finance
Windows XP
v'OS Hotfix 9345 \
v OS Hotfix 8834 N
v'AV - Symantec AV 10.1
v'Firewall
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Access Requestor Policy Enforcement Policy Decision
Point Point

TPM — Trusted Platform Module

* HW module built into most of
today’s PCs

» Enables a HW Root of Trust

» Measures critical components
during trusted boot

* PTS interface allows PDP to
verify configuration and
remediate as necessary

Production
Network
Compliant System NAC Policy
TPM verified Tiihéllgréabled
vBIOS s

*Drivers
‘/OS_ *Anti-Virus SW
v'Drivers

v'Anti-Virus SW
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Access Requestor Policy Policy Decision = Metadata Sensors
Enforcement Point Access and Flow
Point Point  Controllers
/
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Remediation|.
Network

NAC Policy
*Place Printers on

Printer Network

*Monitor Behavior
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Federated TNCEE
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TNC Everywhere: Pervasive Securily
Interop, Las Vegas Enterprise Demo

r*"-_ Mobile User / Remote Access Iﬂ%nhf&nm Room / Guest Access’,
[ Internet |
ll.r‘_"‘.
ﬁl |
|Wave EEE / TPM
P Junipdr SSG = =
i Employee Cube ) F/ Data Center / Management \I
I— L.
Great Bay Enterasys N-Senes Aer 0
— " =
g /" Industial Control System Infoblox MAP Server
Micﬁm;”*" f l _li I Infoblox DNS/DHCP
e T —— | :
HP 2626 SCP-DAnet Byres  SCADA = =E
) Provisioning  Endbox PLC Lumeta IPsonar
da— -
P e Tl
o e 8 i i
Vol |,\h-/ Trapa;n;analmn Appliance
Figne i S —
Trapeze AP eacon
g Trapaze WLAN Controllar
— p e
- 7
LY - |k nSolutions NOWA
Hirsch Credential i - H 1
= R:afere - w|r:aless Byres HMI | | ”llﬁﬁ!:;!'! _.
Bridge Endbox o e Hirsch Velogity ./

RUSTED

COMPUTING GROUP" Copyright© 2009 Trusted Computing Group - Other names and brands are properties of their respective owners. Slide #22



Microsoft NAP and TNC

IF-TNCCS-SOH

—'; «—> \\ ) :
NAP or TNC _ e NAP or TNC
Client Switches, APs, Appliances, Servers, etc. Server

IF-TNCCS-SOH Standard
*= Developed by Microsoft as Statement of Health (SoH) protocol
= Donated to TCG by Microsoft
= Adopted by TCG and published as a new TNC standard, IF-TNCCS-SOH

Brings Microsoft NAP into TNC Architecture
= NAP servers can health check TNC clients without extra software
= NAP clients can be health checked by TNC servers without extra software
= As long as all parties implement the open IF-TNCCS-SOH standard

Availability
=  Built into Windows Vista, Windows 7, Windows Server 2008, and Windows XP SP 3
= Also built into products from other TNC vendors

Implications
= Single agreed-upon open standard client-server NAC protocol
= True client-server interoperability (like web browsers and servers) is here

RUSTEE = Industry (except Cisco) has agreed on TNC standards for NAC
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IETF NEA(Network Endpoint Assessment) WG

= Goal: Universal Agreement on NAC Client-Server
Protocols

= Co-Chaired by Cisco employee and TNC-WG Chair

Adopted TNC protocols as WG drafts
= |[ETF calls them PA-TNC and PB-TNC
= TCG calls them IF-M 1.0 and IF-TNCCS 2.0
= Cisco Engineer Is Co-Editor

Expected to reach RFC status in 2009
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