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Challenge

Improve product security & integrity
AND

Reduce cost of development
AND

Reduce cost of ownership for the customer
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With sophisticated threats and an any to any infrastructure, customers are feeling three big challenges: 

Changing business models and attack vectors
How do we maintain security posture and compliance as our IT landscape - mobility, cloud, the Internet of everything – is changing? 
A dynamic threat landscape 
How do we improve our ability to continuously protect against new attack vectors and the increasing sophistication of threats? 	
Complexity and fragmentation of security solutions 
How are we going to work on the first two problems and reduce complexity in our environments at the same time? 
 
The combination of these dynamics has created security gaps, broken the security lifecycle and reduced visibility – as well as creating increased complexity and management challenges. 
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Threats:
The threat landscape is changing.  The trend 3 to 5 years ago the issue was compliance, now everyone is talking about threats.  Adversaries are becoming more aggressive and leveraging multiple attacks at the same time. Our customers now need to go from a more simple security model and must now focus on a more complex security issues as we are moving to an “Any Device”.

As each of these threats get media attention, the market continues to question the trustworthiness of the infrastructure. 



Defining Trustworthy Systems

e Control the Supply Chain
 Secure Development Life Cycle

* Implementing Open Standard Security Architectures
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Trustworthiness and Supply Chain Security
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PSIRT is just one example of the security across our supply chain lifecycle. A traditional  view of supply chain begins at best with the plan & order phase and continues through  sourcing, making (or the actual manufacturing) and  quality testing

Cisco’s broadened scope of the supply chain – or, as we call it, the value chain – starts at the design and development of products and continues through delivery, use, operational support and ultimate disposition of the product

Supply Chain Security provides an approach to managing the entire supply chain by deploying a set of interlocking practices, procedures, and technology to embed physical and logical security at each node of this broad value chain, ensuing our products to customers are genuine Cisco products and trusted

Physical Security Practices – i.e., Cisco designated factories, electronic security systems, Electronic badge access, security check points ….

Logical Security Process– i,.e., Scrap Management (tracking & traceability), Global Customs & Border protection collaboration, Packaging label use for authenticity validation….

Security Technology Innovations – i.e., Version Control, Vulnerability testing, Threat Modeling, Source code access protection, Use of Safe libraries, Image/application identity assurance (e.g. use of Secure Unique Device Identification)…



SDL reduces development costs and increases

product security:

Conforms with the guidelines of ISO 27034

Incorporate security requirements in Product Security Baseling
|dentify security threats and mitigations during design phase

with Threat Modeling

Prevent security defects using Safe Libraries and Static

Analysis tools with appropriate security rules

Defend against exploits using Runtime Defense techniques,

while Validating system through Security Testing

%ecure Development Lifecycle (SDL)

woduct Security Req
ll/',.e

Perform GAP
Analysis

Identify and

Address
Security
Threats

Detect
. Security
B Defects

Secure Coding

Value Statement: Ensures consistent product security through proven techniques
and technologies, reducing the number and severity of vulnerabilities in software
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CSDL - A secure development lifecycle as a part of product development methodology provides a repeatable and measurable process designed to mitigate the risk of vulnerabilities and increase product resiliency.  The process includes the following:

- Perform Gap Analysis (EDCS-632520) against all technology, process and documentation requirements. The Product Security Baseline (PSB) defines the process & technology requirements for all products
- Use 3rd-party Software Security processes to ensure your product as a whole is secure
- Reduce design-based vulnerabilities by considering known threats and attacks
- Reduce implementation-based vulnerabilities thru best practices, safe libraries & training
- Use Static Analysis security checkers to find programmatic security errors
- Screen for presence of well-known vulnerabilities and resilience under attack



Avoiding Defects Reduces Engineering Costs..........

Costs of Correcting Defects

Source: B, Boehm and V, Basil, "Software Defect Rechuction Top 10 List" JEEE Computer
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Cost of Defect Correction for the Customer (patch management)

Patch Deployment Cost per System per Patching Event
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TRUSTED
COMPUTING GROUP™
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Value Statement: Ensures that only authentic OEM software is being used while verifying the

software has not been altered or tampered since it was signed
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Ensures that only authentic Cisco software boots up (through a secure processor, memory, and boot ROM) on a Cisco Platform 



=
Hardware Root of Trust (HRoT)

TRUSTED
COMPUTING GROUP™

. ; Product Security
HRoTs, like Trusted Platform Modules i
(CHECKSHONETITY/AES! eatures & Services.
* Provide Immutable Identity Cisou cantie LT
« Standard Identity- IEEE 802.1AR (SUDI-
X.509 cert)

Storage to Secure Credentials
Anti-Theft & Anti-Tamper Chip Design
HW Random No. Generator

Value Statement: Provides trustworthy OEM products, offering immutable identity, secure
storage, random number generator, and encryption
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The TAM Hardware offers advances in the latest generation of the TAM functionality other than just anti-counterfeiting functionality. As the foundation for product security, the latest Trust Anchor Module provides immutable identity, secure storage, random number generator, and encryption. For example it provides Immutable Identity inserted at manufacturing that complies with the IEEE802.1AR standard. The Secure Unique Identifier  (SUDI) is a 508 Certification, which maintains the Product Identifier and Serial number. The identity is chained to the published Cisco Root Certificate Authority (CRCA2048) and can be used as an unchangeable identity for configuration, security, auditing, and management. The most current TAM is the foundation for many of the product security functions being placed into the products and provides a secure basis for operational simplification and embedded network security as a differentiation going forward. 


A random number generator (RNG) function outputs a sequence of 0s and 1s such that at any point the next bit cannot be predicted based on the previous bits.   The Trust Anchor Module (TAM) provides a NIST SP 800-90 certified RNG that extracts entropy from a true random source within the TAM. By helping to ensure strong cryptography in this way, the TAM makes the product more trustworthy.



=
Secure ldentity

Deployed in HRoT for immutable device identity (use a TPM, for example)
A security credential installed on the device during manufacturing
Provides a cryptographically secure unique identity for OEM products

Communicate with the network, connection authenticated by the identity
credential

Value Statement: Establishes a solution for device identity supporting authentication of
the device's identity to the network

——
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SUDI in the ACT2Lite implements that function at manufacturing, providing your platform with certificates, PKI (private and public keys ) to initiate zero-touch secure connections between your platform and satellite boxes or other platforms without manual keying in of keys, a place to securely storing yours and your customers Locally identifiers for other functions such as licensing and auditing, etc. It also can work in concert with Secure Boot to protect against insider malware insertion. Along with Identity and Secure storage, ACT2Lite provides RSA encryption and an strong entropy source. Having ACT2Lite in your platform future proofs you by providing a very strong product security and assurance foundation as we go forward providing secure platforms for SDN/1PK.

Initially, Cisco declared that all Cisco products must contain a Unique Device Identifier or UDI. This was simply an 11 character string which was installed somewhere in the FLASH memory of the product during product manufacture. Unfortunately, the adversaries found it all to easy to change. 

Enter, the Secure UDI or SUDI. SUDI embeds the UDI information within an X.509v3 certificate and signs it with a Cisco controlled private key. This made changing the identity information virtually impossible. But since simply delivering the certificate to the host software would not really prove anything, the cryptographic requirement of Proof of Possession is used to prove that the device private key associated with the certificate is also present. Keeping the private key private and undisclosed is crucial to the success of this cryptographic process.

Using the SUDI, a device could also assert its identity to other communications peers. This was a valuable usage. Unfortunately, protection of the device private key was in many way on the same order as the original UDI string. It was stored in FLASH and hopefully protected by software. However, it was relatively easy to lift from the device using a hardware-based attack. Once retrieved from a true piece of Cisco equipment, the attackers could use the SUDI certificate and associated device private key to clone as many copies as desired. Unless there was something in the network which could detect the use of duplicate SUDI identities, there was no protection available. 

Customer Benefits:

- Allows customers to accurately, consistently and electronically identify Cisco products for asset management
- Provides version visibility
- Enables service entitlement by serial number, quality feedback by version, and inventory management
- Consistent device identity and certificates across secured products
- SPs: Enables custom deployments, allows for use of a Cisco provisioning service
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Cisco coined the term NGE, which provides next generation cryptography capabilities that drive improved security and robustness, increased scalability and efficiency, reduce validation costs, and increase revenue protection and cost savings all while meeting global standards. These technologies simultaneously satisfy security requirements while using scalable cryptographic algorithms. 

NGE is a set of advanced cryptographic technologies providing mechanisms incorporated under NSA Suite B Cryptography, which offers scalability for the next few decades.  Suite B is a set of cryptographic algorithms promulgated by the National Security Agency as part of its Cryptographic Modernization Program. Suite B offers two security strengths: 128 bit and 192 bit for key exchange. Suite B's components are:
- Advanced Encryption Standard (AES) with key sizes of 128 and 256 bits (data encryption). For traffic, AES should be used with the Galois/Counter Mode (GCM) mode of operation—symmetric encryption
- Elliptic Curve Digital Signature Algorithm (ECDSA)—digital signatures
- Elliptic Curve Diffie–Hellman (ECDH)—key agreement
- Secure Hash Algorithm 2 (SHA-256 and SHA-384)—message digest

Per CNSSP-15, the 256-bit elliptic curve (specified in FIPS 186-2), SHA-256, and AES with 128-bit keys are sufficient for protecting classified information up to the Secret level, while the 384-bit elliptic curve (specified in FIPS 186-2), SHA-384, and AES with 256-bit keys are necessary for the protection of Top Secret information.
NGE is compatible with existing architectures (for example, GetVPN, remote access, dmvpn, and so on) and uses the most up-to-date security protocols (Transport Layer Security [TLS] Version 1.2, Internet Key Exchange [IKE] Version 2). Older algorithms were becoming exponentially less efficient, while NGE offers higher security, using more efficient algorithms to achieve that security. 

New cryptographic technology:
- Upgrades all crypto algorithms, key sizes, entropy generation
Plugs into existing security architectures and protocols
Is secure and efficient 
- Scales well to high security levels and high (or low) throughput
- Provides significant improvement on legacy technologies
- Is compatible with government standards, Suite B (in the United States), FIPS-140 (United States/Canada), and NATO
- Uses the most up-to-date security protocols (TLSv1.2, IKEv2) in current implementations



Standard Security Architectures




Don’t Confuse User-Facing Devices with l0T

User Facing: Android Phones

App writers for phones notorious
for poor security practices

App stores not policed well

Phone users notorious for risky
behavior

Phone makers and carriers can’t
control any of those problems

© 2013-2014 Cisco and/or its affiliates. All rights reserved.

loT Devices: Linux/Android
Embedded

App writers can be trained to
write secure code

No App stores

No users, or users can be
constrained

Device makers can control all of
these problems

The software in an 10T
device is often static

That means security can
be built in by the OEM

and not
maintained by the
customer
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Access Control:
Isolate process from each other and from the OS

= SE Linux and SE Android — “
€2), '

- “Security Enhanced” Linux and Android —
Kernel mods, tools and configuration files
Initial work done by the NSA, then open sourced

- SE Android is built on top of SE Linux

= SE Security Model:

- Mandatory Access Control — nothing happens unless it is allowed to happen
- The basic security model: there are Subjects / Actions / Objects
Subjects are processes
Actions are anything a process might do to an object
Objects are anything a process might take action on
- The Security Server process must permit a Subject to take Action on an Object -
= Subject="Stacy” Action=Write Object=Syslog ALLOW
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Virtualization Saves the OEM Money
and Improves Platform Security

= Business value: Separate hardware from software
- Saves software migration costs as HW evolves
- Maximizes use of available resources
- Virtualization saves the OEM $$$%

= Security value:
- TPM (HRoOT) attests integrity of hypervisor and guests
- Process isolation

e é\bil_ity to create a layered security model within the embedded
evice
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Thank you.
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Alternative closing slogan:

Trust starts here
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