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Endpoint Security: Hardware Roots of Trust 
A heightened lack of trust in software is at the heart of a different approach 
to IT Security, generally known as trusted computing.  Aberdeen's 
analysis of 41 companies with current deployments involving a hardware 
root of trust – either trusted platform modules (TPMs) or self-
encrypting drives (SEDs) – and comparison with 86 companies who did 
not shows that companies deploying hardware roots of trust realized a cost 
advantage of more than $80 per endpoint per year, in addition to enhanced 
security and compliance and a generally transparent end-user experience. 

Business Context: What Can You Really Trust? 
Aberdeen's first benchmark study on Trusted Computing (February 2008) 
began with a reference to the 1983 Turing Award and the acceptance 
speech of Ken Thompson (who was recognized along with Dennis Ritchie 
for their contributions as the principal creators of the Unix operating 
system), who famously remarked: “The moral is obvious. You can’t trust 
code that you did not totally create yourself. Especially code from 
companies that employ people like me.” It’s a great line, and reminiscent of 
Groucho Marx, who some thirty-five years earlier is supposed to have 
resigned from the exclusive Friars Club saying “I don’t want to belong to 
any club that will accept me as a member.” 

Today, the awareness that software cannot be trusted is pervasive. 
Applications are vulnerable due to coding defects, buffer overflows, parsing 
errors and the other perennial vulnerabilities on the OWASP Top 10. 
Systems are vulnerable to rootkits and other malware. Servers, devices and 
endpoints are vulnerable for being misconfigured and unpatched, in spite of 
a never-ending treadmill of “patch Tuesdays.” 

This heightened lack of trust in software is at the heart of a different 
approach to IT Security, generally known as trusted computing. The core 
idea behind trusted computing is to leverage hardware-based “roots of 
trust” at the endpoints and at the edge of the network – what some have 
referred to as “hardware anchors in a sea of untrusted software” – for a 
higher level of assurance. For more information on trusted computing 
standards and solutions, the Trusted Computing Group is an excellent 
resource. 

The opportunity to write again about trusted computing presented itself 
from an analysis of the findings in Aberdeen’s February 2012 benchmark 
study, Encryption Without Tears. The study included questions about the 
current use of trusted platform modules and self-encrypting drives, 
both of which are prime examples of a hardware root of trust:  

Research Brief 

Aberdeen’s Research Briefs 
provide a detailed exploration 
of a key finding from a primary 
research study, including key 
performance indicators, Best-
in-Class insight, and vendor 
insight. 

 

Hardware = Higher Assurance 

Hardware-based roots of trust 
are inherently more secure 
from physical theft and external 
software attack than software-
only implementations. On-chip 
security operations, which are 
executed in a closed hardware 
environment, include: 

√ Public-key cryptographic 
functions – such as key pair 
generation, random number 
generation, digital signature 
and verification of digital 
signatures, and encryption / 
decryption 

√ Integrity measurement 
functions – to protect data 
(such as private keys) from 
access by malicious code 

√ Attestation functions – to 
provide cryptographic proof 
to a third-party that 
software has not been 
compromised 

http://www.aberdeen.com/Aberdeen-Library/4639/RA-trusted-computing-tune.aspx
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
http://www.trustedcomputinggroup.org/
http://www.aberdeen.com/Aberdeen-Library/7064/RA-encryption-key-management.aspx
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• Trusted Platform Modules (TPM) – Over the past several 
years, leading solution providers have been embedding the 
hardware and software building blocks for trusted computing – such 
as the standard Trusted Platform Module chip, or TPM – into their 
off-the-shelf, enterprise-class offerings. Examples of security 
applications which can be enhanced by leveraging the hardware-
based building blocks of trusted computing within existing systems 
include: 

o PCs (clients) – pre-boot authentication, Windows log-on, 
endpoint security, end-user authentication, device 
authentication 

o Hard drives, storage systems – hardware-based encryption 
and key management  

o Mobile devices (smart phones, PDAs) – endpoint security, 
end-user authentication, device authentication  

o Network security – network access control (assurance that 
endpoints are in compliance with security policies before, 
and after, connection to the network) 

o Servers – device authentication  

o Hardcopy devices (printers) – secure printing services 

• Self-Encrypting Drives (SED) – Several leading hard drive 
manufacturers and their software partners have introduced 
hardware-based full-disk encryption products based on the Trusted 
Computing Group Storage Security Subsystem Class ("Opal") 
specification. The Opal standard provides a secure pre-boot 
authentication capability; facilities for the protection of end-user 
data from compromise due to loss, theft, repurposing or end of life 
of the drive; and administrative capabilities for end-user enrollment 
and media management. Compared to software-based full-disk 
encryption, hardware-based self-encrypting drives have several 
benefits including: 

o Stronger security – encryption is always "on"; encryption 
keys never leave the drive; end-user authentication is 
performed by the drive before it will unlock 

o Better performance – hardware-based encryption is 
integrated into the drive controller, allowing the drive to 
operate at full data rate with no degradation in 
performance; main processer bandwidth is not used for 
encryption 

o Ease of use – encryption is transparent to end-users, 
applications and business processes  

o Lower total cost of ownership – simplified key management; 
no modifications required to platform, applications or tools 

 

Trust is Already in Place 

Because these trusted 
computing capabilities are 
embedded directly within new 
enterprise-class systems, they 
have been and continue to be 
rolled out as part of the natural 
enterprise acquisition and 
replacement cycles: 

√ For tens of millions of 
enterprise-class devices – 
including PCs based on chips 
from AMD, Atmel, 
Broadcom, IBM, Infineon, 
Lenovo, National 
Semiconductor, Sinosun, 
STMicroelectronics, 
Winbond, SMSC and 
Samsung – the foundation 
for trusted computing using 
TPMs has already been put 
in place 

√ OPAL-compatible self-
encrypting drives are 
currently available from 
leading vendors such as Dell, 
Fujitsu, HP, Hitachi, Lenovo, 
Micron, Samsung, Seagate 
and Toshiba 
 

http://www.trustedcomputinggroup.org/resources/tpm_main_specification
http://www.trustedcomputinggroup.org/resources/tcg_storage_security_subsystem_class_opal_version_100_revision_200
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Aberdeen's Research Findings 
Based on responses from its Encryption Without Tears (February 2012) 
benchmark study, Aberdeen analyzed 41 companies with current 
deployments involving a hardware root of trust – either trusted platform 
modules or self-encrypting drives – and compared them with 86 companies 
who did not. The results can be summarized as follows: 

• Over the last 12 months, the hardware root of trust group had 50% 
fewer security-related incidents, and 47% fewer compliance / audit 
deficiencies (Table 1). 

• Based on the average cost per incident reported by all respondents 
in Aberdeen’s study – $130K for security-related incidents, and 
$25K for compliance / audit deficiencies – the difference in the 
average number of incidents translates to an average annual 
advantage of $670K in costs avoided for every10,000 endpoints. The 
average number of endpoints for the respondents in Aberdeen's 
study was slightly lower (9,100), but 10,000 is more convenient for 
normalizing and communicating the results. 

• These cost-per-incident figures are extremely conservative in 
comparison to many other widely published figures; readers are 
encouraged to use their own estimates to personalize this analysis. 

• The hardware root of trust group also spent 21% less – i.e., about 
$15 per endpoint per year – in total cost (including all “people, 
process and technologies"), for an average annual advantage of 
$150K in cost savings for every 10,000 endpoints. 

Table 1: Hardware Roots of Trust Translate to Significant Annual Cost Advantages 

 
Average Annual Costs, 

based on the last 12 months 

 
Hardware 

Root of 
Trust 

(N=41) 

Not 
Hardware 

Root of 
Trust 

(N=86) 

 
Hardware 

Root of 
Trust 

Advantage 

 
Average  

Total Cost  
per Incident 

Hardware Root 
of Trust 

Advantage 
(per 10K 

endpoints) 

Security-related incidents  
per 10K endpoints 

4.0 8.0 4.0 
(50% fewer) 

$130K $520K 
(cost avoided) 

Compliance / audit deficiencies 
per 10K endpoints 

6.6 12.4 5.8 
(47% fewer) 

$25K $150K 
(cost avoided) 

Total cost per endpoint 
(including all "people, process 
and technologies") 

$56 $71 $15 
(21% less) 

- $150K 
(cost savings) 

Total annual advantage realized by companies implementing hardware roots of trust $820K 

Source: Aberdeen Group, May 2012 

The combined difference in costs avoided plus costs saved work out to be 
more than $80 per endpoint per year – a pretty solid quantification of 
the direct benefits of using a hardware root of trust, in addition to enhanced 
security and compliance and a generally transparent end-user experience. 

http://www.aberdeen.com/Aberdeen-Library/7064/RA-encryption-key-management.aspx
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Customer Case in Point: Trusted Platform Modules 
With origins dating back to mid-19th century London, a global provider of 
auditing, tax and advisory services today serves more than 25 different 
industries with a highly mobile workforce of over 160,000 people in nearly 
160 countries. The firm’s consultants are entrusted with the protection of 
their clients’ intellectual property, as they help to drive profitable growth, 
build and run effective organizations, gain control over costs, manage talent, 
and manage risk and regulation. Similarly, the firm’s accountants and tax 
experts need to ensure the confidentiality, integrity and availability of client 
financial data. 

Historically, the firm used digital certificate-based solutions to encrypt 
sensitive information on the endpoints. In 2008, the release of a Windows-
based application to jailbreak devices based on Apple iOS led to an 
investigation into better protection of private keys – with the requirements 
that the solution be low cost, that end-users did not have to carry additional 
devices, and that the solution leverage the firm’s existing public-key 
infrastructure. 

A proof of concept was conducted with both smart cards and trusted 
platform modules; one-time password tokens were considered but ruled 
out because of their different infrastructure requirements. An inventory of 
existing endpoints revealed that nearly 100% had current support for TPMs. 
Encryption management software from Wave Systems was ultimately 
selected, based on its support for an incremental rollout across a large-
scale, highly federated organization. 

One of the technical leaders associated with the project noted that the 
solution “worked from day one”, with only a few small issues to overcome 
such as language selection in dialog boxes. Over time, the firm prevailed 
upon its PC providers, Dell and Lenovo, to provide BIOS configuration 
tools to support TPM initialization that is fully transparent to end-users: 
“Zero-touch enabling of the TPM was one of our key success factors,” he 
noted. “If a PC pops up in the Active Directory of a managed domain, it can 
be fully managed with no interaction by the end-user whatsoever.” As the 
rollout continued at large scale, the firm experienced a very low count of 
failures, and those few had to do with a specific batch of PCs that were 
improperly configured at the factory.  

Today, more than 150,000 endpoints are encrypted using this TPM-enabled 
solution, and the quantifiable results include fewer errors, more consistent 
implementation, and lower total cost per endpoint. 

  

Definitions 

√ Confidentiality or privacy 
refers to data being 
unintelligible except to 
authorized entities 

√ Integrity refers to data 
being unaltered 

√ Availability refers to data 
being accessible to 
authorized entities at the 
desired time, location and 
device 
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Customer Case in Point: Self-Encrypting Drives 
In October 2010, one of the world’s leading oil and gas companies, with 
more than 80,000 employees in 30 countries, had identified endpoint 
encryption as a business need but a specific solution had not yet been 
determined. The key driver was change in European Union Data Privacy 
laws, and the expectation that all personal data be secured, since at least 
half of all staff was thought to have that kind of information on the 
company’s 20,000 desktops and 60,000 laptops.  

A formal request for information for full-disk encryption, to be implemented 
on the company’s mobile (laptop) devices, went out to a total of 11 
vendors. Key decision criteria included total cost of ownership (with an 
emphasis on cost of deployment and cost of ongoing operation); minimal 
impact to the end-user experience; and overall security. “The security of all 
11 solutions was deemed to be fit for purpose,” noted a member of the 
project team. “At one point we concluded that hardware-based solutions 
would be cheaper to deploy than software-based solutions, and we moved 
ahead with a proof-of-concept with four finalists in a lab environment.” 

None of the four vendors succeeded in the company’s initial tests, and in a 
second pass only one vendor – Wave Systems, managing self-encrypted 
drives – got through. At any given time, for example, about one-third of all 
laptop users are remote – and in the fairly common case of a password 
reset it was simply not acceptable to require them to return to a company 
site and be connected to a company domain, a task that could easily 
consume anywhere from a half-day to multiple days.  

“Unanticipated savings, by implementing password reset using challenge-
response, essentially paid for the whole project,” said the project leader. 
“The average time for an account to be unlocked and replicated worldwide 
was a total of about 20 minutes, and we average a little more than 1 reset 
per end-user per year.” 

The company can now track every incident of a laptop being lost or stolen, 
and an audit trail confirms that the data was encrypted at the time of last 
connection, while the use of self-encrypted drives provides assurance that 
encryption hasn’t been uninstalled. Timing the rollout of self-encrypting 
drives to coincide with the deployment of Windows 7 provided another 
means of minimizing the cost of deployment; the company buys the drives 
pre-imaged with Windows 7. “We didn’t expect it to be less expensive to 
buy and deploy a new self-encrypting drive, than it is to buy and deploy 
software-based full-disk encryption,” the project leader explained. “But in 
our circumstances, we found the total cost of ownership for the hardware-
based solution to be nearly 20-times lower than the software-based 
alternative.” 

Solutions Landscape (illustrative) 
Solution providers for full-disk encryption – both software-based and 
hardware-based – can range from smaller specialists to multi-billion dollar 
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corporations, and the solutions landscape has been significantly altered over 
the past several quarters by a number of acquisitions. Table 2 provides an 
illustrative list. 

Table 2: Solutions Landscape for Full-Disk Encryption (software-, hardware-based) (illustrative) 

Vendor Website Endpoint Encryption Solution(s) 
Absolute Software www.absolute.com   Absolute Secure Drive 

Becrypt www.becrypt.com  DISK Protect 

Check Point www.checkpoint.com  Check Point Full Disk Encryption 

CREDANT Technologies www.credant.com  CREDANT Enterprise Edition 
 CREDANT Manager for Self-Encrypting Drives 
 CREDANT BitLocker Management 

CryptoMILL www.cryptomill.com   CryptoMILL SEAhawk 

DigitalPersona www.digitalpersona.com  DigitalPersona Pro 
 DigitalPersona Pro Workgroup SaaS 

Hewlett-Packard www.hp.com   HP ProtectTools 
 Central Management for HP ProtectTools 

Intel 
- McAfee 

www.intel.com 
www.mcafee.com 

 Intel AES-NI Hard Drives 
 Intel Anti-Theft Technology 
 McAfee Endpoint Encryption 

Microsoft www.microsoft.com  BitLocker Drive Encryption 

SafeNet www.safenet-inc.com   ProtectDrive 

Secude www.secude.com   FinallySecure Enterprise 

Softex www.softexinc.com  SecureDrive 

Sophos www.sophos.com   Sophos Endpoint Protection 
 SafeGuard Enterprise 
 SafeGuard Easy 
 SafeGuard Disk Encryption for Mac 

Symantec 
- PGP 

www.symantec.com   Symantec Endpoint Encryption Full Disk Edition 
 PGP Whole Disk Encryption 

Trend Micro www.trendmicro.com  Endpoint Encryption 

Trusted Computing 
Group Storage Security 
Subsystem 

www.trustedcomputinggroup.org   OPAL-compatible, hardware-based self-
encrypting drives are currently available from 
companies such as Dell, Fujitsu, HP, Hitachi, 
Lenovo, Micron, Samsung, Seagate, Toshiba 

Trustwave www.trustwave.com  Trustwave Encryption; Managed Encryption 

Wave Systems www.wave.com   Wave EMBASSY 
 Wave for BitLocker Management 
 Wave Cloud; Wave Encryption Service 

WinMagic www.winmagic.com  SecureDoc Full-Disk Encryption 

Source: Aberdeen Group, May 2012 

http://www.absolute.com/
http://becrypt.com/home
http://www.checkpoint.com/
http://www.credant.com/
http://www.cryptomill.com/
http://www.digitalpersona.com/
http://www.hp.com/
http://www.intel.com/
http://www.mcafee.com/
http://www.microsoft.com/
http://www.safenet-inc.com/
http://www.secude.com/
http://www.softexinc.com/
http://www.sophos.com/
http://www.symantec.com/
http://www.trendmicro.com/
http://www.trustedcomputinggroup.org/
http://www.trustwave.com/
http://www.wave.com/
http://www.winmagic.com/
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Summary and Recommendations 
In this analysis, Aberdeen's research provides quantifiable evidence that 
endpoint security based on hardware roots of trust correlates with 
significant annual cost advantages, in addition to enhanced security and 
compliance and a generally transparent end-user experience. 

General recommendations for companies implementing endpoint security 
for protecting their sensitive data include the following: 

• Do something. Whether driven by the ample evidence of the risk 
of data loss or data exposure or by the complex and changing 
landscape of compliance requirements, the case for protecting data 
in use at the endpoints is compelling. Regardless of which approach 
to data protection is taken, all companies should be doing something 
to mitigate this risk. 

• Select an approach. Both file / folder encryption and full-disk 
encryption are widely deployed, though Aberdeen's research shows 
that between the precision of encrypting only specific files or 
folders based on content and pre-existing policies, versus the brute 
force of encrypting everything on the endpoint, the general trend is 
towards the simplicity of full-disk encryption – and increasingly 
towards self-encrypting drives. 

• Integrate encryption with existing processes. New or 
replacement endpoint systems should be pre-configured with the 
selected encryption option. Password recovery and emergency 
access facilities should be integrated with existing identity 
management and helpdesk processes. Existing backup and recovery, 
patch management, and other automated or unattended processes 
should be adapted to accommodate encrypted endpoints. Training 
for end-users should communicate and set expectations – in plain 
language – regarding authentication, performance, monitoring, and 
so on. The extent to which endpoint encryption can be made 
systematic and integral to these types of processes will be the 
biggest contributor to success, particularly on large-scale rollouts. 

• Centralize management. Centralized management of encryption 
configuration and policies is correlated with top performance. 
Companies should expand their use of encryption with a strategic 
approach to the key lifecycle in mind, from cradle (initial generation, 
distribution, and integration with encryption-enabled applications), 
to productive lifetime, to grave (eventual revocation and 
destruction). Centralized, audited processes to recover access to 
encrypted data – or to cryptographically "shred" encrypted data on 
lost, stolen or repurposed endpoints – are examples of the tangible 
control that the top performers are found to exercise over their 
endpoint encryption deployments. 

 

 

Definitions 

√ File / folder encryption 
(FFE) refers to the 
transformation (encryption) 
of information in specific files 
or folders into a form that 
cannot be read without the 
possession of special 
knowledge, referred to as a 
key. 

√ Full-disk encryption 
(FDE) refers to encryption 
of the entire hard drive. As 
with file / folder encryption, 
the objective is to ensure 
that the information being 
protected remains private 
from anyone not authorized 
to read it, even from those 
who may have access to the 
encrypted data itself. 
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For more information on this or other research topics, please visit 
www.aberdeen.com. 

 

 

 

 

Related Research 
Endpoint Security: Anti-Virus Alone is Not 
Enough;  April 2012 
Encryption, Without Tears; February 
2012 
Left to Their Own Devices: Does Your 
Enterprise Have a "Dropbox Problem"?;  
January 2012 
Endpoint Security and Endpoint 
Management in the Era of Enterprise 
Mobility and BYOD: Still Better Together; 
December 2011 
Why Don’t More Enterprises Adopt 
Endpoint Encryption?; March 2011 
The State of IT (In)Security; November 
2010 
What's Protecting Your Endpoints? 
March 2011 
Putting the P in DLP; July 2010 
The Case for Enterprise Key 
Management: Higher Complexity and 
Scale at Lower Cost; June 2010 
Laptop Lost or Stolen? Five Questions to 
Ask and Answer; February 2010 

Endpoint Encryption Head-to-Head: File / 
Folder vs. Full-Disk; January 2010 
Going Mobile: Securing and Managing 
Mobile Endpoints; January 2010 
Full-Disk Encryption On the Rise; 
September 2009 
Securing Unstructured Data: How Best-in-
Class Companies Manage to Serve and 
Protect; June 2009 
The Cost-Based Business Case for Data 
Protection; June 2009 
Endpoint Security, Endpoint 
Management; March 2009 
Managing Encryption: The Keys to Your 
Success; October 2008 
Trusted Computing and User 
Authentication; February 2008 
Trusted Computing and Network Access; 
February 2008 
Trusted Computing and Data Protection; 
February 2008 
Trusted Computing; February 2008 

Author: Derek E. Brink, Vice President and Research Fellow, IT Security 
(Derek.Brink@aberdeen.com)  

 
For more than two decades, Aberdeen's research has been helping corporations worldwide become Best-in-Class. 
Having benchmarked the performance of more than 644,000 companies, Aberdeen is uniquely positioned to provide 
organizations with the facts that matter — the facts that enable companies to get ahead and drive results. That's why 
our research is relied on by more than 2.5 million readers in over 40 countries, 90% of the Fortune 1,000, and 93% of 
the Technology 500. 

As a Harte-Hanks Company, Aberdeen’s research provides insight and analysis to the Harte-Hanks community of 
local, regional, national and international marketing executives. Combined, we help our customers leverage the power 
of insight to deliver innovative multichannel marketing programs that drive business-changing results. For additional 
information, visit Aberdeen http://www.aberdeen.com or call (617) 854-5200, or to learn more about Harte-Hanks, call 
(800) 456-9748 or go to http://www.harte-hanks.com. 

This document is the result of primary research performed by Aberdeen Group. Aberdeen Group's methodologies 
provide for objective fact-based research and represent the best analysis available at the time of publication. Unless 
otherwise noted, the entire contents of this publication are copyrighted by Aberdeen Group, Inc. and may not be 
reproduced, distributed, archived, or transmitted in any form or by any means without prior written consent by 
Aberdeen Group, Inc. (2012a) 

http://www.aberdeen.com/
http://www.aberdeen.com/Aberdeen-Library/7863/AI-endpoint-security-anti-virus.aspx
http://www.aberdeen.com/Aberdeen-Library/7863/AI-endpoint-security-anti-virus.aspx
http://www.aberdeen.com/Aberdeen-Library/7064/RA-encryption-key-management.aspx
http://www.aberdeen.com/Aberdeen-Library/7526/AI-secure-file-sharing.aspx
http://www.aberdeen.com/Aberdeen-Library/7526/AI-secure-file-sharing.aspx
http://www.aberdeen.com/aberdeen-library/7532/AI-endpoint-security-management.aspx
http://www.aberdeen.com/aberdeen-library/7532/AI-endpoint-security-management.aspx
http://www.aberdeen.com/aberdeen-library/7532/AI-endpoint-security-management.aspx
http://www.aberdeen.com/Aberdeen-Library/7129/AI-endpoint-security-encryption.aspx
http://www.aberdeen.com/Aberdeen-Library/7129/AI-endpoint-security-encryption.aspx
http://www.aberdeen.com/Aberdeen-Library/6941/SI-information-technology-security.aspx
http://www.aberdeen.com/Aberdeen-Library/7130/AI-endpoint-security-blades.aspx
http://www.aberdeen.com/aberdeen-library/6724/RA-data-loss-prevention.aspx
http://www.aberdeen.com/Aberdeen-Library/6718/RA-enterprise-key-management.aspx
http://www.aberdeen.com/Aberdeen-Library/6718/RA-enterprise-key-management.aspx
http://www.aberdeen.com/Aberdeen-Library/6718/RA-enterprise-key-management.aspx
http://www.aberdeen.com/Aberdeen-Library/6443/RA-endpoint-security-anti-theft.aspx
http://www.aberdeen.com/Aberdeen-Library/6443/RA-endpoint-security-anti-theft.aspx
http://www.aberdeen.com/Aberdeen-Library/6483/RB-endpoint-full-disk-encryption.aspx
http://www.aberdeen.com/Aberdeen-Library/6483/RB-endpoint-full-disk-encryption.aspx
http://www.aberdeen.com/summary/report/benchmark/6192-RA-mobile-endpoint-device.asp
http://www.aberdeen.com/summary/report/benchmark/6192-RA-mobile-endpoint-device.asp
http://www.aberdeen.com/summary/report/benchmark/6190-RA-full-disk-encryption.asp
http://www.aberdeen.com/summary/report/benchmark/5877-RA-unstructured-data-security.asp
http://www.aberdeen.com/summary/report/benchmark/5877-RA-unstructured-data-security.asp
http://www.aberdeen.com/summary/report/benchmark/5877-RA-unstructured-data-security.asp
http://www.aberdeen.com/summary/report/perspective/6143-AI-data-loss-prevention.asp
http://www.aberdeen.com/summary/report/benchmark/5295-RA-endpoint-management-security.asp
http://www.aberdeen.com/summary/report/benchmark/5295-RA-endpoint-management-security.asp
http://www.aberdeen.com/summary/report/benchmark/5354-RA-managing-encryption-success.asp
http://www.aberdeen.com/summary/report/benchmark/5354-RA-managing-encryption-success.asp
http://www.aberdeen.com/Aberdeen-Library/4914/RB-trusted-computing-user.aspx
http://www.aberdeen.com/Aberdeen-Library/4914/RB-trusted-computing-user.aspx
http://www.aberdeen.com/Aberdeen-Library/4915/RB-computing-network-access.aspx
http://www.aberdeen.com/Aberdeen-Library/4916/RB-computing-data-protection.aspx
http://www.aberdeen.com/Aberdeen-Library/4639/RA-trusted-computing-tune.aspx
mailto:dbrink@mba1991.hbs.edu?subject=Research%20Brief%20-%20Hardware%20Roots%20of%20Trust

	Business Context: What Can You Really Trust?
	Aberdeen's Research Findings
	Customer Case in Point: Trusted Platform Modules
	Customer Case in Point: Self-Encrypting Drives
	Solutions Landscape (illustrative)
	Summary and Recommendations

