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The Move to loT
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loT Trend Affects AII Markets
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& distribution / storage
Utilities (water), traffic
(electr. toll collection),
outdoors, government
Environmental sensors

Building automation

Automation

Access control

Air conditioning
Elevators/escalators

Professional lighting
- Building lighting

- Street lighting
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Medical equipment

>

>

Other businesses

>

controller > Home energy

- Power quality management

- Power tools > Home security & safety
> Industrial robotics > Lighting

Smartphones, tablets
Health sensors & PCs

Diagnostics

Rehabilitation systems

Consumer Electronics

& wearables
securities, education, > Media players, smart
mining, retail and glasses, smart watches
wholesale, i > Well-being (health &
transportation and fitness, assisted living
logistics > Gaming

e. g. Banking &

((0§0)) Communication Networks

Data Center / Server Farms

Source: Infineon Technologies | graphics are courtesy of Infineon
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Source: Infineon Technologies | graphics are courtesy of Infineon
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loT Architecture
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Source: Infineon Technologies | graphics are courtesy of Infineon
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loT Attacks Growing

HOME ABOUT ICSJWG INFORMATION PRODUCTS TRAINING FAQ

BEE o sixin News  Sport  Weather = Shop | Earth

Home | Video | World | US&Canada | UK | Business | Tech | Science | Magazine

ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

Technology

Alert (IR-ALERT-H-16-056-01)

Cyber-Attack Against Ukrainian Critical Infrastructure
Original release date: February 25, 2016

Hack attack causes 'massive damage' at
steel works

© 22 December 2014 | Technology

Hackers Remotely Kill a Jeep on the Highway—With Me in It

MIEER

ANDY GREENBERG SECURITY 07.21.15 5:00 AM

. IACKERS REMOTELY RILL \ JEEP ON THE %
HIGHWAY=WTTHME N T

The internet of things

Home, hacked home

The perils of connected devices

Jul 12th 2014 | From the print edition (&) Timekeeper

How the Triton malware shut down
critical infrastructure inthe Middle East

The December attack leveraged a zero-day flaw, and user error, to infect industrial equipment.
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2-0

Server Bad Server

‘ -
Eaves- Network
dropping
Device Bad Device

Source: Infineon Technologies | graphics are courtesy of Infineon
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loT Defenses

/ Crypto Key
Audit o Establishment

and Management

ﬂ Crypto Offloads
A

Lifecycle
Management

Platform Integrity
Verification

Stored Data

Authentication Protection

Secure Boot Process ) Secure SW/FW
Communications Protection ( Update

Source: Infineon Technologies | graphics are courtesy of Infineon
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Managing Risks
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ﬁﬁﬁﬁﬁ Balancing Risk and Security

Cost
of
Risk

Cost of Security
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Risk Management

e Risk Analysis
— Identify and assess risks
* Analyze threats, vulnerabilities, risks (w/ impacts)

e Risk Handling

— Avoid (e.g. skip activity)

— Mitigate (e.g. reduce)

— Transfer (to insurer, customer, ...)
— Accept

 Presentation to management in business terms
 |Implementation
e Review risk analysis periodically or as needed
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= Benefits of Risk Management

 Makes business case for loT security

e Management understands rationale and
Impact

e Avoids taking on too much risk

* Avoids excessive or inefficient spending on loT
security
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Risk Assessment in Smart Home
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Risk Management in Smart Home
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Trusted Computing
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= What is a Trusted System?

A trusted system is...
predictable, even under stress
trusted based on experience and/or evidence
based on fundamental properties (identity, integrity)
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How to Build a Trusted System

e Start with a Root of Trust (RoT)
— Minimized, strongly protected security function

* RoT used for highly security-sensitive functions
— Generate random numbers
— Store and use long-term keys
— Verify system integrity

e Benefits

— Reduce risks
e Compromise of long-term keys
e Undetected system compromise
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Trusted Platform Module (TPM)

- Standard Hardware Root of Trust
- TPM = ISO/IEC 11889

- Benefits
« Foundation for secure software

» Resistant to attacks/hacks
* Built-in virtual smart card
»  Features

» Authentication |—Identity
» Encryption |—Integrity

- Attestation
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Levels of Assurance in TPM

Assurance

Tamper Resistant

OS Bug Resistant

App Bug Resistant

Passive Network
Attack Resistant

Software TPM  Firmware Integrated Discrete TPM
TPM TPM
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Why Hardware?
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Why Hardware?

Defect Removal Efficiency

Defeels  Software Security is Not Enough
10 ‘
9 T o .
Malpractice TS
5 Mol
7T B
4 SEICMM 1 "~
5T u.s.\\O\
4t Average M
3T SEICMM3 .
ol T e
1+ Best in Class
SEI CMM 5
0 + - t 1 t Graph used with
50% 55% 60% 65% 70% 75% 80% 85% 90% 95% 100% .

Capers Jones.
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Hardware Storage Encryption

- Hardware Security
Self-Encrypting Drive (SED)
- Benefits
Always on encryption

No performance impact

Protection against Physical Attacks,
loss and theft

Cryptographic instant erase / Wipe
* Features
*  Encryption
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Embedded Applications
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Typical Applications

e (Cars

 Financial Services
— ATMs
— Cash registers
— Slot machines

e |[ndustrial Control Systems
e Network Equipment

* |oT Gateways

 Hard Copy Devices
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GGGGG Trusted Computing for loT

* Use cases

* Tips and Tricks
 Implementation guidance
e Coming Soon

* |oT Security Resources
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TCG and loT Defenses

* Device ldentity e Resale and Decommissioning
* Secure Communication e Zero Touch Provisioning

e Random Number Generation  Audit Logging

e Secure Software Update * Remote Management

e Attestation & Measured Boot * Licensing

e Stored Data Protection * Pay-Per-Use

* Tamper Resistance * Etc.
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Device ldentity

e Many embedded devices are ‘remote’
— Difficult to protect or identify reliably

e Provision them with a TPM-based cryptographic identity
— Typically, a private key and certificates stored in TPM

e Use that identity for many purposes
— Secure communications
— Access control
— Remote management
— Anti-counterfeiting
— Licensing
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Secure Communications

e Remote communications must be protected
— Confidentiality
— Authentication & Authorization
— Integrity Protection
— Replay Protection
— Perfect Forward Secrecy

* Use TPM-based identity with TLS, DTLS, Cloud, P2P, etc.
— Device can prove its identity
e Using private key and certificate stored inside the TPM
— Device can authenticate other parties
e Using trusted CA certificate stored in TPM
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Random Number Generation

e Protocols like TLS need high-quality random numbers
— For cryptographic keys, nonces, initialization vectors, etc.
— Typically generated within the embedded device itself

— These random numbers are like passwords:
e If you can guess theumbersyou can break the protocol

e Random numbers are hard to get in embedded systems
— Software algorithms can only generate pseudo-random sequences
— Hardware is needed for truly random numbers

e Most TPMs contain a physical source of randomness
(aka entropy) that can be used to generate good keys
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Secure Software Update

e Software needs regular updates
— To add features, fix bugs, and repair security vulnerabilities

— An unpatched system is highly vulnerable
e Once a patch is released, attackers quickly develop and deploy exploits

e But software updates can cause problems
— Reliability issues, failed updates, or incompatibilities
— Compromise if the update mechanism is weak

e So every system needs a secureupdate mechanism
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Secure Development
Secure Update Signing
Robust Distribution
Secure Update Installation

Phases of Secure Update

Trusted Computing can help with
all of these!

To learn how, read our
forthcoming document “TCG
Guidance for Secure Update of
Software and Firmware on
Embedded Systems”

Post-Update Verification and Attestation

©2019 Trusted Computing Group

32
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= Attestation & Measured Boot

e Purpose: verify software on device

— Cannot trust software alone to report its status

e Measured Boot
— Securely record integrity measurement of each loaded code module

e Attestation
— Verify loaded firmware and software
— Can verify locally or remotely
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= Attestation & Measured Boot
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Load | Measure PER 10: f1de3211ff0025

TPM
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Measured Boot vs. Secure Boot

e Secure Boot works well for deterministicearly stages of boot
— Multi-core processors tend to be less predictable once the OS layer starts.
— Doesn’t provide evidence: is it XYZv3 or XYZv4 that was loaded?

 We want to prove exactly which firmware & software was loaded

— Before we trust it to do something else we need to trust
* Who checks code and when?

— With Measured Boot, verifier checks code hash during attestation
— With Secure Boot, loader checks code signature during boot
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Stored Data Protection

e The TPM can be used to protect secrets like:
— Passwords
— Authentication keys
— Disk Encryption keys or other decryption keys
— Non-cryptographic data (formulas, configuration, code, etc.)

e Configure the TPM so it will only decrypt the secrets for use
when the platform is in a specified state:
— Known, unmodified firmware or OS
— Specific platform configuration
— User password entered
— Etc.
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Stored Data Protection

e Use an Opal drive

— Create multiple sections with different access controls
e Read-only
e Read-only unless a certain key is presented
* Inaccessible unless a certain key is presented
* Etc.

e Consider protecting Opal keys with a TPM

— Restrict access to those keys using TPM policies
e Require an authorization value
e Require certain PCR values
* Or many other combinations
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Tips & Tricks

e TPM Software Support Options
— TCG Software Stack (TSS)
— Mocana TrustPoint
— WolfSSL
e Dev Boards and Other Tools
— http://developer.trustedcomputinggroup.org
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 Host system communicates with the TPM via software
— At various abstraction

levels Host System
| FAPI |
| ESAPI | TPM
| SAPI |
I Resource Manager I TPM - FW
I Device Driver I
SPI
HW HW
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TCG TSS working group defines the
following working packages:

Host System

e System API (SAPI) Lowest level
interface to build command byte
streams and decompose response
byte streams

TPM

Resource Manager TPM - FW

I Device Driver

HW HW
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GROUP

TCG TSS working group defines the
following working packages:

Host System

* Enhanced System API (ESAPI)
sits directly above the System API to

reduce the complexity of individual TPM
isystem |l evel o cal/l
allows crypto operations on the data

Resource Manager TPM - FW

I Device Driver

HW HW
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GROUP

TCG TSS working group defines the
following working packages:

Host System

*  Feature/environment API (FAPI)
Provides a higher level software
abstraction to application developers

TPM

Resource Manager TPM - FW

I Device Driver

HW HW
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eeeee Implementation Help

e TCG loT Architect’s Guide

— https://trustedcomputinggroup.org/resource/arch
itects-guide-iot-security-2/

 TCG Guidance for Securing the loT

— https://trustedcomputinggroup.org/resource/tcg-
guidance-for-securing-iot-2/



https://trustedcomputinggroup.org/resource/architects-guide-iot-security-2/
https://trustedcomputinggroup.org/resource/tcg-guidance-for-securing-iot-2/

