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Trusted Computing Group (TCG)

= I[ndustry standards group
= More than 100 member organizations
= |ncludes large vendors, small vendors, customers, etc.
= Includes product certification program for standards compliance

= Goal:

= Help users protect their information (data, passwords, keys, etc.)
from compromise due to external software attack and physical theft.

= Mission:

= Develop, define, and promote open specifications for trusted
computing and security

= For hardware building blocks and software interfaces
= For multiple platforms, peripherals and devices
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Trusted Computing Group (TCG)
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This slide shows the areas where TCG is developing standards. Each image corresponds

to a TCG work group. 1In
in context with the other TCG standards.

Wedll start with Security

order

to under

Hardwar e si

nce

stand Tru

t hat 0 s

standards for a hardware security module called the Trusted Platform Module or TPM. The
goal with TPM is to make ALL of the devices we use every day trustworthy. And the only

solid basis for a trustworthy device is trustworthy hardware, the TPM. Without TPM,
systems are always susceptible to viruses and worms and other nasty infections. TPM lets

us stop those infections and keep our devices secure.

Most of the other TCG work groups are applications of the TPM. For example, the Desktops
and Notebooks group defines standards for using the TPM to make desktop and notebook
PCs more secure. The Server group works on making servers more secure with TPM. The
Infrastructure group defines standards for managing and supporting TPMs. Applications
looks at how software applications can use the TPM. Storage works on making storage
devices more secure. Authentication defines ways for users to authenticate to their TPM to
get access to their PCs (like biometrics and passwords). Mobile Phone defines standards
for security on mobile phones. Virtualized environments must also be secured so we have a
Work Group in that area. Printers and other imaging devices handle confidential data all the

ti me so we must make sur e
Trusted Network Connect or TNC, the subject of this talk.

they cannot

be infect

Now before we go any farther, let me explain that TNC does not require a TPM to function.
We recommend the use of a TPM for the strongest assurance levels but TNC does not

require a TPM. TNC works

secure.
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Trusted Platform Module (TPM)

Security hardware on motherboard

= Open specifications from TCG
= Resists tampering & software attacks

Now included in almost all enterprise PCs
= Off by default; opt in

Features
= Secure key storage
= Cryptographic functions
= |ntegrity checking & remote attestation

Applications
= Strong user and machine authentication
= Secure storage
= Trusted / secure boot
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Trusted Platform Module. Whatis a TPM, anyway? A TPM is a hardware security module included

on the motherboard of most enterprise PCs today. Sometimes the TPM is a separate chip and
sometimes itbés built into an existing chip |ike an
specifications defined by TCG so it always works the same way.

Because the TPM is hardwar e, it provides a strong b
be infected or compromised through software. The features of the TPM include secure key storage,

cyrptographic functions like signing and encryption, and integrity checking capabilities. What can you

use it for? You can start with strong user and machine authentication. Essentially, the TPM can

function as a smart card built into the PC, a form
the TPM is built into the PC and al ways present, it
Microsoft Windows Vista includes a feature called BitLocker that provides full disk encryption to

protect you data in case your laptop is stolen. BitLocker supports TPM for key storage but it can also

be used without TPM. Without a TPM, BitLocker stores the encryption key on the hard disk. Does

anybody see a problem with that? Yes, thatoés right.
encryption key off your hard disk, use a dictionary attack to get your passphrase, and decrypt your

data. | f the key is stored on the TPM, itbés much ha
not saying thatdés i mpossible but it wildl require tu
And the | ast application of the TPM is for trusted
about that | ater. Let me just emphasize, though, th

way to increase the security of TNC. But you can always do TNC without TPM or vice versa.



Trusted Network Connect (TNC)

= Open Architecture for Network Security
= Completely vendor-neutral

= Strong security through trusted computing

= Open Standards
= Full set of specifications available to all

= Products shipping for more than four years
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TNC i s an open architecture for network acc
i's, wedll cover that in a second. For now,
open standard for NAC so that customers can take products from several different

vendors and put them together into a NAC solution. TNC is a well established and

widely used. Therebés a full set of TNC stan
site, there are dozens of products that implement those standards, and hundreds of

happy customers are using those products. Where does all this goodness come

from? Well, the TNC standards were developed by the Trusted Computing Group or

TCG, an industry standards group focussed o
computingo, as we prefer to call 1t). The T
including all the large vendors in high tech and lots of the small vendors as well as a

few forward-thinking customers like Boeing and the NSA.



Trusted Network Connect (TNC)
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So how does TNC work? Itds really quite simple.
NAC architecture is basically the same. On the
device thatodés trying to access a protected netyv

Pointis a guard that grants or denies access based on instructions from the Policy Decision
Point or PDP. The PDP is really the brains of the operation. It looks at the policy that you
have configured and decides what level of access should be granted. Then it tells the
Policy Enforcement Point, which executes those instructions.

There are many options for enforcement’i common choices are a wireless access point

and a switch, but many people use a firewall or a VPN gateway. Each of these has its own

pros and cons. For example, a wireless access point with 802.1X can totally block
unauthorized users. Butgridi peddbaddegs svondnt rhalve.
lot of NAC systems support a combination of different Policy Enforcement Points.

What about monitoring behavior? Well, there are a huge number of devices already
deployed in our networks to monitor behavior: intrusion detection systems, leakage
detection systems, endpoint profiling systems, and so on. The TNC architecture lets you
integrate all those existing systems and many more with each other and with your NAC
system.

This integration uses a Metadata Access Point, which is basically a database that stores
information about whoés on your networ k, what
and all sorts of other information. Your existing security systems use this Metadata Access

Point or MAP to integrate with each other and with your NAC system.



Problems Solved by TNC

Network and Endpoint Visibility
= Who and what's on my network?

* Are devices on my network secure? Is user/device behavior appropriate?

Network Enforcement Network Access

= Block unauthorized users, devices, or behavior Control (NAC)
» Grant appropriate levels of access to authorized users/devices

Device Remediation
* Quarantine and repair unhealthy or vulnerable devices

Security System |ntegration Security
= Share real-time information about users, devices, threats, et%utomation
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Letds talk about what TNC does for you.

First;, TNCgi ves you the ability to see whodés on
use, are those devices secure, and is the behavior appropriate. Great visibility!

Second, TNC lets you establish a policy for your network and block unauthorized
users, devices, or behavior. You can even give different levels of access to different
users and devices, based on the job they have to do.

Third, you can establish automated remediation to fix unhealthy devices before they
get infected or infect someone else.

Those three things together are called Network Access Control or NAC. So TNC
provides open standards for NAC.

But TNC goes beyond that. It includes an optional component called a MAP which is

a database that links together all your security systems so they can share

i nformation about what theybére seeing on yo
incoming attacks, and so on. This enables security automation, which is very

powerful!



TNC Advantages

Open standards
= Non-proprietary — Supports multi-vendor compatibility
= |nteroperability
= Enables customer choice

= Allows thorough and open technical review

Leverages existing network infrastructure
= Excellent Return-on-Investment (ROI)

Roadmap for the future
= Full suite of standards

= Supports Trusted Platform Module (TPM)

Products supporting TNC standards shipping today

RUSTED
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TNC offers some very important benefits. Because TNC is all about open standards,

you wonodét get tied into
all work together. 11t0ds

one

al

vendor
designed

financial benefit. You can reuse your existing network and security gear so your
costs will be much lower than a proprietary approach. And that means higher ROI.
TNC also has a great roadmap for the future. Whatever you want to do in network

security, you can do it with TNC. And products that implement the TNC standards

have been shipping for many years now.
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WHAT IS IF-MAP?
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Coordination Challenge

« Security infrastructure is complex, heterogenous, and
usually distributed
* And itis only getting more so
» Large, real-time data flows between infrastructure
components

+ Needed for coordination between Sensors, Flow Controllers,
PDP’s, etc.

« Components often interested in different patterns & events

* Timely routing and reliability of delivery of this data is
critical for coordination

Simple connectivity is insufficient for good coordination
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The IF-MAP open standard makes it possible for any authorized device or system to
publish information to a MAP server, to search that server for relevant information,
and to subscribe to any updates to that information. Just as IP revolutionized
communications, IF-MAP will revolutionize the way systems share data.
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