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Facial Reflection
Keylogger
[T.Fiebig, WOOT’14]
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T.fiebig, j.krissler and r.hanesch, “Security Impact of High Resolution Smartphone Cameras" woot 2014.
https://www.usenix.org/conference/wootl4/workshop-program/presentation/fiebig
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Y.Michalevsky, D.Boneh, and Gabi Nakibly, “Gyrophone: Recognizing Speech from Gyroscope Signals”,
https://www.usenix.org/conference/usenixsecurity1l4/technical-sessions/presentation/michalevsky
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na

BEED AT L BIOS

- o = = ==y,

s A

Go back to GRUB

v N
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ENAILAD
e Tool: PCI-Z

— http://www.pci-z.com/
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PCI-Z 1.3 - PCI devices information utility

File Database Report Help

Svystem information

CPU name: IntellR) Core(TM) 5-34271U CPU @ 1 BOGHz, 4 logical CPUs
Computer name: LENOWO-PC

User name: knoppix

Opemtmg system Mlcmsuft Windows 8
AT hd 2G4

Heblo oo

Type

ShBus

Serial controller
PCI bricdge

IS A bridge

UZB controller
Host bridge
WEA compatible con
Audio device
SATA controller
PCI briclge

UZB controller
USBE controller

Metwork controller

Communication cant...

“Wendor

Intel CGorporation
Intel Corporation
Intel Corporation
Intel Corporation
Intel Corporation
Intel CGorporation
Intel CGorporation
Intel Corporation
Intel Corporation
Intel Corporation
Intel Corporation
Intel CGorporation
Intel Corporation
Intel Corporation

Device

7 Series/C210 Series Chipset Family SMBus Contraller

7 Series/C210 Series Chipset Family KT Contraller

7 Series/C210 Serles Chipset Family PCI Express Root Port 2

Q577 Express Chipset LPC Controller

7 Series/C210 Series Chipset Family USB Enhanced Host Cantraller #1
3rd Gen Core processor DRAM Controller

3rd Gen Core processor Graphics Controller

7 Series/C210 Series Chipset Family High Definition Audio Contraller

7 Series Chipset Family 6—port SATA Contraller [AHCI mode]

7T Series/C210 Series Chipset Family PCI Express Root Port 1

7T Series/C210 Series Chipset Family USEB xHCI Host Controller

7 Series/G210 Series Ghipset Family USE Enhanced Host Contraller #2
7 Series/C210 Series Chipset Family ME Contraller #1

Centrino Advanced-N 6205 [Tavlor Peak]

Database: The PCI ID Repository | Version: 2014.11.15 | http

Subsystem

PCI device

WEN_BOBEADEY 1 E22RSUBSYS 22071 TAA
VEN_BOBELDEY 1 E3DRSUBSYS_ 22071 7AA
WEN_BOB6RDEY 1 B 283 UBSYS 22071 7AA
WEM BOB6RDEY 1 EBGRSUBSYS 22071 7AA
WEN_BOBEEDEY 1 E26RSUUBSYS 22071 TAA
WEN_BOBEADEY_ 01 54R5UBSYS 22071 TAA
WEN_BOBEADEY_ 01 66RSUBSYS 22071 TAA
WEN_BOB6RDEY 1 E2Z0ESUBSYS 22071 7AA
WEM BOB6RDEY 1 EO3RSUBSYS 22071 7AA
WEN_BOBEEDEY 1 E1 0BSUBSYS 22071 TAA
WEN_BOBEEDEY_1 E31 BSUBSYS 22071 TAA
WEN_BOBEADEY 1 E2DRSUBSYS_ 22071 7AA
WEMN_BOB6EDEY 1 EIARSUBSYS 22071 TAA
WEM B086&DEY 008585 UBSYS C2208084

Right click on the list for options.

AADNDSB

(ThinkPad Helix)
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e OS 75\PC|/\ZJ:G)T/ \’rx§n:u\nﬂ,ﬂ_§—é‘:(is “PCI
configuration Register” D1EERZEES,

— ZHIZIERSE—ID, TINARID, TINA RIS X, ATy
TJ7RLARALGEDERET .
o RS —ID IZPCI-SIGIZ&>TEEFRSNTLVS

14



AIST National Institute of Advanced Industrial Science and Technology

PCI Configuration Register
 |/O port: 0xOcfc

Device 1D Vendor 1D

Device Status Device Control

Class Code Revision ID
Header Type
Base Address 0
Base Address 1
Base Address 2
Base Address 3
Base Address 4
Base Address 5

Subsystem ID Subsystem Vendor ID

Reserved
Reserved
Interrupt Pin Interrupt Line

Undefined
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BEDOSIZLDT/INA REEEH
o PCINAREDTINARZEZHSAEIZ. OSIZI/OR—FERXYT 5,

e X86/AMD647 —*T4F+CPU TIXI/O &4 (i.e., IN and OUT)
ZESTIOR—MZT7O1ERT B,
— VendorID, DeviceIDO"#FFFF" DG E (X T /INA ADNEWNZEETT,

Visible devices from OS Invisible devices from OS
| ‘ I ‘ OS recognizes no device.
IVendor ID #8086 ~ #0101 ~ #04A9 #1033 = HFFFFF |

Illeuice.ID_iOQlL _@2.4_ _#.531_ - .#7i.3. - _#EFEF.!
OO OO

PCI Configuration Register

16
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DDEIZ& 5T /\ 1 A2k

/0B S HAOSHLREUH EN S EInte/AMDD R ABIL 7 —FT O FvIZ&kY . /A
IN—I\ALHF—(DDE)IZHI{EH 525,

DDE(d:PCI configuration Register D AR EHREL TOSHBRT RET /AL RERR
HLUT=1Z & . VendorID &DevicelD |Z#FFFFZEIR T,

0S latPClA‘X(:-‘r“/i‘»rx NEVNEDEEBL. TOT/NNARIZEHLNLLY,

Visible devices Invisible devices
from oS from OS

IVendor | ID #8086 #0101 #FFFF HFFFF
|Device ID #0013__ _ #0024 H#FFFF HFFFF _ 4

Hyperwsor :
DeV|ceD|sEnabIer Decryption

IVendor ID #8086 #0101 #04A9 #1033 @
LDeVIceID #0013 __ #0024 #5031 #7623

@ o
Disk Card

PCI Configuration Regitser 17
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DDEIZ &5 T /\1 A2k

o DDEIX2FEFENDRAT T

Vendor ID Vendor name
0x05ac Apple, Inc.
0x04B3 IBM
0x1010 Video Logic Ltd.
0x104D Sony Corporation
0x1061 8x8 Inc.
0x106B Apple Inc.
0x13B5 ARM Ltd
0x12E1 Nintendo Co. Ltd.
0x13B5 ARM Ltd

0x15AD

echnical University Of Budapest>
Intel Corporatiof

Intel

0xA304 §ony
&_ OxF5F5 F5 Networks Inc, >

TINAREEB#HTED
— FT/\A A%E%E (Vendor ID and Device ID)

e EROTFNARTHL AUE—DZ DR ENS BT
— H73Y) 4% (PCI device class codeD E&EIZ K D)

Class code
0x00
0x01
0x02
0x03

Class Name
Unclassified device
Mass storage controller
Network controller
Displav controller

L4

Multimedia controller e

0x05
0x06
0x07
0x08
0x09
0x0a
0x0b
0x0c
0oxod
0x0e
oxof
0x10
0x11
0x12
0x13
Oxff

Memory controller

Bridge

Communication controller
Generic system peripheral
Input device controller
Docking station

Processor

Serial bus controller

Wireless controller

Intelligent controller

Satellite communications controller
Encryption controller

Signal processing controller
Processing accelerators
Non-Essential Instrumentation
Unassigned class

18
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(3) REfHLE

ST LI— RN /IN— /N —ZEYRLNT,
ﬁ;ét\(iﬂﬁmb’c TINA REFORIBEEZHERR TELL

LY,

e DDED %It K

— DDEIXTA4RID—ExE=1EL . DDE#%

=LV ESIZLT=LY,

» lRER

— BRE75 A 60S(Windows) D

L) lEDHDDIE

&L TIXOSHEEIT

B Tl
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OSDT—hr#x It HLHHEH =

e BitVisor [/ \—FT 14XV D5EE (blocks)ZxREE LT 5
HEBREZ > TLVS,
— TARIDNERENT-EZEDHRREFICIEIED
o FREEHM L, BitVisorD T4 RAVKE L #EREZZ D EFE
OS(Windows) D/ N\—T 42 aVITERTELZWD, THER
5T —h, o — 2 RARNTINAIN—INAF—ZFRIZNTT
DAL TLNVS,
— H#E81: KennelZ3il b LIF5T— o —H5 2V ADE N TBIOSE
FEo=TARITIERALHY . TNEBIitVisorH i B TEHLY
— D= N—T42a o NEDEESIETIXOSTRHEE TELLY
— (8 2) LinuxZ&5minirootERoOtFSD I S—T 43> &R T T,
ROOtFSD AREFIL T HETHRIRTES,

20
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WindowsDEEEID IEH A

o H—RILDEENZLUEHDIDTHL, h—RILDFEEN R
O1—YZERONIEBEFIEH S,

e OSOA—HYZLERDT—,—H 2 XRZHETLT, i
KB I7AILOWNWT N ERE ST 5,

EJ)

AN
=5

A

[Esmss.exeZE R
( contost.exs >
=
Corstom e Comss exe S Cuseritoxe
G, LosontiLese
it exe 3 \

<= 2
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- —— o o
DDEIZ &4 WindowstEE D=1k

.osﬁib‘cﬁbfné774 :
')b?ﬁ‘ﬂﬂ"?"ténfh‘ét |
I&DI-OS#EEJJ'C%M\ J

DDEZ[EI#T 5L...

=)

eviceDisEnabler

E/\«{/(’—/i»f-'f—

o
~—

E(i)lgtiunsgd for This file is Eygt?nsged for ~—'This file is
encrypted by encrypted by
SMSS.exe DDE. SMSss.exe DDE.

N~

22
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55 5 D2

DDEDIEB 8 (F1—FIZHILo N TIEEDAALY,
BitVisor TIXRBEHET=-BIZ/IN(FTYIZEFEES
=1+,

- NTIF. BB IBEEICNAFT)ELLLE TS5 L TRAT
mMYI=3 2EMNTES,

X)) T4FVvITPM (Trusted Platform Module)lZ
ﬁi’&l‘gj—jj_lfyé% L»T:o

— “Trusted Boot” &*TPM non-volatile storage” ?,Z

23
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TPMIZEEZ 2% 9 B 5% (1/3)

o TPMZEEEAET S Trusted BootlET—k—4 U XEFEHAIL. 1
DM ZFREET LA ZFHFD(Chain of Trust),
- HIT b= ZDSHA-UEIE. “extend” FETTPMMDPCR
(Platform Configuration Register) [CfRFEIN 5,
« PCR=SHA-1(PCR + SHA-1(Component))

— PCROIENSEDESHET—F o —H U RETo=M&REE A RE,

Hypervisor
(DCE) W

Each PCR represents
category of action.

Extracting a disk
encryption key from TPM
at certain PCR’s values.

24
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TPMIZERZ 2RI DA% (2/3)

e Chain of TrustZ# 3 A-OIZIEEZa R—R UM ROaR

— R REHRIT AHEREDN L E,
— BIOSIZTCG-BIOS
- J—hkA—4 [£Trusted GRUB

Peripherals
Integrity Measurement Option
ROMs
Load Hypervisor
Boot Loader
DDE
m (DDE) -’{ os

Each PCR represents
category of action.

tormg SHA-1
value to PCR

Extracting a disk
encryption key from TPM
at certain PCR’s values. 25
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TPMIZEEZ 2RI 57 % (3/3)

« EBERIITPMRAIZRTEFT HIEMNAIEE, TDRIIIFTE
DPCRIEDAIZHY BB AHELIIZEKTETE S,
— PCRIEENAZ LT NIX(DDEAHEEINNIL). PCRIEHA R
., BEEREIRYIZTEAHELL,
o ZhIZKYA—IDDEZFEHETBEF/ZALILY,

Each PCR represents
category of action.

Extracting a disk
encryption key from TPM
at certain PCR’s values.

26
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Chain of Trust

e ThinkPad HelixTD 7 —r—45 2R

- B TELNEST /NAAPY T T7IE TPMIZER RSN S
 PCR=SHA-1(PCR + SHA-1(Component))

ZPCR [FZNZENH
BT SEHAEEX R

PCR SHA1l

AP NOUWNRERPOPRPOUONMAMPOOO O

0

=
e

4
5
4

4b81c044c1472a34c73da87d7ad3a64ba62e9047
Ffcad787f7771637d659638d92b5eee9385b3d7b9
8841e9e7d8eb4c753d2ef7dc9¥89a07c756ch30b
3d9766e45814d6374d9a85aa519071dc82574017
b83f6c64al1727add477a94874¥3¥11F29d531c47
9069ca78e7450a285173431b3e52c5¢c25299e473
199804c152¥10535cd88F8F5d607ae55e9e2f3ef
cd0fdb4531a6ec41be2753ba042637d6e5F 7256
afbf30b554a35d0ba6a469934d35cfFof58eecbaf
8deb522ea7b732f0bf261ed931245c5c7e75Fedbb
9069ca78e7450a285173431b3e52c5¢c25299e473
9069ca78e7450a285173431b3e52c5¢c25299e473
9069ca78e7450a285173431b3e52c5¢c25299e473
9069ca78e7450a285173431b3e52c5¢c25299e473
9069ca78e7450a285173431b3e52c5¢c25299e473
9069ca78e7450a285173431b3e52c5¢c25299e473
9069ca78e7450a285173431b3e52c5¢c25299e473
1f3c97f0b6d45a46eclaa91e5868322dea94d76¢c
cle25c3f6b0dc78d57296aa2870ca6f782ccf80f
d564bb707b030e193fdd3ddae8818703225¢c49¢c3

T2e7a20et13973081937841b55040905fFF7cabca
c358aaa78d400ad5391t90d542e5519aa4e403714
e479a239118d17b2391782a86e19ca873ec6536¢C

Event

08 [S-CRTM Version]
05 [Wwake Event 6]

07 [S-CRTM Contents]
01 [POST CODE]

09 [CPU Microcode]
04 [1

06 [Option ROM]
80000007 [1

80000009 [1

80000009 [1

04 1
04 1
04 1
04 1
04 1
04 1

04 [1
80000002 []

05 [Calling INT 19h]
05 [Booting BCV Hard

0d [IPL]
Oe [IPL Partition Data]
od [IPL] 27
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TPM non-volatile storage

e TPM [Z“TPM non-volatile storage”& FESRARL— Y
ATLOBHY . FHEDPCRIEDFFIZOHT—2HEY
HE 5,

« DDEMIEHE8#%TPM non-volatile storagel & EL T.
DDEDHRE =<

— DDEAHRE NS EPCRIEMNELY | BEAERY HEZ0Y,

e Reference

— TPM Main Part 3 Commands, Specification Version 1.2, Level 2 Revision
116, 1 March 2011

http://www.trustedcomputinggroup.org/files/static_page_files/72C33D71-1A4B-B294-D02C7DF86630BE7C/TPM_Main-Part_3_Commands_v1.2_rev116_01032011.pdf

28
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PM non-volatile storage®D A > A —J A X

e TPM non-volatile storage~I& TCG-BIOSAMRIET S
APIIZCK>TT7OEATES,

TPM_NV_DefineSpace «TPM non-volatile storage M f81Z E MR DAPI
FBIEADT LR (L index” BEEEZRBLTITS
SEEPCRIEDBEDHIZT VA TESHKIITHIRE AT EE

TPM_NV_WriteValue «TPM non-volatile storagelZ 7 —42%ZZA L API
E X LI-PCRIEDQFFDHT I EATES,

TPM_NV_ReadValue «TPM non-volatile storagel =57 —4%% & H 9 API
B HEKLI-PCRIEEQEEDHT I EATES,

29
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TPM non-volatile storage® & {A 1l

Index{EH(ZLH>TTF U LATHE
. :@’ﬁﬁiﬁ«(iPCR[O-zu-M] NFEE (/NP 2B) DEFDH
77"2;(_.[ ﬁl:.o

On ThinkPad Helix
# tpm_nvinfo

NVRAM index :0x00010016 (65558)

PCR read selection: APCRstoverify ]
PCRs :0,1,2,3,4,5,6,7,12,13, 14
Localities : 0x7

Hash : bcea2524269cafd359d69caa850e209481feeecd XHash of values ]

PCR write selection: QPCRS o ] of PCRs
PCRs :0,1,2,3,4,5,6,7,12, 13, 14
Localities : 0x7

Hash : bcea2524269cafd359d69caa850e209481feeecd KHash of values ]
Permissions : 0x00000000 () of PCRs
bReadSTClear : FALSE

bWriteSTClear : FALSE

bWriteDefine : FALSE

Size : 32 (0x20)

30
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PCR® E {4145

On ThinkPad Helix

Trusted GRUB [&PCR[12-14]Z %I FE
Original DDE

rPCR-00: 27 CD 64 2F DA 95 EA 09 3B 8C AE BC 68 9F FA C7
2A 59 76 01
PCR-01: E2 60 C4 57 A9 DC 8B C1 3C 5D E8 23 9F 2B 6B 71
86 19 72 19
PCR-02: F2 E5 65 2A DC 7F 57 8A FO 89 9D F1 OF 6B AE Al
13 08 19 E2
////)7 PCR-03: B2 A8 3B OE BF 2F 83 74 29 9A 5B 2B DF C3 1E A9
|55 AD 72 36
PCR-04: AA C6 8F 43 8F 5C 23 4E BD 70 F7 46 7D 51 18 4E

TPM non-volatile storageMo#EZEYE &0 a3 ca 55
-d—[—‘j:PCR[O_7 12_14'|€1E5 \ PCR-05: 01 C2 F5 26 13 11 B9 6F 4B BF A4 39 14 AC CA 6B
~ L 1 J o CD A2 65 41

[%CR—OG: EE 1B OF 99 7D 75 17 B2 86 BC 9D 73 A4 CF 74 2C
6

5 A7 69 BE
PCR-07: B2 A8 3B OE BF 2F 83 74 29 9A 5B 2B DF C3 1E A9
55 AD 72 36

PCRI[0-7] [&Trusted GRUBLIATO 7 —  pcroos: 93 41 C4 1A 6D EA 42 08 65 16 BS 4B AF AF 48 3C
=T REREET HDITES, PCR-00: 1B 60 76 EA 42 SE FA 3A 2A D2 A9 TE 22 04 90 7C

1A E6 33 A9

DDE75§E&§E§*L%)&PCR[12-14] MNEDH ESR;O&??C? DF C4 CB BO EC D3 9F B2 75 14 4B 41 EO 42

L)\ ﬁﬁhi‘ﬂy (,) ﬁﬂ—;‘d:[,\o ggRagéoogooo 00 00 00 00 00 00 00 00 00 00 00 00 00 00

PCR-12: 98 CB C3 5A 43 22 54 CB CB DD E6 04 30 B1 89 D9
54 E4 E7 F8

PCR-13: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 31

DrD_1A4- CR 17 CNn Qr rQ EN 1C DR QR QR R2 14 R2 BREA 7N AA
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52 HY U L 0D 52 B4

DDE A ZE S5 ETPM non-volatile storageh™ s i
SEENRYEEG,

panic(CPUB): tpm_nv_acquirekey

s:shell r:reboot 7
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RO E}FIRERE

e DDE [ETFEEDEHD/—FPC. BT Ly TEIMET]EE
— X86/ADMG64 CPU
— TPM 1.2

— TCG BIOS (EFHZEIEXFit)

— PCl 77\ 2D &l {E A §E
— OS JEKF (BN{ERER IEWindows 7,8,LinuxT{To712)
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<4l rs R4 4SS — ==+ 185
XTI E/ NIV Ty D YL RETIE

¢« BERIETPMETCG-BIOS
~ TPMD i

o atom CPUZ{EST=FE/NMILA DY MIIETPMAFLNTLNSE DAY
DIELN,

e« ARM CPUZF{EST=FENAILAS YR ZIZTPMATLNTULNDE DA
YA AW

— {514} : Samsung Chromebook2 TIXTPMAYMFLNTL VS,
— TCG-BIOS

e MS Surface [ETPMAMFULNTULNS D, FRBENMEFID A 7ED THER I o
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ETATE

e 3DMT—F
— Windows8D XAk 7O—>TJ—hk
« smss.exe MDDEL>TEEINLZLDTIT—rAKKT 5,
— Customized DDE
c BEENINETELLDTI—FIKERT S,
— DDE#2 &% DOWindows3D {2 &l
« IELLT—}!

Just Fun!
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Trusted GRUB has 3 boot options

Windows 8
» Hacked DDE (Customized DeviceDisEnabler)
« DDE
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FEH

ENAILAS VDSR2

ETINARIEHA/\—T

AEFF—Y GRIEE) TRHOLNAHERMELH S

- BEEBAEIINLDARELZT /N

A REBIHTEIELT=LY,

TINA RZEOSHLERRT ADEFEE/\M/\—/\ [ —

“DeviceDisEnabler’#i2=L

T-
~ O

DeviceDisEnabler [(ZTPMZERL -k E M5 L #RE

FATHEY., 2—FHiom[e

BAETC,

SROFE

— EFI bootxd ity . (Microsoft Surface TD ;& )

— USBT /N[ R[22k
— ARMt it
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Special Thanks

o J\KHEER Toshiki Yagi, AIST
« FAREPE Michitaka Yoshimoto, AIST
e HEFIF Kazukuni Kobara, AIST

o BitVisorD R FE D EFR

- h p VVVVV bltVlO g
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s SEHREETNARITHAN—ITRXEFF—T(ER
HTENDIBIFDZ2— v,
- BRI O DEHOCHARERENH S,
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L -

XA DEE o= EE

~ IO It

o HBEIZKDHETIL T “Bundestrojaner” GEFR<A

YO)YNEEBETHEA-HAEEEZEBET HFRICAIVR
I\_)l/é;ha-/—:o
—EFFODYUEa—FDH(ZHoF-IC3PO-r2d2-POE 1 &L
SAMI G h5TR2D21EFEIEN S,

e EFFOT Y ILSkypeDBEEXREEL., JE—FDY
ANMZT—3%FEREL TLV =,

o HEF O (L Chaos Computer Club (CCC) IZ&>T
20114 IZH# R,
— WikiLeaksIZ&AHER YD MBAF M DFEE,

41



AIST National Institute of Advanced Industrial Science and Technology

GPSIZ&KBAEEHH VXS
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Current Countermeasures

e BIOS/EFI [Z&OTT/INAREFERARAIZT S

— BMEDS. ETOENNNWADVITEH
e H T TIHELY,

e Samsung KNOX [XT/\ A/ RAZ=fEHAT]
[ZH 5 AHY, Samsung’s Android D &,
o XaTaU VX
JaToiavFryd
%1 T4 —IL(HATE)

INLIEA—50RIDICIKRTE,
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OSHT—hx It HLHHE R

e BitVisor [(Z/\—FT 14XV D5EE (blocks) g1 5
HEBREZ > TLVS,
— TARIDNERENT-EZEDHRREFICIEIED
o FREEHM L, BitVisorD T4 RAVKE L #EREZZ D EFE
OS(Windows) D/ \—T 43V ITERATERGL, BHELE
50—k —H U RATINAIN—INNAF—F R NTTH
AL TLYS,
— #E8:KennelZ#ilb LI(F 5T —Fo—H U ADE N TBIOSHE
FEo=TARITIERALHY . TNEBIitVisorH i B TEHLY
— D= IN—T42aAEBEDOEEIETIXOSEFEEF TS
— (5 2) LinuxZZ5minirootERootFSD /N\—F 43> % 2 11T,
ROOtFSD AREFIL T HETHRIRTES,
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o ARM{RZE{LIL5RFLBE

— ARM Architecture Virtualization Extensionds KU Large
Physical Address Extension(LPAE) [&. ARM7 —x%T49F
vERDOTAyYRITRETI Y NA/N\—NAH

e ARMVTA virtualization extensions

« ARM Cortex Al5 processor
— INAIN—\ALHF—FHDHYP Mode,

45



