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Corrections and Comments

TCG members may send comments to: techquestions @trustedcomputinggroup.org

TPM Dependency and Requirements

A TPM claiming adherence to this specification SHALL be compliant with the  TPM
Library Specification; Family 2.0; Level 00; Revision 01.16 or later .
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1 TPM Requirements General Introduction

The TCG Main specifications define a TPM for use on any generic platform. Platform -
specific functionality is defined in platform specifications such as this document.

1. This document details the additional features that SHALL be implemente d by a
TPM for a PC Client platform .

2. Unless otherwise indicated, the features in this specification are based on the TPM
Library Specification Family 2.0; Level 00; Revision 01.16 parts 1 through 3. The
term TPM Library Specification is used to refer to these documents and the
features they specify.

1.1 Terminology

The following terms are used as defined below throughout the document. All other
terms are defined in the PC Client Implementation Specification.

HASH_START : A successful wr i te t oSTARTeanterfaéeMagister TPM_HAS

(FIFO) or the TPM_LOC_CTRL_4.TPM_HASH_START field (CRB)

HASH DATA: A successful write to the TPM6s TPM_HASH

(FIFO) or the TPM_LOC_CTRL_4.TPM_HASH_DATA field (CRB).

HASH END: A successf ul wr i TiPEl_HASH BND mterfade Mgiser (FIFO)
or the TPM_LOC_CTRL_4.TPM_HASH_END field (CRB)

TPM Device Reset : the assertion of the _TPM_INIT hardware signal.

Platform Software : the source of the command , which may be an operating system
driver or an applicatio n.

Platform Hardware : platform components including chipsets and associated
microcode, and microprocessors and associated microcode.

S-CRTM : code supplied by the platform manufacturer , as a subset of platform
firmware that initializes and configures platfo rm components and is the portion of
platform firmware that defines the initial trust boundary

Operating System , or OS: generic term for an operating system and its collection of
drivers and services

Static OS : the operating system that is loaded during t he initial boot sequence of the
platform from its platform reset.

Dynamic OS : an operating system that is loaded by the Static OS. There may be more
than one Dynamic OS per Host Platform but only one can be loaded at a time. The
Dynamic OS can be unloaded keeping the Static OS resident and operational.

Read: a transaction where the calling entity requests and receives data from a
specified register or buffer in the TPM.

Write : a transaction where the calling entity sends data to a register or buffer in the
TPM.

PC Client Platform Implementation Specification : the combination of the PC Client
Platform Implementation Specification , the PC Client ACPI Specification , and the PC
Client Physical Presence Interface Specification

Family fA2.00 TCG Published Page 1
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The following conventions are used  to represent values of fields in this document:
Any field which contains a value is represented in hexadecimal format (e.g. BOh).

Any field which contains a bitfield is represented in binary format (e.g. 0001b).

1.2  Division of Documentation
The PC Client Spe cifications are divided into two documents:

1. This specification , the PC Client Specific Platform TPM Profile for TPM 2.0 , discusses
the specifics regarding the requirements of the TPM for PC Client but only the
requirements for the TPM itself , not the requi rements for a platform integrating the
TPM. This document discusses the details of what interfaces and protocols are
used to communicate with the TPM and the platform -specific set of requirements.
This document includes the definitions of the items identif ied in the TPM Library
specification as 0PI astthe minimum$ignmbder of PCRs teqused ¢ h
and NV Storage available. The target audience for this document is the TPM
manufacturers but platform manufacturers should review it as well.

2. The PC Client Platform Implementation Specification specifies the requirements for
the TPM as it is implemented on the platform. Issues such as TPM, platform and
bios provisioning, usage of TPM to record measurements of platform code, PCR
mapping, functional interfa  ces, and interfaces are discussed. = The target audience
for this document is platform manufacturers.
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60 2 Summary of TPM Features to Support the PC Client

2.1 Register Definitions

This specification identifies the various registers that allow communication between
the TPM and platform hardware and software.

2.2 Locality

65 oOLocalitydé is an assertion to the TPM that a cor
particular component. Locality can be thought of as a hardware -based authorization.
The TPM is not actually aware of the nature of the relationship between the locality
and the component . The ability to reset and extend, notwithstanding, it is important to
note that, from a PCR oOusageO6 perspective, ther
70  between different localities. The TPM simply enforces locality restrictions on TPM
assets (such as PCR or SEALed blobs ). These assets may have different methods of
enforcing locality restrictions. For example, PCR attribute settings may allow a
component associated with Locality 4 to reset PCR associated with Locality 2; and a
SEALed blob may use authorization policy to allow it to be accessed from locality 2 but
75  not from locality 4.

The protection and separation of the localities (and therefore the association with the
associated components ) is entirely the responsibility of the platform components
Platform components , includ ing the OS, may provide the separation of  localities using
protection mechanisms such as virtual memory or paging

8o  For the FIFO and CRB interface s, assertion of locality is done by interacting with the
TPM at specified blocks of address ranges. Each locality is assigned an address range :
and, when a command is received at the address range associated with a locality , the
TPMset s t he TP MdcdityModifiere vatuatlo the indicated locality value.

Note on convention for using the term locality: When referring to localities in general

8s the term |l ocality wild!.l be | ower case (i .e., start
locality, the term locality will be capitali zed (i.e., Locality 0 does something.) When
using a phrase such as: oexecutes at Locality 06,
the memory -mapped TPM addresses defined for Locality O , and the platform
components that enforce access to the TPM have authoriz ed that command be sent

90 from that component to that address

The PC Client TPM interface defines the attributes and use of  five Localities ( Localities
0 6 4). The nominal associat ion of these localities is:

Locality 4: Usually associated with the CPU execu  ting microcode . This is used by the
D-CRTM to establish the Dynamic RTM.

95 Note: Reference the PC Client Implementation Specification for the definition of
Dynamic RTM.

Locality 3: Auxiliary components. Use of this is optional and, if used, it is
implementat ion dependent.

Locality 2: Dynamic ally Launched OS (DynamicOS') oOorunti med6 environment .
100  Locality 1: An environment for use by the Dynamic OS .

Locality O: The Static RTM, its chain of trust and its environment.
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Note : These associations are arbitrary and depe nd on the system implementation.

2.3 Interface Type

This specification defines a new software interface to the TPM for TPM 2.0, in addition

to the FIFO interface. This interface, the Command Response Buffer Interface, has
been defined so that it may be implem ented in a TPM which also contains a FIFO
interface. The CRB Interface is intended to be physical -bus agnostic, so that it could
be implemented on an LPC or SPI interface, as specified in this specification or on
another physical interface not specified. In order for a TPM to be compliant with this
specification, however, it is required to implement at least one of the interfaces defined

by this specification.

The physical register spaces for both FIFO and CRB are specified in Section 5.5 TPM
Register Spa ce. Register space with functions common to both interface S is specified
in Section 5.7.1 Interface -Agnostic functions . The behavior of the CRB Interface is
specified in Section 5.7.3 CRB Interface Requirements . In the subsequent sections,
functionality which is interface -independent precedes the interface -specific
functionality. Where a function is common to both interfaces, but there are interface -
specific requirements, the requirements are documented in the interface -specific
section. For example, t he concepts of Locality are common to both interfaces, but the
mechanisms to invoke locality are interface specific.

2.4 Locality Resettable PCRs

Resettable PCR , with the exception of PCR 16 and PCR 23, are a set of PCR for use by
the Dynamic RTM and its chain of trust. Access to these PCR is controlled by the
various locality indicators.

2.5  Minimum Amount of NV Storage

The TPM 2.0 Library Specification provides for a general -purpose area of Non -volatile
storage for use by the platforms as well as for storage of p ersistent objects. This is
different than TPM 1.2, in that the non -volatile storage for persistent objects was TPM
vendor implementation specific . The definition of this area is the purview of the
various platform specific specifications. This specificati on define s the minimum
amount required for the PC Client.

2.6 Minimum Number of PCRs

The TPM 2.0 Library Specification allows the platform specific specifications to require

a minimum number of PCRs and to allocate usage for them based on the needs and

the env ironment of the platform. Additionally, the TPM 2.0 Library Specification allows
the platform specific specification to define whether authorization is required to extend

or reset PCRs. As PC Client platforms have stringent boot time requirements, this
specification doesnot use aut hori zation for operations o
the platform boot process (TPM2_PCR_Extend ()).
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3 TPM Attributes

3.1 PC Client TPM Minimums and Maximums

The TPM Library Specification allows a variety of implementations to be defined from
the superset of functionality contained within the library. This section defines the
minimum and maximum requirements for a PC Client TPM for those attributes in the
Library specification for which requirements are left to the Platform specif ication to
define.

NOTE: Table 1 contains the names of the property types, as defined in the TPM
Library Specification Part 2, Section TPM_PT, which must by specified by a platform

profile. Table 1 defines the value returned by a TPM2_Get_Capability que ry to each PT
name for a PC Client TPM.
A TPM designed to be conformant to this specification SHALL support the minimum

and maximum requirements definedin  Table 1 i TPM Requireme nts

Table 1 i TPM Requireme nts

Capability Name Returned Value | Description

TPM_PT_HR_TRANSIENT_MIN 3 The minimum number of transient objects that can be
held in the TPM RAM

TPM_PT_HR_PERSISTENT_MIN 7 The minimum number of persistent objects that can be

held in TPM NV Memory

1 3 slots are intended for root keys (PPK, SRK, 1
EKSs)

1 3 slots are intended for OS/application usage
1 1slotisintended for the platform hierarchy

TPM_PT_HR_LOADED_MIN 3 The minimum number of authorization sessions that can
be held in TPM RAM

TPM_PT_ACTIVE_SESSIONS_MAX | 64 The minimum number of authorization sessions that may
be active concurrently.

TPM_PT_PCR_COUNT 24 the number of PCR implemented in a bank

TPM_PT_PCR_SELECT_MIN 3

TPM_PT_NV_COUNTERS_MAX Defined by vendor | The maximum number of NV Indexes that are allowed to
have the TPMA_NV_COUNTER attribute SET

Note: See Section 3.6.1 for PC Specific requirements.

TPM_PT_NV_INDEX_MAX 1.6k The maximum size of an NV Index data area

Note: This is the size of an X.509 certificate signed with
an RSA key and authorization. The size specified here
is the smallest maximum size a TPM vendor must
support. TPM vendors may support larger sizes.

TPM_PT_PS_FAMILY_INDICATOR |0x00000002 PC Client Platform TPM Specification Family 2

TPM_PT_PS_LEVEL 0x00000000 PC Client Platform TPM Specification Level 00

TPM_PT_PS_REVISION 0x00000100 The revision of the PC Client Platform TPM Specification
Revision 1.00

TPM_PT_PS_DAY_OF_YEAR 0x00000000 The day of the year of the implemented PC Client
Platform TPM Specific Profile publication

TPM_PT_PS_YEAR 0x00000000 The year of the implemented PC client Platform TPM

Specific Profile publication
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Capability Name

Returned Value

Description

TPM_PT_VENDOR_STRING_1

Defined by vendor

This field may be defined as an ASCII string no more
than 4 characters. Unused characters SHALL be NULL

TPM_PT_VENDOR_STRING_2

Defined by vendor

This field may be defined as an ASCII string no more
than 4 characters. Unused characters SHALL be NULL.
This field is concatenated to
TPM_PT_VENDOR_STRING_1

TPM_PT_VENDOR_STRING_3

Defined by vendor

This field may be defined as an ASCII string no more
than 4 characters. Unused characters SHALL be NULL.
This field is concatenated to
TPM_PT_VENDOR_STRING_2

TPM_PT_VENDOR_STRING_4

Defined by vendor

This field may be defined as an ASCII string no more
than 4 characters. Unused characters SHALL be NULL.

This field is concatenated to
TPM_PT_VENDOR_STRING_3
TPM_PT_VENDOR_TPM_TYPE 0x00000000 Reserved

TPM_PT_FIRMWARE_VERSION_1

Defined by vendor

The upper 16 bits of this field SHALL contain the TPM
major firmware version (Version Major)

The lower 16 bits of this field SHALL contain the TPM
minor firmware version (Version Minor)

TPM_PT_FIRMWARE_VERSION_2

Defined by vendor

This field MAY be used as an extension to
TPM_PT_FIRMWARE_VERSION_1. If not used, this
field SHALL be 0.

NUM_POLICY_PCR_GROUP 0 number of PCR groups that have individual policies

NUM_AUTHVALUE_PCR_GROUP |0 number of PCR groups that have individual authorization
values

NV_MEMORY_SIZE 7206 size of NV memory in octets

3.2

PC Client Algorithms

All algorithm identifiers listed in Table 2 are mandatory for a PC Client TPM. Some
algorithms listed below are not explicitly selectable as they are supporting algorithms

needed for a higher level function, e.g. TPM_ALG_ECSCHNORR
TPM_ALG_ECDSA. Algorithms not explicitly listed

is required for
are optional and may be required if

an optional command is implemented by the TPM.
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1. To be compliant to this specification, the TPM SHALL support algorithms as  listed

in Table 2.
2. A TPM MAY support additional algorithms as defined in the TCG Algorithm
Registry.
Table 2 i TPM Mandatory Algorithms
Algorithm ID Comments

TPM_ALG_RSA

support for 2048-hit keys is required; support for 1024-bits keys is
recommended

TPM_ALG_SHA1

TPM_ALG_HMAC

TPM_ALG_AES

TPM_ALG_MGF1

TPM_ALG_KEYEDHASH

TPM_ALG_XOR

TPM_ALG_SHA256

TPM_ALG_NULL

TPM_ALG_RSASSA

TPM_ALG_RSAES

TPM_ALG_RSAPSS

TPM_ALG_OAEP

TPM_ALG_ECDSA

TPM_ALG_ECDH

TPM_ALG_ECDAA

TPM_ALG_ECSCHNORR

TPM_ALG_KDF1_SP800_56a

TPM_ALG_KDF1_SP800_108

TPM_ALG_ECC

TPM_ALG_SYMCIPHER
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3.3 PC Client Curves

1. To be compliant to this specification, the TPM SHALL implement the curves listed
in Table 3.

2. ATPM MAY implement additional curves listed in the TCG Algorithm Registry.

Table 3 A TPM Mandatory Curves

Curve ldentifier Comments

TPM_ECC_NIST_P256

TPM_ECC_BN_P256 to support anonymous attestation

3.4 Physical Presence

Physical Presence is not required for a PC Client TPM to be compliant to this
specification.

3.5 TPM Handles, Objects and Contexts

This section contains miscellaneous items which the TPM 2.0 Library Specification
recommends Platform Work Groups define or co nstrain in the Platform Specific
Profiles.

1. The TPM SHALL implement a large maximum value for the objectContextID
counter so that this field never overflows, causing the TPM to go into Failure Mode.

The TPM SHALL implement a mechanism to reuse Object Handle S.
3. The TPM SHALL NOT return TPM_RC_OBJECT_HANDLES.

3.6 Non-volatile Storage

The Non -volatile (NV) Storage provides a small general -purpose data storage area for
persistent data. The TPM provides the ability to add access control to this area for
security or pr ivacy. This area is organized and addressed using indices.

While this area provides a general -purpose storage area for interoperability, it also
provides a storage location for persistent objects used by the TPM. To accommodate
storage of persistent objec ts and Certificates for some of these objects, some index

values are reserved. These values are defined in the  Registry of Reserved TPM 2.0
Handles and Localities . A reserved index value is an index which has been defined by
TCG, but for which there is no requirement to implement the value, e.g. the
Endorsement Key Credential index. A reserved index value, if not implemented must

not be used for a different purpose than defined.

The TPM will enforce any defined attributes for the NV storage, however, wi th the
exception of the NV Storage used for GPIO, the contents of the NV Storage are opaque
and are not in any way interpreted or enforced by the TPM.

TPM 2.0 allows for NV Indices to be defined for platform use, b y the platform
hierarchy, in addition to t he NV Indices defined for use by the Owner. Platform
indices may only be created using Platform authorization. Owner indices are created

using Owner authorization. Platform NV is distinguished from Owner NV by an
attribute in the NV Public area, TPMA_NV _PLATFORMCREATE . If this attribute is set,
the NV Index was created using Platform authorization.
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3.6.1 NV Storage Size

Providing an adequate minimum amount of storage space is difficult to predict based

on future and unspecified use of the platform. However, i t is prudent to provide for
some minimum and predictable amount of storage to allow processes to budget their
allocation. For this reason, this specification defines the minimum amount of storage

and number of indices that a TPM must implement.

This specifi cati on does not define how a TPM vendor
Storage. The TPM vendor may organize the TPMGs
total amount of storage, minus the overhead required to implement individual indices,

is allocated dynamic ally.

However the TPM is implemented, it is expected to provide flexibility in allocation of

indices and storage allocation to the indices. The TPM is expected to provide a
malloc() -style allocation of the NV storage area rather than provide a fixed size f or each
index. For example, a caller could define 9 indices of 1 byte each and a single index

that consumes the remaining available space. Alternatively, a caller could define 10

indices of equal size. A TPM with a flexible implementation would allow eit her
extreme.

Some of the requirements documented in this section describe features that are
supported prior to provisioning.

1. The TPM SHALL provide a minimum of 7206 (dec) bytes of NV Storage.

2. The TPM SHALL support storage of an EK Certificate for each EK wh ich is pre -
provisioned in the TPM.

NOTE: PC Client does notrequirepre -pr ovi si oned EKO®s.

NOTE: Reserved handles for the EK Certificate and other NV Indices related to the
EK, such as EK template, are defined in the TCG Registry of Reserved TPM 2.0
Handles and Localities.

i. Pre-provisioned EK certificates =~ SHALL be identified by handles in the range
of 0x01C00000 -0x01CO7FFF .

ii. Attributes TPMA_NV_AUTHWRITE, TPMA_NV_POLICYWRITE,
TPMA_NV_OWNERWRITE, TPMA_NV_POLICY_ DELETE,
TPMA_NV_WRITELOCKED, TPMA_NV_READLOCKED,
TPMA_NV_GLOBALLOCK, TPMA_NV_ORDERLY,

TPMA_NV_CLEAR_STCLEAR,  TPMA_NV_COUNTER,  TPMA_NV_BITS,
TPMA_NV_EXTEND and TPMA_NV_READ_STCLEAR SHALL be CLEAR.

iii. Attributes TPMA_NV_PLATFORMCREATE, TPMA_NV_AUTHREAD,
TPMA_NV_NO_DA and TPMA_NV_PPWRITE SHALL be SET.

iv. All other attributes MAY be SET.

v. The authorization value for the EK certificate index SHALL be a NULL Auth
as defined in the TPM 2.0 Library Specificaton , Part 1, Terms and
Abbreviations .

vi. The authorization policy for the EK certificate index SHALL be an Empty
Buffer as defined in the TPM 2.0 Library Specification , Part 1, Terms and
Abbreviations .
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vii. The hash algorithm used for the EK certificate signature SHOULD be
TPMI_ALG_HASH with a digest size of 256 bits.

3. The TPM SHALL support a minimum of 8 NV Indices with the a ttribute
TPMA _NV_COUNTER set to 1.  Additionally, two of these counters SHALL support
TPMA_NV_ORDERLY setto 1.

NOTE: The availability of NV Counters is dependent on the availability of free NV
space. If NV Indices have been defined, a TPM may not suppor t the full 8 NV
Counters.

3.7 PCR Requirements

This section specifies the number and attributes for the set of PCRs required for a PC
Client Platform. The purpose for specifying this is to establish common and expected
behavior for both platform hardware and s oftware.

This specification defines a persistent in dicator in the TPM that allows a caller to
detect that a Dynamic OS has been invoked regardless of whether the Dynamic OS is
currently controlling the platform. This indication is done using the Establishm ent bit .
The state of this bit upon any TPM 2 Startup is 1 until the first DRTM s equence. The
first DRTM sequence (which begins the chain of trust for the Dynamic OS) is signaled

using HASH_START, which sets the Establishment bit to O.

The TPM 2.0 Library Specification allows TPM vendors to implement PCR in NV.
Software which performs multiple extends to PCRs in a boot cycle could be subject the
TPM PCR to NV wear -out. Itis therefore recommended to use RAM for PCRs. If a TPM
uses NV for PCR then the ven dor is strongly recommended to provide a cache for the
most recently used PCR  s.

1. A conformant TPM SHALL provide a minimum of 24 PCRs within a single bank. A
conformant TPM MAY support additional banks of PCRs

a. Ifthe TPM supports only one bank of PCRs:

i. The TPM SHALL support the TPM2_PCR_Allocate command to support
changing the Hash algorithm of the PCR bank.

ii. The default Hash Algorithm ID for the PCR SHALL be defined to be 0x0004
(SHA-1).

iii. The TPM SHALL support the Hash Algorithm ID 0x000B (SHA -256).

b. If the T PM supports multiple banks of PCRs, the TPM SHALL support the Hash
Algorithm IDs of 0x0004 (SHA -1) and 0x000B (SHA -256)

2. If a TPM is implemented with more than 24 PCRs in a bank , the attributes of the
additional PCRs are not defined by this specification.

3. A conformant TPM  SHALL support TPM2_PCR_Extend command with Null

Authorization as defined in the TPM Library Specification using a Password
Authorization Protocol (PWAP) session.
4. For this specification, the DRTM PCR SHALL be defined to be PCR 17 and the H -

CRTM PCR SHALL be defined to be PCR 0
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3.7.1 PCR Attributes

PC Client TPM PCRs are defined to enable a PC Client TPM to support DRTM. See
Section 4.2.1 DRTM Execution Sequence.

290 Note that since the hardware that performs the DRTM seq uence at locality 4 is not
capable of doing TPM2_PCR_Reset(), the TPM_PT_PCR_RESET L4 attribute is
repurposed to indicate the initial state of the PCR (0 or -1) and to indicate which PCR

are set to 0 by a successful DRTM Sequence.

1. For a PC Client TPM, avalueinthe 0 Res et by TPM2 PCR_Rzxét for
295 column (column 8)in Table 4 of:

a. N (No): a TPM2_PCR_Reset command SHALL NOT reset the indicated PCR.
b. Y (Yes): a TPM2_PCR_Reset command SHALL reset the indicated PCR.

2. For a PC Client TPM, avalue inthe 0 Res et by DRTM Ewx®htcdlocwmn it
(column 7) in Table 4 of:

300 a. N (No): DRTM Sequence SHALL NOT reset the indicated PCR
b. Y(Yes) DRTM Sequence SHALL reset the indicated PCR
3. For a PC Client TP M, for each PCR, t he v al
TPM2 PCR_ Extend Locality = x6 column (Column 9) in T

a. N (No):a TPM2_PCR_Extend or TPM2_PCR_Event command SHALL NOT extend
305 the indicated PCR.

b. Y (Yes): a TPM2_PCR_Extend or TPM2_PCR_Event command SHALL extend the
indicated PCR.

4. For a PC Client TPM, the TPM SHA LL return the values defined
TPM_PT_ _PCR_RESET _ L XTéable ¢4o Icolumn 10f in response to a
310 TPM2_GetCapability command.

5. The initialization value for each PCR is defined in Section 3.7.2, Table 5.
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Table 4 i PCR Attributes
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PCR S| =| =| s e =
Index Alias & & & &

07 15 Static RTM 1 0 0 0 N,N,N,N,N N,N,N,N,N Y,Y,Y,Y,Y 0,0,0,0,0
16 Debug 0 0 0 1 N,N,N,N,N N,Y,Y,Y,Y Y,Y,Y,Y,Y 0,1,1,1,1
17 Locality 4 0 0 0 0 Y,N,N,N,N N,N,N,N,N Y,Y,Y,N,N 1,0,0,0,0
18 Locality 3 0 0 0 0 Y,N,N,N,N N,N,N,N,N Y,Y,Y,N,N 1,0,0,0,0
19 Locality 2 0 0 0 0 Y,N,N,N,N N,N,N,N,N N,Y,Y,N,N 1,0,0,0,0
20 Locality 1 0 0 0 0 Y,N,N,N,N N,Y,Y,N,N N,Y,Y,Y,N 1,1,1,0,0
21 Dynamic OS 0 0 0 1 Y,N,N,N,N N,Y,Y,N,N N,N,Y,N,N 1,1,1,0,0

Controlled
22 Dynamic OS 0 0 0 1 Y,N,N,N,N N,Y,Y,N,N N,N,Y,N,N 1,1,1,0,0
Controlled
23 Application 0 0 0 1 N,N,N,N,N N,Y,Y,Y,Y Y,Y,Y,Y.Y 01111
Specific
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315 3.7.2 PCR Initial and Reset Values

The content s of the cellsin Table 5 are the value thateach ofthe PCRs is initialized to
prior to being transformed by the command or sequence called out in the title of each
column. The actual transformation is defined in the TPM Library Specification .

Within the scope of specifying the Reset Value for PCRs , the value -1 is defined to be

320 the same size, in bytes, of the digest for the supported Hash Algorithm ID with all bits
set to the value of 1.

The col umaCRINMo SH g u e n c e éthatinald i-GRAM seguence was initiated
prior to the TPM receiving the TPM2_Startup (CLE

CRTM Sequenceo i ndi-CRIMseguericdveas initated pHor to the TPM
325 receiving the TPM2_Startup (CLEAR) indication.

Table 5 i PCR Initial and Reset Values

TPM2_Startup(CLEAR)
PCR No H-CRTM HASH_END (DRTM TPM2_PCR_Reset
Index Sequence H-CRTM Sequence Sequence)
0 Locality Updated per H-CRTM NG NC
Indicator® sequence?
1-15 0 0 NC NC
16 0 0 NC 0
17 -1 -1 Updated per DRTM sequence NC
18-19 1 -1 0 NC
20-22 1 -1 0 0
23 0 0 NC 0
Note 1: Locality Indicator is locality at which TPM2_Startup(CLEAR) is received.
Note 2: See Section 4.2.2 H-CRTM Execution Sequence.
NC = No Change
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3.8 Power Management

While allowed by the LPC specification (if implemented by the TPM), the TPM is

designed to be either fully functional (device power management state DO) or not
330 functional (device power management state D3). In practical applications of TPM,

power management of the TPM has no real meaning. The TCG specifications define

TPM behavior and functions to simplify the TPMB:s

components including the software. The TPM 2_Shutdown (STATE) and TPM 2_Startup

commands wer e created as a mechanism for the platfo
335 communicate entry into and exit from the D3 Power State. The TPM 2_Shutdown

(STATE) command allows a Static OS to indicate to the TPM that the platform may

enter a low power state where the TPM will be required to enter into the D3 power

state. The use of the term oOoOmaydé is significant i

platform to actually enter the low power state after sending the TPM 2_Shutdown
340 (STATE) command. The software may, in fac t, send subsequent commands after

sending the TPM 2_Shutdown (STATE) commands. The TPM 2 Shutdown (STATE)

command simply tells the TPM to save the required volatile contents because power to

the TPM may be removed at any time. The TPM is responsible for trac king its internal

state so that, if a command that alters the TPM0Os
345  TPM2_Shutdown (STATE) command, the TPM voids the saved internal state so a

subsequent TPM 2_Startup(STATE) will fail. In this case, it is the respons ibility of

platform software to send a subsequent TPM 2_Shutdown (STATE) command to

preserve the new internal state of the TPM.

It is the responsibility of the S -CRTM to indicate to the TPM using the TPM 2_Startup
350 command whether the TPM must reset or restor e its saved state (e.g., PCR values,
etc.). If the S -CRTM commands the TPM to restore the saved state (i.e., STATE), this
restores the transitive trust chain. If the S -CRTM commands the TPM to reset the
saved state (i.e., CLEAR), this clears and restarts a new transitive trust state. The
rationale here is that the S -CRTM is trusted to establish the initial transitive trust
355 chain, so it should also be trusted to determine whether to restore or clear it.

Power management has changed since the original LPC sp ecification and TPM TIS
were produced. The LPCPD# pin, as defined in the LPC specification, is a shared pin
allowing for a power management protocol for ACPI S3 -aware devices on the LPC bus.
As TPMs do not know or participate in Suspend to RAM (ACPI S3), this pin has no
360 meaning for a TPM. As such, the implementation of the LPCPD# pin on a TPM is
platform and chipset implementation specific. If TPM vendors implement the LPCPD#
pin and power management protocol, they should provide documentation indicatin g
the method to disable the function.

In the PC Client TPM Interface Specification 1.3 , the concept of a lower power operating
365 mode was introduced which allows a TPM to enter a lower power state under specific

considerations. The TPM, if in the idle state , can reduce its power consumption by

shutting down internal functional blocks as long as its SPI or LPC interface and the

TPM registers remain active. The intention is to prevent any impact to existing TPM

drivers. When the TPM receives a transaction on its interface that would cause it to
370 move from Idle to Ready, the TPM must exit the low power mode within TIMEOUT B.

There is no additional signaling or register bits required to transition the TPM into or

out of a low power state. Because of the perfor mance limitations of the pre  -boot

environment, this specification does not allow the TPM to enter a low power state prior

to the receipt of a TPM 2_Startup command.
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1. After TPM_INIT, the TPM SHALL behave as if it is in ACPI Device Power State DO
even if it s upports ACPI Device Power States D1 -D2.

2. The TPM SHALL NOT accept commands unless it is in the ACPI Device Power State
DO.

3. The TPM SHALL NOT exit the ACPI Device Power State D3 unless it receives
_TPM_INIT.

4. The TPM SHALL NOT enter an alternative ACPI Devic e Power State upon receipt of
a TPM2_Shutdown (State) command.

5. If implementing an LPC TPM, the TPM SHALL be implemented to allow for the LPC
power management protocol to be disabled by strapping LPCPD# pin HIGH.

6. If implementing an SPI TPM, the TPM MAY supp ort lower power states ONLY if the
TPMis in the Idle state.

a. If lower power states are supported, the TPM SHALL respond to requests to
transition to the Ready state within TIMEOUT _B.
b. The TPM SHALL NOT enter any lower power state between receipt of _TPM_INIT

and receipt of a TPM 2_Startup command.

3.9 Self-Test Requirements

The TPM 2.0 Library Specification has three ways for a TPM to test functions and
capabilities: TPM2_SelfTest, TPM2_IncrementalTest, and on -demand testing.

The command TPM2_SelfTest provides a  flag (FullTest) to allow a caller to control
whether the TPM performs a full self  -test or a partial self -test. TPM2_IncrementalTest
provides a means to specify which capabilities should be tested. On -demand testing
allows the TPM to test an untested capa  bility when it is invoked.

To make TPM behavior more deterministic for PC Client platforms, this specification
constrains the behavior for TPM2_SelfTest. With the FullTest flag set to yes, the TPM

will perform testing so that it mirrors the behavior of th e TPM 1.2 SelfTestFull
command. With the FullTest flag set to no, the TPM will perform testing so that it
mirrors the behavior of the TPM 1.2 ContinueSelfTest command.

This specification does not constrain TPM2_IncrementalTest or on -demand testing.

1. On receipt of TPM2_ SelfTest( fullTest == NO), the TPM SHALL return
TPM_RC_TESTING and perform background testing of untested functions,

Note : The test status can be retrieved from the TPM using TPM2_GetTestResult.

2. On receipt of TPM2_SelfTest( fullTest == YES), the TPM SHALL perform a full self -
test and return the result when all tests are complete.

3.10 Firmware Upgrade

The TPM 2.0 Library Specification provides a standardized mechanism for upgrading a

TPM6s firmwar e. A TPM compliant t ont & fimware s peci f i
upgrade mechanism but is not required to implement the firmware upgrade specified

in the TPM 2.0 Library Specification.

1. A TPM compliant to this specification SHALL implement firmware upgrade.
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415 2. A TPM compliant to this specification MAY implemen t the TPM 2.0 Library
Specification defined firmware upgrade.

a. If the TPM implements the Library defined firmware upgrade, the TPM SHALL
implement the commands TPM2_FieldUpgrade_Start, TPM2_FieldUpgrade Data
and TPM2_Firmware_Read.
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4220 4 TPM Capabilities and Commands

41 Command Table

The TPM 2.0 Library Specification defines the Protected Capabilities (commands) for

many types of platforms in a manner that is not platform specific. Not all of the

Protected Capabilites in the TPM 2.0 Library Specification are applica ble to all
425 platforms, and it is left to the platform specific specifications to enumerate which of

the commands are required for TPMs meant to be used in that type of platform.

1. To be compliant with this specification, the TPM SHALL support the commands
label ed as mandatory (M) in theTabledsl umn | abeled oM

Table 6 i Mandatory/Optional TPM Commands
Commands M/O | Comments

Signals / Indications

__TPM_INIT

_TPM_Hash_Start

_TPM_Hash_Data

=22 LZ

_TPM_Hash_End

Startup

TPM2_Startup

TPM2_Shutdown

Testing

TPM2_IncrementalSelfTest

TPM2_SelfTest

TPM2_GetTestResult

Session Commands

TPM2_StartAuthSession

TPM2_PolicyRestart

Family fA2.00 TCG Published Page 17
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Commands M/O | Comments

Object Commands

TPM2_Create

TPM2_Load

TPM2_LoadExternal

TPM2_ReadPublic

TPM2_ActivateCredential

TPM2_MakeCredential

TPM2_Unseal

gl O - - EE-d B - =<

TPM2_ObjectChangeAuth

Duplicate Commands

TPM2_Duplicate

TPM2_Rewrap

TPM2_Import

Asymmetric Primitives

TPM2_RSA_Encrypt

TPM2_RSA_Decrypt

TPM2_ECDH_KeyGen

TPM2_ECDH_ZGen

TPM2_ECC_Parameters

ol |21

TPM2_ZGen_2Phase

Symmetric Primitives

TPM2_EncryptDecrypt

TPM2_Hash

TPM2_HMAC

Random Number Generator

TPM2_GetRandom

TPM2_StirRandom

Page 18 TCG Published Family fA2.00
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Commands

M/O

Comments

Hash/HMAC/Event Sequences

TPM2_HMAC_Start

TPM2_HashSequenceStart

TPM2_SequenceUpdate

TPM2_SequenceComplete

TPM2_EventSequenceComplete

=222 L

Attestation Commands

TPM2_Certify

TPM2_CertifyCreation

TPM2_Quote

TPM2_GetSessionAuditDigest

TPM2_GetCommandAuditDigest

TPM2_GetTime

ojo|| ||

Anonymous Attestation

TPM2_Commit

TPM2_ECC_Ephemeral

Signature Verification

TPM2_VerifySignature

TPM2_Sign

Command Audit

TPM2_SetCommandCodeAuditStatus

Integrity Collection (PCR)

TPM2_PCR_Extend

TPM2_PCR_Event

TPM2_PCR_Read

TPM2_PCR_Allocate

TPM2_PCR_SetAuthPolicy

TPM2_PCR_SetAuthValue

TPM2_PCR_Reset

=l IO 2 IO I - B B
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Commands

M/O | Comments

Enhanced Authorization (EA)

TPM2_PolicySigned

TPM2_PolicySecret

TPM2_PolicyTicket

TPM2_PolicyOR

TPM2_PolicyPCR

TPM2_PolicyLocality

TPM2_PolicyNV

TPM2_PolicyCounterTimer

TPM2_PolicyCommandCode

TPM2_PolicyPhysicalPresence

Required if a TPM implements Physical Presence

TPM2_PolicyCpHash

TPM2_PolicyNameHash

TPM2_PolicyDuplicationSelect

TPM2_PolicyAuthorize

TPM2_PolicyAuthValue

TPM2_PolicyPassword

TPM2_PolicyGetDigest

TPM2_PolicyNvWritten

I g | g ||| | 2E|lolg| ||| g0

Hierarchy Commands

TPM2_CreatePrimary

TPM2_HierarchyControl

TPM2_SetPrimaryPolicy

TPM2_ChangePPS

This command may be required for successful
completion of a FIPS140-2 evaluation

TPM2_ChangeEPS

This command may be required for successful
completion of a FIPS140-2 evaluation

TPM2_Clear

TPM2_ClearControl

TPM2_HierarchyChangeAuth
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Commands

M/O

Comments

Dictionary Attack Functions

TPM2_DictionaryAttackLockReset

TPM2_DictionaryAttackParameters

Miscellaneous Management Functions

TPM2_PP_Commands

TPM2_SetAlgorithmSet

Field Upgrade

TPM2_FieldUpgradeStart

TPM2_FieldUpgradeData

TPM2_FirmwareRead

All of these commands are required if any is
implemented

Context Management

TPM2_ContextSave

TPM2_ContextLoad

TPM2_FlushContext

TPM2_EvictControl

=22 LZ

Clocks and Timers

TPM2_ReadClock

TPM2_ClockSet

TPM2_ClockRateAdjust

Capability Commands

TPM2_GetCapability

TPM2_TestParms

Family fA2.00
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Commands

M/O

Comments

Non-volatile Storage

TPM2_NV_DefineSpace

TPM2_NV_UndefineSpace

TPM2_NV_UndefineSpaceSpecial

TPM2_NV_ReadPublic

TPM2_NV_Write

TPM2_NV_Increment

TPM2_NV_Extend

TPM2_NV_SetBits

TPM2_NV_WriteLock

TPM2_NV_GlobalWriteLock

TPM2_NV_Read

TPM2_NV_ReadLock

TPM2_NV_ChangeAuth

TPM2_NV_Certify

o|jg|Ig|g|jolg || g1 g1 121

4.2 Locality-Controlled Functions

4.2.1 DRTM Execution Sequence

The Dynamic RTM is started while the platform may be in an untrusted s
and trusted mechanisms must be established to communicate the source of the
corresponding commands to the TPM. These commands are indicated and controlled

by the appropriate locality.

Locality 4 has the unique ability to

The Locality 4 PCR (PCR[17])

the reset and i

tate . Special

reset the Locality 4 PCR. It can also use
HASH_DATA to send data to the TPM to be hashed and extended to the Locality 4
PCR. There is no header or other information that accompanies the data
interface . For the CRB interface, the first two bytes of the data contai
data to be hashed. Upon receipt of
complete the h ash, and extend the resultant value into the Locality 4 PCR , as defined
inthe TPM 2.0 Library Specification

HASH_END, the TPM will

, for the FIFO
n the size of the
initialize the PCR

contai ns the first measurement of the Dynamic RTM for
the Dynamic OS. Because the security of the Dynamic Launch is dependent solely on

nitial measur ement
operations should not have security imp

lications.

in the Local

It is expected that any PC Client platform is designed such that the platform protects
Locality 4 access to the TPM, ensuring access only from platform components

operating at Locality 4.
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Note: For a DRTM sequence (HASH_START/ _DATA/ _END) to occur, the TPM must
have received a TPM2_Startup command p rior to the HASH_START. If the TPM
receives HASH START after a _ TPM_INIT but before a startup command, the TPM
treats thisas H-CRTM sequence ,

The data written to the TPM_HASH_START and TPM_HASH_DATA interface registers
of the FIFO interface  has no significance and may be any value.

Note : For the CRB interface, an optimization allows both the TPM_HASH_DATA and
TPM_HASH_END fields of the TPM_LOC_CTRL 4 register to be SET in the same write
cycle.
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Platform Components /

Driver
Command

TCG PC Client Platform

TPM Action

HASH_START

If Locality is set then
if Locality is 4 then continue
else abort
else
set TPM to Locality 4

Ignore any data sent

tpmEstablished bit := 0

Allocate and initialize tempLocal per Hash
AlgID

HASH_DATA

No response returned
Transform data received in FIFO into
tempLocal per Hash AlgID

Note: Writes to TPM_HASH_DATA/FIFO are
interpreted only as data, not a command.

HASH_END

No response returned
Ignore any data sent

Set PCRs per section covering PCR reset
(e.g., PCR[17-22] := 0)

Perform an extend operation on tempLocal
into PCR[17]

Release Locality

No response returned

Write of 1 to interface
specific mechanism to
reset TpmEstablishment
bit.

Some arbitrary time later

then TpmEstablished bit := 1

‘ If Locality == 3 or 4;

Figure 1 i Overview of D -CRTM Measurement Sequence

1. A DRTM sequence is started by a

TPM2_Startup command.
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a. AHASH_START is either:

i. In the FIFO interface, a successful write to the TPM_HASH_START interface
register, or

465 i. Inthe CRB interface, a successful write to the TPM_LOC_CTRL_4 interface
register with the TPM_HASH_START field SET.

2. DRTM data is provided by a HASH_DATA which occurs following a HASH_START
a. AHASH_DATA is either

i. Inthe FIFO interface, a successful write to the TPM_HASH_DATA interface
470 register, or

ii. In the CRB interface, a successful write of two or more bytes to the
command buffer followed by a write to the TPM_LOC_CTRL_4 interface
register with the TPM_HASH_DATA  field SET.

Note: The first two bytes in the command buffer , in big endian notation,
475 indicate the number of bytes to be hashed when HASH_DATA is received.

3. ADRTM sequence is completed by a HASH_END that follows a HASH_START
a. AHASH_END is either:

i. In the FIFO interface, a successful write to the TPM_HASH_END interface
register, or

480 ii. Inthe CRB interface, a successful write to the TPM_LOCK_CTRL_4 interface
register with the TPM_HA SH_END field SET.

4. Upon receipt of HASH_START, the TPM SHALL follow the protocol belo w and
perform the operations in the following pseudo -code to affect the resettable PCRs:

Note: While the resulting functionality presented by the steps below is normative,
485 the actual operations and their sequence as presented here are informative. There

is no requirement to perform the following operations exactly as shown. However

implemented, the results are required to be the same as if the TPM were

implemented as described below.

a. HASH_START: Upon receipt of this interface command , the TPM SHALL :
490 i. If no Locality field is set, SET the active Locality field to indicate Locality 4.

i. If a locality is active , and if the active Locality field is not 4 , ignore this
command.

iii. Clear the write buffer (FIFO only) .

Note: If the FIFO is cleared as a result of relinquish ing locality, this step
495 may be omitted.

iv. If there is an exclusive session, the TPM SHALL have no exclusive session
following the HASH_START.

v. Ignore any data component of  this interface command.

vi. Perform operations per TPM 2.0 Library Specification for the
500 _TPM_Hash_Start indication .
Family fA2.00 TCG Published Page 25
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b. HASH_DATA : Upon receipt of this interface command , the TPM SHALL perform
operations as defined in TPM 2.0 Library Specification for the _TPM_Hash_Data
indication .

c. HASH_END : Upon receipt of this interface command , the TPM SHALL :
i. CLEAR the Establishment bit.

Note: See description of Bit Field: Establishment bit in Section 5.5.2.4
Access Register and Section 5.5.3.2.1 Locality State Register

ii. SettoOallPCR whichareresetb yaDRTM eventas indicated by Table 4.

iii. Perform the hash functions as if TPM2_ PCR_Event command was being
used.

Note: This is consistent with the Hash Interface Command in TPM 1.2

iv. Perform operations as defined in TPM 2.0 Librar y Specification for the
_TPM_Hash_End indication

v. Clear active Locality.

Note: The write buffer is cleared as a result of relinquishing locality for both
the FIFO and CRB interfaces.

d. After successful completion of HASH_START and before HASH_END:

i. For the FI FO interface, all cycles and commands other than write s to the
TPM_HASH DATA and TPM_HASH END interface registers SHALL be
ignored until  HASH_END

i. For the CRB interface, all cycles and commands other than writes to the
Command Buffer and TPM_LOC_CTRL_4 regi sters SHALL be ignored until
HASH_END .

e. Upon any error in the above steps the TPM SHALL release locality and enter
Failure Mode.

Note: No response packet is returned for HASH_START, HASH_DATA, or
HASH_END .

4.2.2 H-CRTM Sequence Before TPM2_Startup() and TPM2_Startup() without H-
CRTM

The Hardware CRTM is started in the earliest stage of platform boot and is initiated by

a CPU. The H-CRTM sequence only applies to PCR 0 if the sequence is initiated prior

to a TPM2_Startup command. The actions of the sequence are id entical to that of a
DRTM sequence with the exception of the value to which the PCR is initialized and
when the PCR is initialized and extended

1. A TPM_Startup command SHALL come from Locality O or 3, else the TPM SHALL
return TPM_RC_Locality.

2. Upon receipt of a HASH_START, the TPM follows the protocol below and  perform s
the operations in the following pseudo -code to affect PCR 0:

Note: While the resulting functionality presented by the steps below is normative,
the actual operations and their sequence as pre sented here are informative. There
is no requirement to perform the following operations exactly as shown. However
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implemented, the results  SHALL be the same as if the TPM were implemented as

described below.

a. HASH_START: Upon receipt of

i. If no Locality field is set,

this interface comm and, the TPM SHALL :

set the active Locality field to indicate Locality 4.

ii. If a locality is active, and if the active Locality field is not 4, ignore this

command.

iii. Perform operations

b. HASH_DATA : Upon receipt of

as defined in TPM 2.0 Library Specification
_TPM_Hash_Start indication.

this interface command, the TPM

SHALL perform

operations as defined in TPM 2.0 Library Specification _TPM_ Hash_Data

indication .

Note: For the CRB interface

buffer contain the length of the subsequent data to be extended.

c. HASH_END : Upon receipt of

i. Perform operations
_TPM_Hash_End

ii. Clear activeLocality.

4.2.3 Timing and Protocol

The DRTM and H -CRTM sequences execute within a resource
HASH_START/_DATA/_END

which is among the reasons the

this interface command, the TPM

, bytes 0 and 1 of the data written to the comm and

SHALL:

as defined in TPM 2.0 Library Specification

than the more obvious TPM command ordinals (e.g., TPM
difficult and unnecessa ry for this environment to use the register

Therefore, during the Locality 4
method to throttle commands to the TPM
data returning from TPM within this envi

-restricted environment
protocol is used rather

2 PCR_Extend). It is also

-based protocols.

HASH_START/_DATA/_END sequence , the only
uses the bus wait mechanism . (There is no
ronment .) Specifically, the TPM uses the LPC

bus 01 onsgyncwusing LEC terms) or SPI wait cycles as defined in Section 6.4.5

FlowControl t o i ndi cat e thabitignbtebletdaocept more data.
This environment al s o may not be conduci ve t o Oti meout
susceptible to delays or hangs. It is important that the TPM be designed to avoid

excessive delays and should not

cause the bus to hang during this time.

1. During the HASH_START/ DATA/ END sequence
appropriate bus wait mechanism( LPC bus oOlsyntgorwa$SPkl O wato t
indicate its inability to accept more commands or data. While the TPM MAY set the

TPM_STS x or TPM_CRB_CTRL_REQ _x fields t hey

the TPM SHALL use the

ar e

commands (i.e. will likely not be read and will not be honored ).
The TPM SHALL respond to HASH_START within TIMEOUT_B.

3. The TPM SHOULD respond to each

microseconds and SHALL respond within TIMEOUT_B.
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TCG Published
Copyright © TCG 2003 - 2015

oundefined®d

HASH_DATA and HASH_END within 250

Page 27
January 26, 2015

cycl

dut



580

585

590

595

600

605

610

615

TPM Profile (PTP) Specification TCG PC Client Platform

5 TPM Software Interface

5.1 Interface Type

This specification defines a new software interface to the TPM for TPM 2. 0, in addition
to the FIFO interface . This interface, the Command Response Buffer Interface, has
been defined so that it may be implemented in a TPM which also contain s a FIFO
interface. The CRB Interface is intended to be physical -bus agnostic, so that it could

be implemented on an LPC or SPI interface, as specified in this specification or on
another physical interface not specified. In order for a TPM to be complia nt with this
specification, however, it is required to implement at least one of the interfaces defined

by this specification.

The physical register spaces for both FIFO and CRB are specified in  Section 5.3 TPM
Register Space . Register space with functions common to both interfaces is specified

in Section 5.5.1 Interface Agnostic Functions . The behavior of the CRB Interface is
specified in Section 5.5.3 CRB Interface Requirements . In the subsequent sections,
functionality which is interface -independent precedes the interface -specific
functionality. Where a function is common to both interfaces, but there are interface -
specific r equirements, the requirements are documented in the interface -specific
section. For example, the concepts of Locality are common to both interfaces, but the
mechanisms to invoke locality are interface specific.

1. A TPM compliant with this specification SHALL implement at least one of the
following interfaces:

a. Command Response Buffer (CRB) Interface, or
b. FIFO Interface

2. The TPM SHALL implement the InterfaceType field in the interface specific Interface
Identifier register, TPM_INTERFACE_ID_x for FIFO and TPM_CRB_INTF_ID _x for
CRB.

3. A TPM which supports both interface types SHALL expose only one Interface at a
time.

4. The mechanism for switching between interfaces SHALL be implemented as defined
in Section 5.4.2 Interface Identifier Regi _ster.

5.2 Locality
Locality Priority is described in Section 2.2 Locality .

5.2.1 TPM Locality Levels

TPM 2.0 supports five levels of locality: Locality = None and Locality 0-4. PC Client
platform usage of locality levels is defined in the PC Client Implementation
Specification.

The usage of PCRs with respect to locality is definedin S ection 3.7.1 PCR Attributes .
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For the platform, the locality level is indicated by the address used along with the TPM
bus Start cycle. For system software, the TPM has a 64 bit address of
0x0000_0000_FED4 xxxx. On LPC, the chipset passes the least significant 16 bits to

620 the TPM. On SPI, the chipset passes the least significant 24 bits to the TPM . The
upper bytes wil | be used by the chipset to séddbledt t he
shows the locality based on the 16 least significant address bits and assume that

either the LPC TPM sync or SPI TPM CS# is used . Note that previous versions of this
specification defined an LPC bus cycle to communicate with the TPM. This was done to

625 prevent simple hardware attacks using a device on the LPC bus that decoded I/O or
memory cycles using the previously defined START field. Cycles usi ng the normal
memory read/write or 1/O read/write START field to the following ranges are not
decoded by the TPM.

TPM commands, e.g. TPM2 PCR_Reset, may also require locality. The TPM, upon
630 receipt of each command, sets (based on the TPM register Address) the locality for the
command. Locality, as presently defined, may be Locality O through 4.

Table 7 i Locality Address Definitions

System/Software TPM Address on LPC TPM Address on

Address (Using TPM START Cycle) | SPI Locality
FED4_0xxxh Oxxxh D4_0xxxh 0
FED4_1xxxh 1xxxh D4 _1xxxh 1
FED4_2xxxh 2xxxh D4 _2xxxh 2
FED4_3xxxh 3xxxh D4 _3xxxh 3
FED4_4xxxh 4xxxh D4_4xxxh 4

When the TPHMedbsstnanta, 0it must beHAPH START(e4.2 0 acce
Locality -Controlled Functions ).

635 Note on locality  priority

The statements in 2.2 Locality regarding locality hierarchy notwithstanding, the

selection of localities has a priority . If two lo calities have requested use of the TPM

when the current locality relinquishes it, the locality with the highest priority gets

access to the TPM. The |l ocalityds priority incre
640 i.e., Locality O has the lowest priority wh ile Locality 4 has the highest

Note on Locality 4 management

Locality 4 accesses are controlled by trusted hardware responsible for maintaining the
DRTM, and software should not use Locality 4 commands. Trusted hardware should
be implemented so that Loc  ality 4 operations are not accessible to software.

645 If the active Locality is a locality other than 4, HASH_START is ignored. If there is no
locality set, HASH_START makes Locality 4 the active locality. Once the HASH_DATA
sequence is completed at Locality 4, HASH_END releases locality 4 and returns the
TPMto a dreeo state.

1. The TPM SHALL maintain the relationship between Locality and the | ocality
650 attribute as defined in Table 8.
2. For the purpose of assigning locality , when the host software has requested use of

the TPM using either the  Locality request method or Seize method , the localit y with
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the highest numeric value has

priority than Locality

0.

3. When t he TPM

TPM_HASH_x registers

interface) .

Table 8 i Relationship between Locality and

TCG PC Client Platform

the highest priority. i.e., Locality 1 has a higher

ifree6 a et it BHALLOaccept a write to any of the

(FIFO interface) or the TPM_LOC_CTRL_4 register (CRB

Locality Attribute

Locality Value of Localitylndicator
Locality O 01h
Locality 1 02h
Locality 2 04h
Locality 3 08h
Locality 4 10h

5.2.2 Locality Uses

Usage of Locality 0 PCRs is determined by the

TCG PC Client Specific Implementation

Specification . Usage of Locality 1 -3 PCRs is reserved for uses which are outside the
purview of this specification.

The idea behind locality is that certain combinations of software and hardware are
allowed more privileges than other combinations. For instance, the highest level of
locality might be cycles that only hardware could crea te.

While higher localities may exist, Locality 4 is the highest locality level defined. These
cycles are generated by hardware in support of the DRTM. Cycles which require

Locality 4 would include things such as the

command s.

As an example , assume a platform , including software, has
on the Static RTM or Static OS, based on either using no PCRs or the set of non -
resettable PCRs(0 -15), and trusted software, the dynamically launched operating

system, o r Dynamic OS, which uses the resettable PCRs (17

a need to differentiate cyc

Locality O transactions can freely use

HASH_START/_DATA/_END interface

an operating system based

-22). In this case, there is

les originating from the two operating systems. Localities 1 -3
are used by the Dynamic OS for its transactions. The Dynamic OS has created certain

values in the resettable PCRs. Only the Dynamic OS should be able to issue
commands based on those PCRs. The Static OS uses Locality O.

The non -resettable PCRs (i.e., PCR[0 -15] ) are no

t part of the

those PCRs, but must be prevented from

resetting or extending PCRs used by the Dynamic OS (see Section 3.7.1 PCR
Attributes f or t he PC

Note to Platform and OS Implementers:

Each RTM ( e.g., the DRTM) has a root PCR associated with it. The fundamental
trusted boot requirement is that when the RTM is initiated/reset its associated root
PCR must also be reset. Conversely, the root PCR must never be reset unless its
nitialized/reset. When launching the Dynamic OS, the root
dynamic PCR must only be reset when the DRTM is initiated/reset.

associated RTM is also i
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The TPM architecture doesn @ provide the TPM with a method for controlling access to
any of its localities, therefore, controlling ac cess to the various localities is up to either
the platform components or the OS. However, even the Dynamic OS must not be
allowed to reset the root Dynamic PCR because the Dynamic OS is what is measured

into this PCR. Therefore, the platform components mu st restrict access to Locality 4 to
only the D -CRTM components. This is to protect the resetting of the root Dynamic PCR

(i.e., PCR[17] ). (Note that because some TPMs have implemented the command FIFO

for Locality 4, the platform must protect the entire Lo cality 4 address range to prevent
unauthorized software from executing the TPM 2 PCR_Reset command on PCR[17] at
Locality 4.)

While the Dynamic OS is executing, the platform components may provide software

access to localities other than 4. In this case, if the Dynamic OS requires protection for
these localities it must protect them using methods such as virtual memory
management (i.e., pagi ng).

1. The TPM SHALL enforce locality access to each TPM resource that requires locality
(such as PCRs) or uses TPM2_Poli cyLocality() in its authorization policy

5.3 TPM Register Space

5.3.1 TPM Register Space Decode

Many of the registers in the TPM Register Space are defined using a contiguous
address range within a given locality. There are common requirements for decoding
the add ress space between the FIFO register space and the CRB register space. These
common requirements are document  ed in this section. The actual address space for
FIFO and CRB is different and there are some unique restrictions. The interface
specific inform ation is documented in the subsequent sections for each interface.

FIFO Register Space Decode

Most of the FIFO registers are accessed with the TPM decoding all addresses within

the specified address ranges. For registers with the same function for differe nt
localities, the address range for one locality is not contiguous with the address range

for a different locality. Some of these registers which are defined separately with
separate address ranges, e.g. the TPM_STS_x register, may be mirrored such that each
separate address range (for example 0x001A to 0x 0018 for TPM_STS 0 and
0x101A_0x1018 for TPM_STS_1) points to the same physical register.

Another one of the registers which is defined as having five addresses is the TPM data
register (TPM_DATA _FIFO_Xx) . For this register, the addresses within this range may be
aliased to one internal register.

Note that the addresses allocated for the Locality 4 HASH* commands do not exist in
Localities 0 -3.

CRB Register Space Decode

The CRB address space is a contiguou s space that may be instantiated in hardware or
in ACPI AddressRangeReserved memory. When a TPM implements a CRB in
hardware, the re gister space is defined in the S ection 553 CRB Interface
Requirements .
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Gener al Address Space Decode Considerations

TCG PC Client Platform

The LPC bus transfers a single byte per transaction to any of the registers. The chipset
may, for performance reasons, send a DW (4 bytes) for each transaction. This will

appear as four distinct LPC bus transactions,

byte with each set of transactions starting with the least significant byte
little -endian. Because the TPM can accept only 1 byte per transaction, the TPM must

ignore the 2 least significant bits of the

with each incrementing the address by 1

d thus being

address for the data registers thus receiving

the data serially. However, it should not require or expect that each address is

incremented modulo -4.

The SPI bus does not limit transfers to a single byte. The extended size data register

(TPM_XDATA_FIFO_x) and CRB data buffer

allow a single write to offset 0x0080h up to

64B, without requiring software to increment the address. It is technically possible to
send a single transaction on SPI
address space. Softwa re should n ever attempt to access multiple registers in a single
transaction. Software should access each register in unique, individual

and not attempt to cross register boundaries.

t hat spans

transactions

Software may access only part of a

register, e.g. read or write one byte of a4 byte register. Software should not initiate a

transaction that is either larger than the register size (2

register), or that extends beyond the defined register boundary (2
offset Ox3 of a register defined as existing within the address range of 0xO to Ox3).
This is simply good software behavior and these guidelines are not specific to TPM
transactions, but apply to all hardware and software.

Because the TPM must be designed to handle cases

byte access to a 1 hyte

byte transaction to

where software behaves badly,

this specification defines behavior for the TPM in the event that a transaction crosses

multiple registers. TPM vendors
does not impact the state or security of the TPM. Spe

Section 5.5.1.8 Errors .

should design their hardware so that bad software
cific error behavior is specified in

1. A TPM compliant with this specification SHALL implement an Interface ldentifier

register:
a. A TPM which

b. A TPM which

only supports the FIFO interface SHALL support the
TPM_INTERFACE _ID_x register .

supports a CRB interface SHALL

TPM_CRB_INTF_ID x register .

2. For SPI, if a TPM receives an access request with a length that exceeds the size of
the register specified in the transaction address:

a. Reads:

support the

i. The TPM SHALL return the data for the register designated by the start

address.

ii. The TPM MAY return the data for additional, adjacent registers within the
targeted address range, or the TPM MAY return dummy data for additional,
adjacent registers within the targeted addre SS range.

b. Write s:

i. The TPM SHALL update the register designated by the start address.

ii. The TPM MAY update additional, adjacent registers within the targeted

address range.
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775 iii. The TPM SHALL NOT change the state of adjacent registers if the writes to
that registe r are dropped.

c. The TPM SHOULD NOT abort (as defined in Section 5.5.1.1 Bus Aborts ) an
entire transaction that crosses a register boundary.

d. When a transaction cross es a register boundary, the TPM SHALL NOT allow
780 data from thatt ransaction to corrupt future SPI transactions.

3. Forthe FIFO data buffers:

a. TPM_DATA_FIFO_x
The TPM SHALL ignore the 2 least significant bits of the address for these
registers and accept each byte received to any of the addresses within this
785 register as a s ingle transfer to the base address.

b. TPM_XDATA_FIFO_x

The TPM SHALL accept transactions to offset 0x0080h which are of any length
from 1 byte to the maximum supported length (as reported in the Interface
Capability register , Section 5.5.2.7 Interface Capability ).

790 4. The TPM MAY accept transactions to offset 0x0081h -0x0083h which are of lengths
between 3 bytes-1 byte.

Note : This behavior mirrors the behavior of the TPM_DATA_FIFO_x.

5. The TPM MAY accept transactions to offset 0x0080h w hich are of lengths larger
than the maximum supported length (as reported in the Interface Capability
795 register , see Section 5.5.2.7 Interface Capability ), based on the existing interface
protocol using TPM_STS_ x.burstCount and TPM_STS x.Expect as defined in
Section 5.5.2.4 Access Register .

a. All other registers:

i. The TPM SHALL fully decode the address down to the byte level (unless
800 otherwise specified).

ii. The TPM SHALL interpret registers that have multip le addresses as follows:

(@) The lowest address within the set of addresses contains the least
significant byte with the bits incrementing to each successive address
up to the highest address which contains the most significant byte.

805 Note: Addresses are implem ented asin Table 9.

6. For the CRB Interface , as all registers are aligned on either 32 -bit or 64 -bit address
boundaries, the following restrictions apply:

a. For an access with a start address for an address aligned on a 32 -bit bounda ry
with a length larger than 32 bits:

810 i. For write transactions,

ii. The TPM MAY update the register with the start address equal to the
transaction start address and wholly contained within the transaction
address.

(1) The TPM MAY ABORT (as defined in Section 5.5.1.1 Bus Aborts ) the
815 transaction.
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(2) The TPM SHALL not update any register whose start address is not
equal to the start address of the transaction.

iii. For read transactions,

(1) The TPM MAY return the response data for the register with t he start
820 address equal to the transaction start address and wholly contained
within the transaction address.

(2) The TPM MAY ABORT (as defined in Section 5.5.1.1 Bus Aborts ) the
transaction.

Table 9 i Exampl e Bit -to -Address Mapping

Address Data Bit Position Example
0x00000008 7:0 0000 0000 0000 0000 0000 0000 0000 1000
0x00000900 15:8 0000 0000 0000 0000 0000 1001 0000 0000
0x000A0000 23:16 0000 0000 0000 1010 0000 0000 0000 0000
0x0B000000 31:24 0000 1011 0000 0000 0000 0000 0000 0000
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825 5.3.2

Table 10 lists a comparison of the addresses decoded by the TPM  when FIFO or CRB
(in hardware) is implemented

Register Space Addresses

Table 10 fi Alloca tion of Register Space for FIFO and CRB Access

0007h-0004h

Offset FIFO Register Name CRB Register Name
Locality O
0000h TPM_ACCESS_0
0001h
TPM_LOC_STATE_O

0002h

Reserved
0003h

Reserved

000Bh-0008h

TPM_INT_ENABLE_O

TPM_LOC_CTRL_ 0

000Ch

TPM_INT_VECTOR_0

000Fh-000Dh

Reserved

TPM_LOC_STS 0

0013h-0010h

TPM_INT_STATUS_0

0017h-0014h

TPM_INTF_CAPABILITY_O

001Bh-0018h TPM_STS 0
0023h-001Ch Reserved
0027h_0024h TPM_DATA_FIFO_0
002Fh-0028h Reserved

Reserved

0033h-0030h

TPM_INTERFACE_ID_0

0037h-0034h

003Fh-0038h

0043h-0040h

0047h-0044h

004Bh-0048h

004Fh-004Ch

0053h-0050h

0057h-0054h

005Bh-0058h

005Fh-005Ch

0063h-0060h

0067h-0064h

006Fh-0068h

007Fh-0070h

Reserved

TPM_CRB_INTF_ID_0

TPM_CRB_CTRL_EXT

TPM_CRB_CTRL_REQ 0

TPM_CRB_CTRL_STS_0

TPM_CRB_CTRL_CANCEL_0

TPM_CRB_CTRL_START_0

TPM_CRB_ INT_ENABLE_0

TPM_CRB_INT_STS 0

TPM_CRB_CTRL_CMD_SIZE_0

TPM_CRB_CTRL_CMD_LADDR_0

TPM_CRB_CTRL_CMD_HADDR_0

TPM_CRB_CTRL_RSP_SIZE_0

TPM_CRB_CTRL_RSP_ADDR_0

Reserved

0083h-0080h

TPM_XDATA_FIFO_0

0880h-0084h

OEFFh-0881h

Reserved

TPM_CRB_DATA_BUFFER_0

O0F03h-0F00h

TPM_DID_VID_0

Reserved
OF04h TPM_RID 0
OFFFh-0F90h Reserved
Family 00 TCG Published Page 35

Level 00 Revision 00.43

Copyright © TCG 2003 - 2015

January 26, 2015



TPM Profile (PTP) Specification

TCG PC Client Platform

1007h-1004h

Offset FIFO Register Name CRB Register Name
Locality 1
1000h TPM_ACCESS_1
1001h

TPM_LOC_STATE_1
1002h - - -

Reserved

1003h

Reserved

100Bh-1008h

TPM_INT_ENABLE_1

TPM_LOC_CTRL_1

100Ch

TPM_INT_VECTOR_1

100Fh-100Dh

Reserved

TPM_LOC_STS 1

1013h-1010h

TPM_INT_STATUS_1

1017h-1014h

TPM_INTF_CAPABILITY_1

101Bh-1018h TPM_STS_1
1023h-101Ch Reserved
1027h-1024h TPM_DATA FIFO 1
102Fh-1028h Reserved

Reserved

1033h-1030h

TPM_INTERFACE_ID_1

1037h-1032h

103Fh-1038h

1043h-1040h

1047h-1044h

104Bh-1048h

104Fh-104Ch

1053h-1050h

1057h-1054h

105Bh-1058h

105Fh-105Ch

1063h-1060h

1067h-1064h

106Fh-1068h

107Fh-1070h

Reserved

TPM_CRB_INTF_ID_1

Reserved

TPM_CRB_CTRL_REQ 1

TPM_CRB_CTRL_STS_1

TPM_CRB_CTRL_CANCEL_1

TPM_CRB_CTRL_START 1

TPM_CRB _INT_ENABLE_1

TPM_CRB_INT_STS_1

TPM_CRB_CTRL_CMD_SIZE_1

TPM_CRB_CTRL_CMD_LADDR_1

TPM_CRB_CTRL_CMD_HADDR_1

TPM_CRB_CTRL_RSP_SIZE_1

TPM_CRB_CTRL_RSP_ADDR_1

Reserved

1083h-1080h

TPM_XDATA_FIFO_1

1880h-1084h

1EFFh-1881h

Reserved

TPM_CRB_DATA BUFFER_1

1F03h-1F00h

TPM_DID_VID_1

1F04h

TPM_RID_1

1FFFh-1F05h

Reserved

Reserved
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2007h-2004h

Offset FIFO Register Name CRB Register Name
Locality 2
2000h TPM_ACCESS_2
2001h

TPM_LOC_STATE_2
2002h Reserved
2003h

Reserved

200Bh-2008h

TPM_INT_ENABLE_2

TPM_LOC_CTRL_2

200Ch

TPM_INT_VECTOR_2

200Fh-200Dh

Reserved

TPM_LOC_STS 2

2013h-2010h

TPM_INT_STATUS_2

2017h-2014h

TPM_INTF_CAPABILITY_2

201Bh-2018h TPM_STS_2
2023h-201Ch Reserved
2027h-2024h TPM_DATA FIFO 2
202Fh-2028h Reserved

Reserved

2033h-2030h

TPM_INTERFACE_ID_2

2037h-2032h

203Fh-2038h

2043h-2040h

2047h-2044h

204Bh-2048h

204Fh-204Ch

2053h-2050h

2057h-2054h

205Bh-2058h

205Fh-205Ch

2063h-2060h

2067h-2064h

206Fh-2068h

207Fh-2070h

Reserved

TPM_CRB_INTF_ID_2

Reserved

TPM_CRB_CTRL_REQ 2

TPM_CRB_CTRL_STS_2

TPM_CRB_CTRL_CANCEL_2

TPM_CRB_CTRL_START 2

TPM_CRB_ INT_ENABLE_2

TPM_CRB_INT_STS_2

TPM_CRB_CTRL_CMD_SIZE_2

TPM_CRB_CTRL_CMD_LADDR_2

TPM_CRB_CTRL_CMD_HADDR_2

TPM_CRB_CTRL_RSP_SIZE_2

TPM_CRB_CTRL_RSP_ADDR_2

Reserved

2083h-2080h

TPM_XDATA_FIFO_2

2880h-2084h

2EFFh-2881h

Reserved

TPM_CRB_DATA_BUFFER_2

2F03h-2F00h

TPM_DID_VID_2

Reserved
2F04h TPM_RID 2
2FFFh-2F05h Reserved
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3007h-3004h

Offset FIFO Register Name CRB Register Name
Locality 3
3000h TPM_ACCESS_3
3001h

TPM_LOC_STATE_3
3002h Reserved
3003h

Reserved

300Bh-3008h

TPM_INT_ENABLE_3

TPM_LOC_CTRL_3

300Ch

TPM_INT_VECTOR_3

300Fh-300Dh

Reserved

TPM_LOC_STS 3

3013h-3010h

TPM_INT_STATUS_3

3017h-3014h

TPM_INTF_CAPABILITY_3

301Bh-3018h TPM_STS_3
3023h-301Ch Reserved
3027h-3024h TPM_DATA _FIFO_3
302Fh-3028h Reserved

Reserved

3033h-3030h

TPM_INTERFACE_ID_3

3037h-3032h

303Fh-3038h

3043h-3040h

3047h-3044h

304Bh-3048h

304Fh-304Ch

3053h-3050h

3057h-3054h

305Bh-3058h

305Fh-305Ch

3063h-3060h

3067h-3064h

306Fh-3068h

307Fh-3070h

Reserved

TPM_CRB_INTF_ID_3

Reserved

TPM_CRB_CTRL_REQ 3

TPM_CRB_CTRL_STS_3

TPM_CRB_CTRL_CANCEL_3

TPM_CRB_CTRL_START 3

TPM_CRB _INT_ENABLE_3

TPM_CRB_INT_STS_3

TPM_CRB_CTRL_CMD_SIZE_3

TPM_CRB_CTRL_CMD_LADDR_3

TPM_CRB_CTRL_CMD_HADDR_3

TPM_CRB_CTRL_RSP_SIZE_3

TPM_CRB_CTRL_RSP_ADDR_3

Reserved

3083h-3080h

TPM_XDATA_FIFO_3

3880h-3084h

3EFFh-3881h

Reserved

TPM_CRB_DATA_BUFFER_3

3F03h-3F00h

TPM_DID_VID_3

3F04h

TPM_RID_3

3FFFh-3F05h

Reserved

Reserved
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4007h-4004h

Offset FIFO Register Name CRB Register Name
Locality 4
4000h TPM_ACCESS 4
4001h

TPM_LOC_STATE_4
4002h Reserved
4003h

Reserved

400Bh-4008h

TPM_INT_ENABLE_4

TPM_LOC_CTRL_4

400Ch

TPM_INT_VECTOR_4

400Fh-400Dh

Reserved

TPM_LOC_STS 4

4013h-4010h

TPM_INT_STATUS 4

4017h-4014h

TPM_INTF_CAPABILITY_ 4

401Bh-4018h

TPM_STS 4

401Fh-401Ch

Reserved

4023h-4020h

TPM_HASH_END

4027h-4024h

TPM_HASH_DATA / TPM_DATA_FIFO_4

402Fh-4028h

TPM_HASH_START

Reserved

4033h-4030h

TPM_INTERFACE_ID_4

4037h-4032h

403Fh-4038h

4043h-4040h

4047h-4044h

404Bh-4048h

404Fh-404Ch

4053h-4050h

4057h-4054h

405Bh-4058h

405Fh-405Ch

4063h-4060h

4067h-4064h

406Fh-4068h

407Fh-4070h

Reserved

TPM_CRB_INTF_ID_4

Reserved

TPM_CRB_CTRL_REQ 4

TPM_CRB_CTRL_STS 4

TPM_CRB_CTRL_CANCEL_4

TPM_CRB_CTRL_START_4

TPM_CRB_ INT_ENABLE_4

TPM_CRB_INT_STS 4

TPM_CRB_CTRL_CMD_SIZE_4

TPM_CRB_CTRL_CMD_LADDR_4

TPM_CRB_CTRL_CMD_HADDR_4

TPM_CRB_CTRL_RSP_SIZE_4

TPM_CRB_CTRL_RSP_ADDR_4

Reserved

4083h-4080h

TPM_XDATA_FIFO_4

4880h-4084h

4EFFh-4881h

Reserved

TPM_CRB_DATA BUFFER_4

4F03h-4F00h

TPM_DID_VID_4

Reserved
4F04h TPM _RID 4
4FFFh-4F05h Reserved
Non-Locality
Specific Registers
5FFFh-5000h Reserved Reserved

Subsequent sections provide implementation details

on the defined registers  for both

FIFO and CRB interfaces. See S ections 5.5.2 FIFO Interface Requirements and 5.5.3
CRB Interface Requirements
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54 System Interaction and Flows

5.4.1 FIFO Configuration Registers

5.4.1.1 DID/VID Register

Table 11 i DID/VID Register

Abbreviation:

TPM_DID_VID_x

General Description:

Vendor and Device ID for the TPM

Default

Vendor specific

Bit Descriptions:

31:16 | Read | DID | Device ID i vendor specific
Only
15:0 Read | VID | Vendor ID i Assigned by TCG Administrator. This is represented within the
Only register in big-endian format. For example, a vendor ID of 0x1234 would be
represented as: Bits 7:0 = 34 (0011 0100); Bits 15:8 = 12 (0001 0010).

5.4.1.2 RID Register

Table 12 i RID Register

Abbreviation:

TPM_RID_x

General Description:

Revision ID for the TPM

Default Specific to each revision
Bit Descriptions:
7:0 Read | RID | Revision ID i specifies the revision of the component
Only
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5.4.2 Interface Identifier Register

The Interface Identifier register is defined for both the legacy FIFO interface and the
new CRB interface to allow TPM vendors to support both interfaces , but not all
functions are present in the FIFO that are present in the CRB version . The CRB

Interface Identifier includes DID/VID/RID registers, which are located in separate

address space in the FIFO interface. Software can query this register to determine
which interface the TPM supports, the Interface Version and what Interface type is
currently enabled.  The Interface Identifier registers are aliased across localities.

5.4.2.1 FIFO Interface ldentifier Register

Table 13 A FIFO Interface Identifier Register

Abbreviation: TPM_INTERFACE_ID_x
General Description: Interface Identifier Register
Default Specific to each revision

Bit Descriptions:

31:24 Read | Reserved Reserved
Only
23:20 Read | Reserved Reads return 0
Only
19 Read | IntfSelLock 01 A write of this value is ignored
Write 171 A write of this value locks the InterfaceSelector field and

prevents further changes.
Field isresetto 0 on _TPM_INIT

18:17 | Read | InterfaceSelector 001 A write of this value changes the selected interface to TIS

Write 017 A write of this value changes the selected interface to CRB
Writes to this field take effect on next _TPM_INIT. Other values are
reserved.
This field may only be written if IntfSelLock is O.
16:15 | Read | CaplFRes Reserved for future interfaces (since InterfaceSelector is a two-bit
Only field), reads return O
14 Read | CapCRB 01 CRB interface is not supported.
Only 17 CRB interface is supported and may be selected.
13 Read | CapTIS 01 TIS interface is not supported.
Only 171 TIS interface is supported and may be selected.
12:9 Read | Reserved Reserved
Only Reads return 0
8 Read | CapLocality 01 This interface supports Locality O only.
Only 1171 This interface supports 5 localities.
74 Read | InterfaceVersion 00017 CRB interface version 0.
Only 00001 FIFO interface for TPM2.0.
3:0 Read | InterfaceType 0000 i FIFO interface as defined in PTP for TPM 2.0 is active.
Only 00017 CRB interface is active.

11117 FIFO interface as defined in TIS1.3 is active (all other fields
of this register are dondét car g
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Field: Interface Type

This field identifies the interface type current ly active . While some TPMs may support
either of these interfaces for product requirement and marketing purpose s, only one
interface can be active at atime . The selection of the interface  is TPM Vendor Specific.

This field applies to the entire TPM addres s range within the scope of the Interface
Type. For example, if the Interface Type is FIFO, the FIFO Interface spans all the
localities defined for the FIFO Interface which is address FED4_0000h 0 FED4_4FFFh.

The state of this field governs the behavior of the rest of this register. If Interface Type
indicates a TIS 1.3 style Interface, no other field in this register is valid. The
capabilities of the interface as defined in TPM_INTF_CAPABILITY_x determine what is
supported by the interface.

1. Avalue of 1111b in this field SHALL be interpreted to mean the TPM supports a PC
Client TPM Interface Specification v1.3 compliant FIFO interface.

NOTE: A TPM supporting the PC Client TPM Interface Specification v1.2 compliant
FIFO interface will report supported capa bilities in the TPM_INTF_CAPABILITY_x
register.

2. If the TPM supports this specification, the value of this field SHALL NOT be 1111b.
3. Writes to this field SHALL be ignored.
4. Ifthis field issetto  0000b:

a. The TPM SHALL correctly report all other capabilities for TPM_INTERFACE_ID_x
fields

b. The TPM SHALL support TPM_INTERFACE_ID_x.InterfaceVersion, which SHALL
be defined for the FIFO interface as Oh.

c. The TPM MAY deprecate TPM_INTF_CAPABILITY_x.InterfaceVersion
5. Ifthis field is setto 000 1b:

a. The TPM SHALL correctl y report all other capabilities for TPM_INTERFACE_ID_x
fields.

b. The TPM SHALL support TPM_INTERFACE_ID_x.InterfaceVersion, which SHALL
be defined for the CRB interface as 000 1b.

c. The TPM SHALL NOT support TPM_INTF_CAPABILITY_x.InterfaceVersion.
6. Ifthisfield issetto 1111b, this register is not implemented.

Field: Interface Version

This field contains the versions for the interface types defined in this specification.
1. If TPM_INTERFACE_ID_x.InterfaceVersion=  1111b , this field is invalid.
2. If TPM_INTERFACE_ID_ x.InterfaceVersion != 1111b:

a. The TPM SHALL report the version for the current active Interface type as
indicated by the Interface Type field.

b. The TPM SHALL support TPM_ STS_x.commandCancel and
TPM_STS x.resetEstablishment Bit
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Field: Cap Locality

This field describes the interface capabilities of

Some of the cap

abilities defi

TPM Profile (PTP) Specification

ned

a TPM compliant to this specification

n this Hon el

example, a given Interface Type may support localities but not all implementation S
localities. This field indicates which capability this
implementation supports. This is a bit field where each bit is defined to a particular

provide support for multiple

capability.

Note: If the TPM supports multiple localities, it must support all of the feature s of

locality arbitration including Seize.

1. If the TPM supports Locality O to

2. If the TPM only supports Local

ity 0, this field

4. this field SHALL be setto 1
SHALL be cleared to 0.

a. The TPM SHALL support all of the fields and protocol for Locality access.
b. The TPM SHALL NOT support TPM_LOC_CTRL_x.Seize.

Field: CapFIFO

This state of this field indicates whether the TPM supports the FIFO interface or not.

This field is read -only.

1. If the TPM does not support the FIFO interface, this field

2. Ifthe TPM support s the FIFO interface

3. Writes to this field are ignored.

Field: CapCRB

SHALL be cleared to 0.

, this field SHALL be setto 1.

This state of this field indicates whether the TPM supports the CRB interface or not.

This field is read -only.

1. If the TPM does not suppor tthe CRB interface, this field

2. Ifthe TPM support s the CRB interface

3. Writes to this field are ignored.

Field: InterfaceSelector

SHALL be cleared to 0.

, this field SHALL be setto 1.

This field allows a caller to change the current TPM Interface .

requirements that must be met by

any such implementation

There ar e some

1. This field MAY ONLY be changed if the TPM_INT ERFACE_ID x.CapFIFO and
TPM_INTERFACE _ID_x.CapCRB are both
TPM_INTERFACE _ID_x.IntfSelLock is cleared to O

2. Writes to this field SHALL be ignored if TPM_INT ERFACE_ID_x.IntfSelLock is set to

1.

set

3. Ifthe TPM_INT ERFACE_ID_x.InterfaceType field is 0000 b:

a. A write to this field of 00

b. A write to this field of
immediately following th

Family fA2.00
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b SHOULD be ignored.

to

1 and

01b SHALL change the active interface to CRB

enext _TPM_INIT.
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c. The TPM SHALL update the TPM_INT ERFACE_ID_x.InterfaceType field to

0001 b.

4. Ifthe TPM_INT ERFACE_ID_x.InterfaceType field is 0001 b:
a. Awrite of 11 b to this field SHOULD be ignored.
b. A write of 00 b to this field SHALL change the active interfa ce to TIS immediately

following the next

__TPM_INIT.

c. The TPM SHALL update the TPM_INT ERFACE_ID_x.InterfaceType field to

0000 b.

5. If the TPM_INT ERFACE_ID_ x.InterfaceType field is 1111 b, writes to this field

SHALL be ignored.

Field: IntfSelLock

This field acts as a lock on the TPM_INT ERFACE_ID_ x.InterfaceSelector field. If this
field is 1, writes to TPM_INT ERFACE_ID_x.Inte rfaceSelector are ignored. This field is

resettoObya _TPM_INIT.

1. This field MAY ONLY be changed if the TPM_INT ERFACE_ID_x.CapFIFO and
TPM_INTERFACE_ID_x.CapCRB are both set to 1.

Reads to this field SHALL return the correct value.

A write of O to this field

A write of 1 to this field

field.

SHALL be ignored.
SHALL lock the TPM_INT ERFACE_ID_x.InterfaceSelector

5. Thisfield SHALL be clearedto 0 on _TPM_INIT.

5.4.2.2 CRB Interface ldentifier Register

Table 14 i CRB Interface Identifier Register

Abbreviation:

TPM_CRB_INTF_ID_x

General Description:

Interface Identifier Register

Default

Specific to each revision

Bit Descriptions:

63:48 | Read | DID

Device ID i vendor specific

Only
47:32 | Read | VID Vendor ID- assigned by TCG This is represented within the
Only register in big-endian format. For example, a vendor ID of

0x1234 would be
represented as: Bits 7:0 = 34 (0011 0100); Bits 15:8 =12

(0001 0010).
31:24 | Read | RID Revision ID i specifies the revision of the component
Only
23:20 | Read | Reserved Reads return 0
Only
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19 Read | IntfSelLock 01 A write of this value is ignored

Write 17 A write of this value locks the InterfaceSelector field and
prevents further changes.

Field is resetto 0 on _TPM_INIT

18:17 | Read | InterfaceSelector 0071 A write of this value changes the selected interface to
Write FIFO

0171 A write of this value changes the selected interface to
CRB

This field may only be written if IntfSelLock is O.

Writes to this field take effect on next _TPM_INIT. Other
values are reserved.

16:15 | Read | CaplFRes Reserved for future interfaces (since InterfaceSelector is a
Only two-bit field), reads return 0
14 Read | CapCRB 01 CRB interface is not supported.
Only 17 CRB interface is supported and may be selected.
13 Read | CapFIFO 071 FIFO interface is not supported.
Only 17 FIFO interface is supported and may be selected.
12:11 | Read | CapDataXferSizeSupport | 007 TPM supports 4-byte transfer size only.
Only 011 TPM supports 8-byte transfer size (includes 4-byte
transfers).

107 TPM supports 32-byte transfer size (includes 4- and 8-
byte transfers).

117 TPM supports 64-byte transfer size (includes 4-, 8- and
32-byte transfers).

10:9 | Read | Reserved Reserved
Only Reads return 0
8 Read | CapLocality 01 This interface supports Locality O only.
Only 17 This interface supports 5 localities.
74 Read | InterfaceVersion 00017 CRB interface version 0. NOTE: CRB initial
Only InterfaceVersion value of 0000 is for pre-existing CRB

implementations.

00007 FIFO interface for TPM2.0.

3:0 Read | InterfaceType 000071 FIFO interface as defined in PTP for TPM 2.0 is
Only active.

00017 CRB interface is active.

11117 FIFO interface as defined in TIS1.3 is active (all
other fields of this reg
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Field: Interface Type

This field identifies the interface type currently active . While some TPMs may support
either of these interfaces for product requirement and marketing purpose s, only one
interface can be active at atime . The selection of the interface  is TPM Vendor Specific.

This field applies to the entire TPM address range within the scope of the Interface
Type. For example, if the Interface Type is FIFO, the FIFO Interface spans all the
localiti es defined for the FIFO Interface which is address FED4_0000h 0 FED4_4FFFh.

The state of this field governs the behavior of the rest of this register. If Interface Type
indicates a TIS 1.3 style Interface, no other field in this register is valid.

1. Avalue of 1111b in this field SHALL be interpreted to mean the TPM only supports
a PC Client TPM Interface Specification v1.3 compliant FIFO interface.
If the TPM supports this specification, the value of this field SHALL NOT be 1111b.

Writes to this field SHALL be ignored.
If this field is setto O  000b :

a. The TPM SHALL correctly report all other capabilities for TPM_CRB_INTF_ID _x
fields

b. The TPM SHALL support TPM_CRB_INTF_ID _x.InterfaceVersion, which SHALL
be defined for the FIFO interface as0  000b .

c. The TPM MAY dep recate TPM_INTF_CAPABILITY_x.InterfaceVersion
5. Ifthis field is setto 000 1b:

a. The TPM SHALL correctly report all other capabilities for TPM_CRB_INTF_ID _x
fields.

b. The TPM SHALL support TPM_CRB_INTF_ID x.InterfaceVersion, which SHALL
be defined for the CRB in terface as 000 1b.

c. The TPM SHALL NOT support TPM_INTF_CAPBILITY_x.InterfaceVersion.
6. Ifthisfieldissetto 1111b, this register is not implemented.

Field: Interface Version

This field contains the versions for the interface types defined in this specificat ion.
1. If TPM_CRB_INTF_ID x.InterfaceVersion = 1111b, this field is invalid.

2. If TPM_CRB_INTF_ID _x.InterfaceVersion != 1111b:

a. The TPM SHALL report the version for the current active Interface type as
indicated by the Interface Type field.

b. The TPM SHALL support TPM_STS_x.commandCancel and
TPM_STS_ x.resetEstablishment Bit
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Field: CapLocality

This field describes the interface capabilities of a TPM compliant to this specification

Some of the capabilities defined in this Foield ma
985  example, a given Interface Type may support localities but not all implementation S

provide support for  multiple localities. This field indicates which capability this

implementation supports. This is a bit field where each bit is defined to a particular

capability.
1. If the TPM supports Locality O to 4, this field SHALL be setto 1
990 2. Ifthe TPM only supports Locality 0, this field SHALL be cleared to 0.

a. The TPM SHALL support all of the fields and protocol for Locality access.
b. The TPM SHALL NOT support TPM_LO C_CTRL_x.Seize.

Field: CapData Xfer SizeSupport

This field is only supported in the CRB specific Interface ldentifier Register. It
995 provides the same information added to the PC Client TPM Interface Specification for
TPM 1.2 v 1.3 to support larger transfer sizes on the SPI bus.

The state of this field indicates the size of transfers supported by the TPM on the
hardware interface.
Field: CapFIFO

1000 This state of this field indicates whether the TPM supports the FIFO interface or not.
This field is read -only.

1. If the TPM does not support the FIFO interface, this field SHALL be cleared to O.
2. Ifthe TPM support s the FIFO interface |, this field SHALL be setto 1.

3. Writes to this field are ignored.

1005 Field: CapCRB

This state of this field indicates whether the TPM support s the CRB interface or not.
This field is read -only.

1. If the TPM does not support the CRB interface, this field SHALL be cleared to O.
2. Ifthe TPM support s the CRB interface |, this field SHALL be setto 1.

1010 3. Writes to this field are ignored.

Field: InterfaceSe lector

This field allows a caller to change the current TPM Interface. There are some
requirements that must be met by any such implementation

1. This field MAY ONLY be changed if the TPM_CRB_INTF_ID x.CapFIFO and
1015 TPM_CRB_INTF_ID x.CapCRB are both set to 1 and
TPM_CRB_INTF_ID _x.IntfSelLock is cleared to O

Writes to this field SHALL be ignored if TPM_CRB_INTF_ID _x.IntfSelLock is set to 1.
3. Ifthe TPM_CRB_INTF_ID _x.InterfaceType field is 0000 b:
Then:
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A write to this field of 00 SHOULD be ignored

b. Awritetot hisfield of 01 SHALL change the active interface to CRB immediately
following the next _TPM_INIT.

c. The TPM SHALL update the TPM_CRB_INTF_ID x.InterfaceType fieldto 0001 b.
4. Ifthe TPM_CRB_INTF_ID _x.InterfaceType field is 0001 b:

Then:

a. Awrite of 11 b to this field SHOULD be ignored.

b. A write of 00 b to this field SHALL change the active interface to TIS  immediately
following the next _TPM_INIT.

c. The TPM SHALL update the TPM_CRB_INTF_ID _x.InterfaceType field to 0000 b.

5. Ifthe TPM_CRB_INTF_ID _x.InterfaceType field i s 1111 b, writes to this field  SHALL
be ignored.

Field: IntfSelLock

This field acts as a lock on the = TPM_CRB_INTF_ID x.InterfaceSelector field. If this
field is 1, writes to TPM_CRB_INTF_ID _x.IntefaceSelector are ignored. This field is
resettoObya _TPM_INIT.

1. This field MAY ONLY be changed if the TPM_CRB_INTF_ID x.CapFIFO and
TPM_CRB_INTF_ID x.CapCRB are both set to 1.

Reads to this field SHALL return the correct value.
A write of O to this field  SHALL be ignored.

A write of 1 to this field SHALL lock t he TPM_CRB_INTF _ID _x.InterfaceSelector
field.

5. Thisfield SHALL be clearedto Oon _TPM_INIT.

55 TPM6s Software I nteraction

When a platform is powered on, platform hardware issues a __TPM_INIT to the TPM.
After each _TPM_INIT, the platform must issue a TPM  2_Startup command to the TPM
before issuing any other TPM command , with the exception of the
HASH START/ DATA/ END interface commands described in Section 4.2 Locality -
Controlled Functions . The command and startup type informs the TPM how to
initialize itself, for example, by informing the TPM to restore or clear the state of the

PCRs that may retain their state across an S3 suspend. The platform firmware is
required to perform the TPM 2 Startup command. With respect to locality, i t is
important to understand that the locality using the TPM and its interface is
architected to be a non -preemptive use of the TPM. When there are multiple software
users spanning multiple localities, the following explains the handshake mechanism.

Each software agent, when it wishes to use the TPM, must request use of the locality it
wishes to access. If the TPM is idle , the first agent that sets this field will become the
user. The TPM must set active Locality to the locality that gains access to TPM. A I
other localities that have  requested use of the TPM must poll on the TPM_ACCESS_x
or the TPM_LOC_STS x register to determine when they are granted access to the
TPM.
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When the currently active locality is finished with the TPM, it must relinquish localit vy.
The TPM must look at all pending requests to use the TPM  and grant the access to the
highest locality with a pending request.

| f sof t war e, f or some reason, decides a | esser | o
1065 hung (by exceeding the maximum tim eout value as specified by the TSS), then it can

seize the TPM from the current user, as long as that user is at a lower locality. This

forces the TPM to stop honoring cycles from the other locality, and only honor the new

l ocalityds request s.

5.5.1 Interface-Agnostic functions
1070 Command aborts are interface dependent and are defined within the Interface specific
sections of this specification.

5.5.1.1 Bus Aborts

For LPC, an LPC Abort cycle requires that the cycle have no effect on the TPM. There
are two possible implement ations, either of which is acceptable:

1075 1. The TPM may simply not drive a valid LPC SYNC. This will cause the chipset to
return FFh to the CPU for reads. The write data will be dropped.

2. For writes, the TPM may accept them and do nothing with the writes. The TPM will
not provide any TPM -Response to these writes, nor does it provide any indication
that it has seen a write but dropped it. For reads, the TPM, if it responds with a
1080 valid LPC SYNC, must return FFh as the data. This mimics a true LPC or PCI
MasterAbort from the CPUGs perspective.

For SPI, there is no analog to the LPC SYNC signal. To provide a similar mechanism
to the LPC Abort cycle, this specification defines a protocol using MISO.

LPC Aborts :
1085 1. AnLPC Abort cycle SHALL cause the TPM to ignore the current LPC bus cycle.
SPI Aborts :

1. For Read Cycles, the TPM SHALL abort a cycle by driving 1 on MISO and continue
to hold MISO at 1 until its CS# signal is deasserted.

2. For Write Cycles, the TPM  SHALL abort a cycle by drivinga 1 on MISO, then drop
1090 all inco ming data.

3. The TPM MAY use the standard SPI Wait mechanism, as defined in Section 6.4.5
Flow Control , to insert a wait state while decoding the cycle before issuing an
abort.

55.1.2 Failure Mode

1095 Several conditions can cause the TPM to enter a specifically defined state called
ofailure modedé. These conditions and the bZ2havior
Library Specification and are not reproduced here. This section defines additional
considerations specific to the behavior of th e TPM Interface .

Notes on the Normative text below:
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1100 Normative 2: This allows the system software to perform the allowed remediation
actions on the TPM. The requirement to allow changing locality exists because the
TPMds Il ocality when i & maymdtbea thedappfopriaté localéy fomo d
performing the allowed remediation.

While the TPM is in a failure mode:

1105 1. In addition to the requirements called out in the TPM 2 Library Specification, the
HASH_START, HASH_DATA and HASH_END interface commands SHALL appear to
the caller as dropped writes (i.e., they are not allowed to hang or suspend the
system), but SHALL NOT perform any actions on the TPM such as those specified
in Section 4.2.1 DRTM Execution Sequence

1110 2. All FIFO register s SHALL remain fully functional including the ability to change
locality.

3. All CRB registers SHALL remain fully functional including the ability to change
locality.

55.1.3 Command Duration

1115 It is important to distinguish between the two terms: duration and timeout. Duration
is the amount of time for a TPM to execute a command once the TPM has received the
commandds complete set of bytes and the saftware
to TPM_STS x.tpmGo or TPM_CRB_CTRL_ x.Start . Duration has no relationship to th e
timings of the interface protocols. Timeouts, referenced below, are not related to the
1120 interface timeouts, as defined in Section 5.5.1.4 Timeouts ) The timeouts defined in
Table 15 i Command Timing below, are defined to allow driver writers to know when
to issue a command cancel to attempt to recover a TPM. If a TPM fails to complete the

command within the timeout defined in Table 15, the driver may safely assume the
TPM has had a critical failure and is non -recoverable. The duration and timeout for
1125 any command performing an NVRead are defined for the pre -OS environment only.
Some TPM implementations may rely on OS drivers to access non -volatile memory in
an OS -present envir onment, and as such may not be able to comply with these
timings.
During a platformbs early boot phase, performance

1130 For this reason, constraints are placed on commands that are typically required
during this phase to  eliminate the need to compensate for implementation differences
of different TPMs. Since the same platform requirements drive the reasons for making
commands available before a self -test has completed, the commands listed in this
section are similar to tho se in the Section 5.5.1.6 Self-Test and Early Platform
1135 Initialization .

1. Command Duration is defined as the timeto betwee
TPM_STS x.tpmGo or TPM_CRB_CRTL x.Start and the TPM completing the
command as ev idenced by:

a. FIFO Interface: the TPM sets both TPM_STS x.dataAvail and
1140 TPM_STS x.stsValid fieldstoa 1.

b. CRB Interface: the TPM clears TPM_CRB_CTRL_x.Start to 0.

2. For the commands listed in the table below a TPM SHOULD not exceed the
Duration values and SHALL NOT exceed the Timeout values.
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Note: The timings in this table assume that any algorithms required for these
functions do not need to be tested during the execution of the command, see

Section 5.5.1.6 Self-Test and Early Pl atform Initialization
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Table 15 A Command Timing

Commands Duration [ms] | Timeout [ms]
Signals

_TPM_Hash_Start 20 750
_TPM_Hash_Data 20 750
_TPM_Hash_End 20 750
Startup

TPM2_Startup 20 750
Testing

TPM2_SelfTest(fullTest=YES) 1000 2000
TPM2_SelfTest(full Test=NO) 20 750
Random Number Generator

TPM2_GetRandom 750 2000
Hash/HMAC/Event Sequences

TPM2_HashSequenceStart 20 750
TPM2_SequenceUpdate 20 750
TPM2_SequenceComplete 20 750
TPM2_EventSequenceComplete 20 750
Signature Verification

TPM2_VerifySignature 750 2000
Integrity Collection (PCR)

TPM2_PCR_Extend 20 750
Hierarchy Commands

TPM2_HierarchyControl 750 2000
TPM2_HierarchyChangeAuth 750 2000
Capability Commands

TPM2_GetCapability 20 750
Non-volatile Storage

TPM2_NV_Read 750 2000
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55.1.4 Timeouts

The term timeout applies to timings between various states or transitions within the
interface protocol. Timeout values are the purview of this specification and are not
related to duration (see Section  5.5.1.3 Command Duration ).

Because of the variations between implementations, it is not practical to specify
timeout values that apply to all implementations. Efficient software must have the
means to provide optimizations; therefo re, software should be able to determine, with
some level of granularity, when a state transition is expected to complete and when
the software should determine the TPM has failed. These timings are called timeouts.
The timeouts have been broken into four categories, each with a label

This specification defines a maximum value for each of these timeouts as defined in
Table 16 below.

1. There are four timeout values designated: TIMEOUT A |, TIMEOUT_B, TIMEOUT_C,
and TIMEOUT_D .

2. The default values for the timeouts SHALL be as shown.

Table 16 A Definition of Timeouts

TIMEOUT Label Default Timeouts
TIMEOUT_A 750 milliseconds
TIMEOUT_B 2,000 milliseconds
TIMEOUT_C 200 milliseconds
TIMEOUT_D 30 milliseconds

55.1.5 _TPM_INIT

The command __ TPM_INIT is not an actual command with a defined ordinal and set of
parameters; rather, it is an indication to the TPM that the Static RTM is being reset
and that the RTR and RTS should also be reset. On a PC Client, this is performed
using a hardware -based signal.

Note: This distinction is made because it is conceivable that other architectures might
use other methods for performing this function.

For a TPM implementation using the TPM Packaging specified in Section 6.7.1
TPM INIT,  TPM_INIT is indicated by the transition of LRESET# or SPI_RST# pin
from low to high . There is no requirement to use this packaging; therefore, it is up to

the TPM manufacturer to define the hardware -based signal that performs thi s
function.

1. The TPM SHALL implement a hardware -based signal for _ TPM_INIT.

2. If the TPM uses the TPM Packaging specified in Section 6.7.1 TPM Packaging , this
SHALL be done on the transition from low to high of the reset pin (LRE SET# for
LPC or SPI_RST# for SPI).

3. If the TPM does not use the TPM Packaging specified in Section 6.7.1 TPM
Packaging , the TPM Manufacturer ~ SHALL define the pin used for _TPM_INIT.
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5.5.1.6 Self-Test and Early Platform Initialization

During the time -sensi tive phase of a PC Clientdés startu
subset of the available commands is likely to be necessary. Therefore, this
1185  specification requires the TPM to perform any necessary self -test on these commands

required to make t hem available upon completion of __TPM_INIT.

The Design Principles documents require each platform specific specification state the
maximum time a TPM can take to continue its self -test time. Due to variations in
security requirements and implementations o f TPM, it is difficult to mandate this to

1190 the satisfaction of all TPMs for all PC Client implementations. However, the generally
accepted constraints of this platformds architect
second timeframe . PC Client platform ma nufacturers are advised to keep this
particul ar aspect of t he TP MG s speci fication i n
applicability to the platformbds targeted use.

1195  Graphically, the initialization sequence is as follows:

. TPM2_HASH *
TPM Init - - -

tpmRegValidSs for 1 All registers valid Early commands must
both AFOand GRBset || | {1 Readly to receive acommand execute within TPM2_SeifTest
to valid value 11 AFO: TPM_STS x.commandReady =1 Command Duration
1 R TPM_CRB_CIRL x.Sart, and Ss requirements
=0
All commands
|l-m:=:') T2 Sarup
| swait states
Indefinite ;
I N 20ms O rerements
|Chmman>|]|(bmman |]Cbmman>

Figure 2 fi PC Client Initialization Sequence

1. After __TPM_INIT, a TPM SHALL test all internal functions that are necessary to
perform the following commands necessary for early boot operations. The following
operations SHALL be available aft er __ TPM_INIT and before a call to TPM2_  SelfTest

1200 a. TPM2_HashSequenceStart
TPM2_SequenceUpdate
TPM2_EventSequenceComplete

TPM2_PCR_Extend

TPM2_Startup
g. TPM2_SelfTest
h. _TPM2_HASH_START/_DATA/_END
i. TPM2_GetRandom

b
c
d. TPMZ2_SequenceComplete
e
f

1205
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j- TPM2_HierarchyControl
k. TPM2_HierarchyChangeAuth
I. TPM2_SetPrimaryPolicy
m. TPM2_GetCapability
n. TPM2_NV_Read
2. The maximum time to continue TPM self -test after receipt of TPM2_SelfTest
SHOULD be less than 1 second.
5.5.1.7 Data Buffer Size

Software must be aware of the maximum amount of data it ca n transfer to the TPM in
one command. This is mostly for the NV Storage functions where relatively large
amounts of storage area can be defined by the software. This does not prevent larger
areas from being defined. It means, however, that if an area is de fined that requires
more than the input buffer, the software must break up the write into smaller pieces.

This is possible because the NV Write commands allow for an offset.

Note that there is no specified output buffer size. The TPM may leverage the same
buffer for command and response data. If TPM has separate buffers, the TPM will
return an error on the command before exceeding its output buffer size.

TPMs are allowed to provide larger input buffer size to increase performance.

1. The TPM SHALL support a data buffer size large enough to support the largest
implemented command

2. The TPM MAY support a data buffer size of up to 3968 bytes.

5.5.1.8 Errors

In general, there are four types of errors for the TPM, as outlined in the following
cases:

1. Errors that the TPM dete  cts and understands and that force it into Failure Mode:
a. In this mode, the TPM responds correctly to all register reads or writes.

b. The TPM provides a TPM -defined Response to security operations. This
response should be one of the error return codes define d in the TPM Library
Specification, e.g. TPM 2_RC_FAILURE.

c. The TPM allows certain TPM -defined transactions, e.g. TPM 2 GetTestResult, to
return a response that indicates the particular error, or provides other TPM
status information.

2. Errors that the TPM dete cts and that seem to be attacks on the hardware interface:

a. The TPM completely stops responding and enters Shutdown because of these

events.
i. The TPM may not respond to reads or writes of the physical interface
i. If the CRB interface is implemented, the TPM m ay return a default

TPM_CRB_CTRL_x. Status value of 0001h.

iii. The TPM may not provide any response.
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iv. All accesses to the
in Section 5.5.1.1
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TPM in this state should result in a
Bus Aborts ) until a TPM reset has

3. Transmission or protocol errors:

bus Abort (as defined

occurred.

a. TPM registers and software behavior have been defined to both identify and
correct overruns or underruns on both reads and writes.

4. Errors that the TPM does not detect, but cause it to hang or shutdown.

a. For case 1, Failure Mode, there is no need for a status field or interrupt, since
the Response contains all the information that software needs to understand
the TPM state. Case 1 may include things such as the RNG self -test failed.

b. For case 2, Shutdown,

TPM aborts all cycles

from TPM_ACCESS x indicat es this state.

on a FIFO interface, there is no need for a status field or
interrupt since an LPC TPM does not respond to any cycles at all and an SPI
, as defined in Section 5.5.1.1 Bus Aborts . Reading FFh

In addition to the behavior defined

by the physical interface, the CRB interface provides for the TPM to respond to
th a default

reads of t

h e St atus field

default value or may timeout on the read reques t.

Wi

c. For case 3, the interface has been defined with the needed status fields to
detect overruns and underruns, and provides a mechanism to recover from
those errors if they are transient. Software should time out after some number

of retries.

d. Case 4 obvious ly needs no status field or other indication. Note that software
may be able to determine that the TPM is in a hung or error state, even though
the TPM cannot. For instance, if the TPM hangs in a microcode loop, then

status fields would never be updated. S

sent a command and
timeout.

oftware could detect this case if it has

the TPMO0s registers are not

The requirement for all errors is that system security or secrets cannot be

compromised.

Therefore, this specification lumps all er

rors relating to the TPM into one of the first

three categories. For instance, assume there is a long power glitch. The TPM can treat

t his | i ke an

abort all cycles, or it could go to the

att ack smply ceask operatitnP C a R MO S P lbusT P M0 s
Error Mode and return error responses to all

commands. The exact condition that forces the TPM into one error state or the other is

vendor specific.

This specification defines the
beyond the scope o f this specification to define every hardware or software attack. It is
within the scope of this specification to define the protocol for dealing with the errors.

As long as the TPM is in states 1

TPMOs behavi

-3 above, or in the working state, it meets the

requirements of this specification. The TPM must not have any point where it allows
secrets or a response other than an error to be returned when it knows there has been

an error. It may use any of the above sequences to enforce this rule.
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Since the transmission error s are taken care of by the protocol, the TPM has only two
1290  options for other errors: go into Failure Mode or to Shutdown Mode. Since each
vendor6s TPM will have different physi cal i mpl em
precisely define each error and whet  her it should go into Failure Mode or Shutdown.
Therefore, it is vendor specific whether a particular error causes Failure Mode or
Shutdown Mode responses. The TPM Library Specification prescribes what responses
1295 the TPM must return when in Failure Mode. The TPM Library Specification defines one
case of an attack as causing Failure Mode. In this case, a fingerprint check error for
TPM2_ContextLoad, the TPM should go into Shutdown Mode instead.

Software has two cases to deal with. If the TPM has shutdown, t his is detected by TPM

registers not being updated within the appropriate timeout , see Section 5.5.1.4
1300 Timeouts , and the platform should be rebooted. If the TPM returns Error Responses,

then the software should already be desig ned to handle this case.

Since the recovery for Shutdown Mode is system reset and the recovery for Failure

Mode is also system reset, there is no need to define in more detail how the TPM

should handle each error. In the future, if an error has a more grac eful recovery
1305 mechanism, then the specification will need to be more precise on how the TPM must

handle the error. Today, the software stack will simply detect a timeout in the protocol

and reset the system or it will detect that the TPM is only returning Error Responses

for TPM commands and reset the system.

Note:  Software attacks should never cause the TPM to enter Shutdown Mode.
1310 Shutdown Mode is intended to counter hardware attacks and should not persist
througha _TPM_INIT unless the hardware attack a  Iso persists.

1. In the event of any error, the TPM SHALL NOT compromise system security or
secrets.

2. If the TPM detects an error:

1315 a. The TPM SHALL respond correctly to Register Reads and Writes; i.e., it must
either correctly read/write the register or perform a bus abort; butit SHALL not
hang the bus.

b. The TPM MAY respond with a defined TPM Error Response to Security
Operations.

1320 c. The TPM MAY respond by entering Failure mode.
3. Ifthe TPM detects a hardware attack,
a. The TPM SHALL enter Shutdown Mode until a subseque nt _TPM_INIT

b. The TPM MAY respond to a read of TPM_CRB_CTRL_x.Status with a value of
0001h.

1325 4. Following _TPM_INIT, the TPM SHALL clear Shutdown Mode or Failure Mode
unless the attack or error condition remains.
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5.5.2 FIFO Interface Requirements

5.5.2.1 FIFO Register Space Addresses

Table 17 lists the addresses decoded by the TPM when FIFO is implemented. The
TPM_ACCESS_x register has multiple, separate and unique instances, one per locality.

The other register addresses alias to a single register w ith the locality used to
determine if accesses are permitted or aborted as defined in Section 5.5.2.3.1
Command Aborts

Table 17 i Allocation of Register Space for FIFO TPM Access

Offset Register Name Description

Locality O

0000h TPM_ACCESS 0 Used to gain ownership of the TPM for this particular
Locality.

0007h-0001h Reserved Reserved for future use.

000Bh-0008h TPM_INT_ENABLE_O Interrupt configuration register

000Ch TPM_INT_VECTOR_O SIRQ vector to be used by the TPM

000Dh-000Dh Reserved Reserved for future use.

000Fh-000Eh Reserved Reserved for future use.

0013h-0010h TPM_INT_STATUS 0 Shows which interrupt has occurred

0017h-0014h TPM_INTF_CAPABILITY_O Provides the information about supported interrupts and the
characteristic of the burstCount register of the particular
TPM.

001Bh-0018h TPM_STS 0 Status Register. Provides status of the TPM

0023h-001Ch Reserved Reserved for future use.

00027h-0024h | TPM_DATA_FIFO_O ReadFIFO or WriteFIFO, depending on the current bus cycle

(read or write).

These four addresses are aliased to one inside the TPM.
Note: The TPM is not required to check that the addresses
on the LPC bus are incrementing modulo-4, even though
platform hardware would most likely send it that way. The
read or write data could be performed by accessing 0024h
repeatedly without using the other addresses.

002Fh-0028h Reserved Reserved for future use.

0033h-0030h TPM_INTERFACE_ID_O Provides information on the interface type(s) supported by
the TPM. This register is aliased across localities

007Fh-0034h Reserved Reserved for future use.

0083h-0080h TPM_XDATA_FIFO_O Extended ReadFIFO or WriteFIFO, depending on the current

bus cycle (read or write).

Transactions to this address may be any size from 1 byte to
maxTransferCapability identified in the capability register.
The TPM SHOULD alias this address with the
TPM_DATA_FIFO at offset 0x0024

00BFh-0084h Reserved Reserved. These addresses are reserved by the chipset.
The TPM should not respond to accesses to these
addresses. Reserving this address range ensures that
software which issues writes larger than 1 byte to offset

0080h doesndt inadvertently
in this space.
OEFFh-00COh | Reserved Reserved for future use.
0F03h-0F00h TPM_DID_VID_0O Vendor and device ID
OF04h TPM_RID_O Revision ID
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Offset Register Name Description
OF7Fh-0F05h Reserved Reserved for future use.
OF8Fh-0F80h Reserved Reserved for future use.

OFFFh-0F90h

Vendor-defined configuration registers

Locality 1

1000h

TPM_ACCESS_1

Used to gain ownership of the TPM for this particular
Locality.

1007h-1001h

Reserved

Reserved for future use.

100Bh-1008h

TPM_INT_ENABLE_1

Same as TPM_INT_ENABLE_O

100Ch

TPM_INT_VECTOR_1

Same as TPM_INT_VECTOR_O

100Fh-100Dh

Reserved

Reserved for future use.

1013h-1010h

TPM_INT_STATUS_1

Same as TPM_INT_STATUS 0

1017h-1014h

TPM_INTF_CAPABILITY_1

Same as TPM_INTF_CAPABILITY_0

101Bh-1018h

TPM_STS 1

Same as TPM_STS_0

1023h-101Ch

Reserved

Reserved for future use.

1027h-1024h

TPM_DATA_FIFO_1

Same as TPM_DATA_FIFO_0

102Fh-1028h

Reserved

Reserved for future use.

1033h-1030h

TPM_INTERFACE_ID_1

Same as TPM_INTERFACE_ID_0

107Fh-1034h

Reserved

Reserved for future use.

1083h-1080h

TPM_XDATA FIFO_1

Same as TPM_XDATA_FIFO_1

10BFh-1084h

Reserved

Reserved. These addresses are reserved by the chipset.
The TPM should not respond to accesses to these
addresses. Reserving this address range ensures that
software which issues writes larger than 1 byte to offset

0080 h dioadverterily encounter a register in the TPM
in this space.
1EFFh-10CO0h Reserved Reserved for future use.
1F03h-1F00h TPM_DID_VID_1 Same as TPM_DID_VID_0
1F04h TPM_RID_1 Same as TPM_RID_0O
1F7Fh-1F05h Reserved Reserved for future use.
1F83h-1F80h Reserved Reserved for future use.
1F87h-1F84h Reserved Reserved for future use.
1F8Bh-1F88h Reserved Reserved for future use.
1F8Fh-1F8Ch Reserved Reserved for future use.
1FFFh-1F90h Reserved Vendor-defined configuration registers
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Offset Register Name Description
Locality 2
2000h TPM_ACCESS_2 Used to gain ownership of the TPM for this particular

Locality.

2007h-2001h

Reserved

Reserved for future use.

200Bh-2008h

TPM_INT_ENABLE_2

Same as TPM_INT_ENABLE_O

200Ch

TPM_INT_VECTOR_2

Same as TPM_INT_VECTOR_0

200Fh-200Dh

Reserved

Reserved for future use.

2013h-2010h

TPM_INT_STATUS_2

Same as TPM_INT_STATUS_ 0

2017h-2014h

TPM_INTF_CAPABILITY_2

Same as TPM_INTF_CAPABILITY_0

201Bh-2018h

TPM_STS 2

Same as TPM_STS_0

2023h-201Ch

Reserved

Reserved for future use.

2027h-2024h

TPM_DATA_FIFO_2

Same as TPM_DATA_FIFO_0

202Fh-2028h

Reserved

Reserved for future use.

2033h-2030h

TPM_INTERFACE_ID_2

Same as TPM_INTERFACE_ID_0

207Fh-2034h

Reserved

Reserved for future use.

2083h-2080h

TPM_XDATA_FIFO_2

Same as TPM_XDATA_FIFO_0

20BFh-2084h

Reserved

Reserved. These addresses are reserved by the chipset.
The TPM should not respond to accesses to these
addresses. Reserving this address range ensures that
software which issues writes larger than 1 byte to offset

0080 h dioadverterily encounter a register in the TPM
in this space.

2EFFh-20C0h Reserved Reserved for future use.

2F03h-2F00h TPM_DID_VID_2 Same as TPM_DID_VID_0

2F04h TPM_RID_2 Same as TPM_RID_0O

2F7Fh-2F05h Reserved Reserved for future use.

2F83h-2F80h Reserved Reserved for future use.

2F87h-2F84h Reserved Reserved for future use.

2F8Bh-2F88h Reserved Reserved for future use.

2F8Fh-2F8Ch Reserved Reserved for future use.

2FFFh-2F90h Vendor-defined configuration registers
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Offset Register Name Description

Locality 3

3000h TPM_ACCESS_3 Used to gain ownership of the TPM for this particular
Locality.

3007h-3001h Reserved Reserved for future use.

300Bh-30008h | TPM_INT_ENABLE_3 Same as TPM_INT_ENABLE_O

300Ch TPM_INT_VECTOR_3 Same as TPM_INT_VECTOR_O

300Fh-300Dh Reserved Reserved for future use.

3013h-3010h TPM_INT_STATUS_3 Same as TPM_INT_STATUS_O

3017h-3014h TPM_INTF_CAPABILITY_3 Same as TPM_INTF_CAPABILITY_O

301Bh-3018h TPM_STS_3 Same as TPM_STS 0

3023h-301Ch Reserved Reserved for future use.

3027h-3024h TPM_DATA_FIFO_3 Same as TPM_DATA_FIFO_0

302Fh-3028h Reserved Reserved for future use.

3033h-3030h TPM_INTERFACE_ID_3 Same as TPM_INTERFACE_ID_0

307Fh-3034h Reserved Reserved for future use.

3083h-3080h TPM_XDATA_FIFO_3 Same as TPM_XDATA_FIFO_0

30BFh-3084h Reserved Reserved. These addresses are reserved by the chipset.

The TPM should not respond to accesses to these
addresses. Reserving this address range ensures that
software which issues writes larger than 1 byte to offset
0080 h dioadverterily encounter a register in the TPM

in this space.

3EFFh-30COh | Reserved Reserved for future use.

3F03h-3F00h TPM_DID_VID_3 Same as TPM_DID_VID_0

3F04h TPM_RID_3 Same as TPM_RID_0O

3F7Fh-3F05h Reserved Reserved for future use.

3F83h-3F80h Reserved Reserved for future use.

3F87h-3F84h Reserved Reserved for future use.

3F8Bh-3F88h Reserved Reserved for future use.

3F8Fh-3F8Ch Reserved Reserved for future use.

3FFFh-3F90h Vendor-defined configuration registers
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Offset Register Name Description
Locality 4
4000h TPM_ACCESS 4 Used to gain ownership of the TPM for this particular

Locality.

4007h-4001h

Reserved

Reserved for future use.

400Bh-4008h

TPM_INT_ENABLE_4

Same as TPM_INT_ENABLE_0

400Ch

TPM_INT_VECTOR_4

Same as TPM_INT_VECTOR_O

400Fh-400Dh

Reserved

Reserved for future use.

4013h-4010h

TPM_INT_STATUS_4

Same as TPM_INT_STATUS 0

4017h-4014h

TPM_INTF_CAPABILITY_4

Same as TPM_INTF_CAPABILITY_O

401Bh-4018h

TPM_STS_4

Same as TPM_STS_0

401Fh-401Ch

Reserved

Reserved for future use.

4023h-4020h

TPM_HASH_END

This signals the end of the hash operation.

See Section 4.2 Locality-Controlled Functions for detailed
description

This command SHALL be done on the LPC bus as a single
write to 4020h. Writes to 4021h to 4023h are not decoded by
the TPM.

4027h-4024h

TPM_HASH_DATA/
TPM_DATA _FIFO_4

Same as TPM_DATA_FIFO_0 except that this location is
also used as the data port for the Locality 4 HASH procedure
as defined in Section 4.2 Locality-Controlled Functions.

402Fh4028h

TPM_HASH_START

This signals the start of the hash operation.

See Section 4.2 Locality-Controlled Functions for detailed
description

This command SHALL be done on the LPC bus as a single
write to 4028h. Writes to 4029h to 402Fh are not decoded by
TPM.

4033h-4030h

TPM_INTERFACE_ID_4

Same as TPM_INTERFACE_ID_0

407Fh-4034h

Reserved

Reserved for future use.

4083h-4080h

TPM_XDATA_FIFO_4

Same as TPM_XDATA_FIFO_0

40BFh-4084h

Reserved

Reserved. These addresses are reserved by the chipset.
The TPM should not respond to accesses to these
addresses. Reserving this address range ensures that
software which issues writes larger than 1 byte to offset

0080h doesndét inadvertently
in this space.
4EFFh-40COh | Reserved Reserved for future use.
4F03h-4F00h TPM_DID_VID_4 Same as TPM_DID_VID_0
4F04h TPM_RID_4 Same as TPM_RID_0O
4F7Fh-4F05h Reserved Reserved for future use.
4F83h-4F80h Reserved Reserved for future use.
4F87h-4F84h Reserved Reserved for future use.
4F8Bh-4F88h Reserved Reserved for future use.
4F8Fh-4F8Ch Reserved Reserved for future use.
4FFFh-4F90h Vendor-defined configuration registers
Non-Locality
Specific
Registers
5FFFh-5000h Reserved Reserved for future use.

table above

All addresses not defined in the

Reserved, reads return FFh; writes are dropped.
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Subsequent sections provide implementation details on the defined registers. Note that
registers which are aliased may have multiple versions; e.g., TPM_STS_x represents
TPM_STS_0, TPM_STS_1, TPM_STS_2, TPM_STS_3, and TPM_STS 4.

1. The DID/VID, RID, and all the

one physical copy.
a. If so implemented, these

TCG and vendor -specific registers MAY have only

registers  SHALL be accessible from any locality.

b. If implemented as separate physical registers, each copy SHALL hold the same
data. See Section 6.1 FIFO Interface Locality Usage per Register and Table 39.

2. Handling Command FIFOs

Before issuing a command to the TPM, the software reads the TPM_STS X
if the TPM&6s state all ows it

register t o s ee

Software sends commands to the TPM and reads results from the TPM using a
data FIFO. When the TPM_STS_x.burstCount field is > 0, the data FIFO is ready
to accept more data of a

more data from a command (resp

command (during

onse from a command completion). Since the

TPM is not allowed to drop a cycle because of an internal stall, if the TPM
cannot accept a write cycle or respond to a read cycle, it must insert wait states

on the bus using the mechanism appropriate to the bus

interface, i.e. stall the

LPC bus using standard LPC wait syncs or insert one or more SPI wait cycles.
See Section 6.4.5 Flow Control , for a detailed description of burstCount.

The FIFO is only a

stack of bytes going

into and out of the TPM.

TPM_STS_x.burstCount indicates only the depth of the command FIFO, not the
direction nor whether the TPM expects more data to be sent or received.
TPM_STS x.Expect and TPM_STS x.DataAvail fields indicate to the software
data during a commanc

when t he TPM

expects mor e

data to be read during a read results phase.

i. The TPM SHALL maintain the TPM_STS_x register so that software can
determine whether the TPM is in a state where it can accept commands. The
TPM SHALL NOT drop a cycle because of an internal stall. If the TPM cannot

accept a write or read cycle, then the TPM

SHALL stall the bus using the

appropriate method for the bus (standard LPC Wait Syncs or SPIl wait

cycles).
5.5.2.2 Completion Comm

5.5.2.2.1 Command Send

and Details

To send a command the software must first set TPM_STS x.commandReady = 1. Upon
receipt of TPM_STS x.commandReady , the TPM may set TPM_STS x.Expect = 1
indicating it is ready to receive the command. When the data FIFO is ready to begin

receiving th e command data, the TPM sets

TPM_STS x.burstCount field to

TPM_STS_x.burstCount > 0. The TPM uses

throttle the data into the data FIFO .

The TPM keeps TPM_STS_x.Expect = 1 until it receives all the expected data for the
command. When the TPM receives all th e data for the command (the TPM can
calculate this using the command size parameter which is within the first 10 bytes of

the command) it sets TPM_STS_ x.Expect

expected has been received.
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The software signals th e TPM to begin executing the command by writing a 1 to the
1380 TPM_STS x_tpmGo field. Upon receipt of TPM_STS x tpmGo = 1, the TPM begins
executing the command.

1. Upon receipt of TPM_STS x.commandReady , the TPM SHALL prepare to receive a

command.
2. When ready, the TPM SHALL set TPM_STS_x.commandReady = 1 and the TPM
1385 SHALL set TPM_STS_ x.burstCount > O to indicate to software that it can begin

writing command data to the data FIFO. The TPM MAY set TPM_STS x.Expect = 1.

3. When the TPM receives the first Byte of the com mand data, it SHALL set
TPM_STS_x.commandReady = 0 and TPM_STS_x.Expect = 1 as an indication to the

software that it expects further command data. The TPM SHALL use
1390 TPM_STS_x.burstCount to indicate to software whether the data FIFO can accept
more data.

4. The TPM SHALL keep TPM_STS x.Expect=1 until it has received all of the data for
this command. When the TPM reads the last byte of data from its data FIFO the
TPM SHALL set TPM_STS_x.Expect = 0.

1395 5. The TPM MAY ignore TPM_STS_x.tpmGo until TPM_STS_x.Expect is setto 0.

5.5.2.2.2 Data Availability

When a command completes, the TPM puts the results into the data FIFO, which is

read via the TPM_DATA_FIFO_x register. Once the TPM has data that can be read, the

TPM sets TPM_STS x.dataAvail = 1 and it remains 1 until all da ta from the command
1400 response are read. After the last byte of the response is read, the TPM sets

TPM_STS x.dataAvail = 0. The TPM uses TPM_STS_x.burstCount field to throttle the

response out of the data FIFO.

After sending a command, the software reads the TPM_STS x.dataAvail register to see

if the response from the TPM is available , indicating a command has completed . If the
1405 TPM_STS x.dataAvail field is 1, at least 1 byte of the com mand response data is
available.

1. Upon completing a command the TPM SHALL pl ace the commandds respc
into the data FIFO.

2. The TPM SHALL set TPM_STS x.dataAvail =1 as an indication to the software that
1410 the command has completed and data is available to be read from the data FIFO.
When the last byte of the response data is r ead from the data FIFO the TPM  SHALL
set TPM_STS x.dataAvail = 0.

Note : A value of 1 only indicates that there is at least one byte in the data FIFO; it
is not an indicator that the data can be read from the data FIFO. l.e., this is not

1415 the final indicator  to software that it can begin reading from the data FIFO.
Software must also wait until TPM_STS x.burstCount > 0, see below.

3. The TPM SHALL set TPM_STS_x.burstCount > 0O to indicate to software thatit can
begin reading the respo nse data from the data FIFO . Once the software has started

to read the response from the data FIFO, the TPM SHALL use
1420 TPM_STS x.burstCount as an indicator to software that data is available in the
data FIFO.
Family fA2.00 TCG Published Page 63

Level 00 Revision 00.43 Copyright © TCG 2003 - 2015 January 26, 2015



TPM Profile (PTP) Specification TCG PC Client Platform

5.5.2.3 Interface Specific Aborts

5.5.2.3.1 Command Aborts

There are several ways to cause a TPM to abort an executing command:
1425 TPM_ACCESS_ x.Seize, TPM_STS x.commandReady, and
TPM_ACCESS_x.activelLocality. Because of implementation differences and the non -
deterministic nature of some commands that may be executing, the TPM may not be
able to respond to a command abort immediately or with  in a predictable time. This
non -deterministic behavior causes driver design difficulties because the driver will not
1430 be able to distinguish between a TPM waiting normally and a TPM that has
encountered an error and is not responsive. Therefore, a maximum amount of time is
specified so TPM manufacturers have a design parameter that drivers can rely upon.

The TPMO6s internal state after an abort may be se
aborted command or to the st ate it would have entered after completing the aborted
1435 ~ command.

The purpose for a command a bort when setting TPM_ACCESS X.SEIZE or
X.activelLocality is that the TPM cannot be allo
localities. In other words, the response to a command sent from one locality cannot be

returned to another locality.

1440 Note: Because there is no requirement for a TPM to handle more than one operation
at a time, there can be no actual and standardized TPM command to cause an abort.
The method for sig naling an abort to the TPM is by writing to specific registers.

1. Upon a successful command abort, the TPM SHALL stop the currently executing
command, clear the FIFOs, and transition to idle state.

1445 2. The following operations SHALL cause a command abort:
a. Writin ga 1 to TPM_STS_ x.commandReady during the execution of a command.

b. Writinga 1 to TPM_STS_x.commandReady during the receipt of a command but
before execution of a command.

Writinga 1 to TPM_ACCESS_x.Seize ,but only when successful.

1450 d. Writinga 1 to TPM_ACCE SS_x.activelLocality.
e. Successful completion of the HASH_START per Section 4.2, Locality -Controlled
Functions .
3. The TPM internal state MAY either be in the pre -aborted comman d or post -aborted

command state and SHALL not be in any intermediate state.

1455 4. For commands indicated as short or medium duration (i.e., those that do not cause
key generation), the TPM  SHALL respond to an abort  within TIMEOUT A . For
commands indicated as lon g duration or those that cause key generation, the TPM
SHALL respond to a request to abort the command within TIMEOUT B .
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5.5.2.4 Access Register

The purpose of this register is to allow the processes operating at the various localities

to share the TPM. The basic  notion is that any locality can request access to the TPM
by setting the TPM_ACCESS_x.requestUse field using its assigned TPM_ACCESS_x
register address. If there is no currently set locality, the TPM sets current locality to

the requesting one and allows o perations only from that locality. If the TPM is
currently at another locality, the TPM keeps the request pending until the currently

executing locality frees the TPM. Software reling
1 to the TPM_ACCESS_x.activeLocali ty field. Upon release, the TPM honors the highest

|l ocality request pendi ng. I f there is no pending
state.

There may be circumstances where the access to tt

or ill -behaved software. For th is reason, the TPM_ACCESS x.Seize field may be used.
It is generally assumed that software executing at higher level localities is more
trusted and less prone to crashing and better behaved at relinquishing the TPM. The
TPM_ACCESS x.Seize field allows high er-level localities to gain control of the TPM.
This method, however, should be the exception rather than the common method for
gaining access to the TPM.

In TPM 1.2, t he relationship between the internal flag TPM_PERMANENT_FLAGS -
>tpmEstablished and the in  terface field TPM_ACCESS_x.tpmEstablishment is inverted
logic. Therefore, when one is FALSE the other is TRUE. This is because software
accesses the TPM_PERMANENT FLAGS ->tpmEstablished field and expects "positive"
logic, while hardware reads the TPM_ACCESS  x.tpmEstablishment and expects
negative logic. = To maintain some minimum level of backwards compatibility, the
definition of the interface field TPM_ACCESS_x.tpmEstablishment maintains the same

logic as in a TPM 1.2. TPM 2.0 does not have a flag that cor responds to the
TPM_PERMANENT FLAGs->tpmEstablished nor a command to reset the
TPM_ACCESS_x.tpmEstablishment field, so an interface method has been added to

this definition of the FIFO interface to provide the same functionality for a TPM 2.0

Software writ ing to the TPM_ACCESS_x register should set only one field to a 1 for
each write. If a write to this register contains more than one field set to 1, the behavior
of this register is undefined in this specification and the behavior between TPM
implementatio ns may differ.

Software needs to consider that there is no timeout condition defined for the period
between the release of one locality until the access to a subsequent locality is granted

(i.,e. TPM_ACCESS x.activelLocality is set to 1), as this process hap pens practically
immediately from a Software point of view.

Note: The HASH_START/_DATA/_END sequence is independent of the Access register.
Software does not need to use the Access Register to send
HASH_START/_DATA/_END , because those commands assert Loca lity 4. As a result,
the TPM must always be ready to accept these commands when there is no active
locality.

1. The TPM SHALL implement the TPM_ACCESS_x register as documented in Table
18.

2. Any write operation to the ~ TPM_ACCESS _x register with more than one field set to
a 1 MAY be treated as vendor specific.

3. For each write, fields containing a 0 SHALL be ignored.
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Table 18 fi Access Register

Abbreviation:

TPM_ACCESS_x

General Description:

Used to gain ownership of the TPM

Bit Descriptions:

7 Read tpmRegValidSts

Default: 0 | This bit indicates whether all other bits of this register contain

Only valid values, ifitis a 1.

6 Read Reserved Default: 0 | SHALL return O
Only

5 Read/ | activeLocality Default: 0 | Read 0 = This locality is not active.
Write Read 1 = This locality is active.

Write 1 = Relinquish control of this locality

4 Read/ beenSeized
Write

Default: 0 | Read 0 = This locality operates normally or is not active

Read 1 = Control of the TPM has been taken from this locality
by another higher locality while this locality had its
TPM_ACCESS_ x.activeLocality bit set.

Write 1 = Clear this bit.

3 Write Seize
Only

Reads A write to this field forces the TPM to give control of the TPM to
always the locality setting this bit if it is the higher priority locality.
return O

2 Read pendingRequest

Default: 0 | Read 1 = some other locality is requesting usage of the TPM

Only Read 0 = no other locality is requesting use of the TPM
1 Read/ | requestUse Default: 0 | Read 0 = This locality is either not requesting to use the TPM or
Write is already the active locality

Read 1 = This locality is requesting to use TPM and is not yet
the active locality

Write 1 = Request that this locality is granted the active locality

0 Read tpmEstablishme

Default: 1 | There are some special end cases (e.g., error conditions) where

only nt software needs to know if a Dynamic OS has previously been
established on this platform. This bit performs this function. The
value of this flag SHALL be preserved across power and reset
cycles.
Read 0 = A Dynamic OS has been previously established on
this platform
Read 1 = A Dynamic OS has not been previously established on
this platform
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Bit Field: tpmRegValidSts

If TPM_ACCESS_x.tpmRegValidSts is set, then all other fields [bits 0:6] of
TPM_ACCESS_ x are guaranteed to be correct.

If this field remains a 0 for longer than the period specified in Section 5.5.1.4
Timeouts , Software may assume that the TPM is broken and should not use i t.

1. For any read of the TPM_ACCESS_x. register, the TPM SHALL insert wait state s
(either an LPC Bus Long Wait S ync or SPI wait cycle) until the field
TPM_ACCESS_x.tpmRegValidSts contain s a valid logical level (i.e., 0 or 1) which
represents its true state/v alue.

2. For all other register fields, which will contain a valid logical level only when
TPM_ACCESS_x.tpmRegValidSts = 1, the TPM SHALL not return with
TPM_ACCESS_x.tpmRegValidSts = 1 in response to a read if at least one of the
fields contains aninvalid | ogical level.

3. TPM_ACCESS_ x.tpmRegValidSts SHALL be set to 1 within the Reset Timing
requirements specified in Section 6.6 Reset Timing .

Bit Field: Reserved

This field is reserved for future use.

1. Writesto thisf ield SHALL be ignored. A read from this field SHALL return 0.

Bit Field: activeLocality
TPM_ACCESS_x.activeLocality has 3 functions:

1. It is used as an indicator to the Software to show whether the locality currently
reading the TPM_ACCESS_x register is the  active locality

2. ltis used by the Software that is currently accessing the TPM at the active locality
to relinquish contro | of the TPM by writinga 1 to TPM_ACCESS_x.activelLocality

3. It can be used by the Software that has a currently pending request (to obt ain the
active locality) to cancel this pending request by writing a 1 to
TPM_ACCESS_x.activelLocality .

The time from the request by a specific locality to become the active locality until the
active locality is granted may vary depending on whether ther e are already other
localities active.

After the request of a localty to become the active locality,
TPM_ACCESS_ x.activelLocality will be a 1 within TIMEOUT_A if there is no other

locality active at this time, otherwise TPM_ACCESS x.activelLocality will be a 1 only

after the other locality has relinquished control of its locality.

Read:

1. If the requesting locality is the active locality, the TPM SHALL return this
TPM_ACCESS_x.activeLocality = 1.

2. If the requesting locality is not the active locality the TPM SHALL return this

TPM_ACCESS_x.activeLocality = 0.

Family fA2.00 TCG Published Page 67
Level 00 Revision 00.43 Copyright © TCG 2003 - 2015 January 26, 2015



TPM Profile (PTP) Specification TCG PC Client Platform

Write:
1. If a write occurs at the current active locality:

a. Onawriteofa 1t o the active | ocalityds TPM_ACCESS _
TPM SHALL :

1550 i. Clear TPM_ACCESS_x.activeLocality field to 0 for the curr ent locality.
ii. Relinquish control of the TPM for the current locality.

b. If there are pending requests from other localities, the TPM SHALL transfer
control to the locality with the highest priority and  set
TPM_ACCESS_x.activelLocality to 1 for the new active locality.

1555 Note: This locality becomes the new active locality.

2. Ifawrite of 1 to TPM_ACCESS_x.activelLocality occurs at  a locality which is not the
current active locality and the locality performing the write has its
TPM_ACCESS x.requestUse set to 1 (e.g., there is a pending request for this
locality which has not been granted), the TPM SHALL cancel the pending request

1560 from this locality.

3. If the requesting locality is not the active locality and its
TPM_ACCESS_x.requestUse is 0, a write to this TPM_ACCESS_ x.activeLocality
SHALL be ignored.

4. TPM_ACCESS x.activeLocality @ SHALL be set to 1 within TIMEOUT_A after
1565 TPM_ACCESS_x.requestUse has been set to 1 if the TPMis in the "free" state.

5. If there is another locality active at the time when a subsequent locality sets its
TPM_ACCESS_x.requestUse field to 1, this TPM_ACCESS_x.activeLocality = SHALL
be set to 1 within TIMEOUT _A after the other locality has relinquished control of its
locality.

1570 For the handling of changing locality during command execution and aborts se e
Section 5.5.1.1 Bus Aborts

For example if Locality 2 is the current active locality and Locality O sets

TPM_ACCESS O.requestUse = 1, then Localty 0 has a pending request (i.e.

TPM_ACCESS 0.requestUse is 1) and all other localites (1 to 4) have
1575 TPM_ACCESS_x.pendingRequest set to 1.

If now Locality 3 sets TPM_ACCESS_3.requestUse = 1 now Locality 3 also has a
pending request with TPM_ACCESS_0.requestUse and TPM_ACCESS_3.requestUse
being 1 and all other localite s (0, 1, 2, 3 and 4) having
TPM_ACCESS x.pendingRequest set to 1.

1580 Now Localities 0, 1, 2, 3, and 4 have TPM_ACCESS_x.pendingRequest set to 1 and
localities 0 and 3 have their TPM_ACCESS_x.requestUse settol.
As soon as Locality 2 relinquishes control of t he TPM by setting

TPM_ACCESS_x.activelLocality to a 1, the TPM automatically transfers the control of
the TPM to Locality 3 (because of the locality priority rules) and the pending request
1585 remains for Locality O.

Now localities 1 to 4 have their TPM_ACCESS _ x.pendingRequest set to 1 and Locality
0 has TPM_ACCESS 0O.requestUse settol.
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If now Locality O decides not to maintain the request to use the TPM, it sets
TPM_ACCESS_0.activeLocality = 1 and consequently TPM_ACCESS_0.requestUse is
cleared to 0 and TPM_AC CESS_x.pendingRequest of the localities 1 to 4 are cleared to
0 as well.

Bit Field: beenSeized

If a locality is the active locality, Software can use this field to determine whether the
active locality has been taken away (i.e. seized) by another, higher priority locality and
therefore the seized locality needs to abort an entire task and restart it after it has

obtained the active locality again. This field can be cleared by the seized locality.

1. TPM_ACCESS_x.beenSeized SHALL be set to a 1 when the active locality gets
seized.

2. Awriteofa 1to TPM_ACCESS_x.beenSeized SHALL clear this fieldtoa O.

Bit Field: Seize

The seize operation is a mechanism as a "last line of defense", if rogue Software does
not relinquish control of a TPM and another, higher loca lity needs to obtain control of
the TPM.

In this case, the Software of the higher locality (i.e. seizing locality) sets the
TPM_ACCESS x.Seize field to a 1 and then polls on TPM_ACCESS x.activelLocality
until this field returns a 1 (i.e. successful seize o peration). At this point, the Software
operating at the lower locality will be informed about the successful seize operation by
TPM_ACCESS_x.beenSeized being settoa 1.

After the successful seize operation, the Software of the seizing locality reads the
TPM_STS x.commandReady field:

1. Ifthe TPM_STS x.commandReady field is a 0, software should write a 1 to the field
and then poll until it becomes a 1,

2. If the TPM_STS x.commandReady field is set and TPM_STS x.burstCount > 0 ,
software may immediately write the command to the TPM

Seize operations from Locality O are ignored by the T PM, unless the TPM is in Locality
None, since this operation has no real meaning for Locality O .
For example, if Locality O is the currently active locality and Locality 1 writes a 1 to

TPM_ACCESS_1.Seize, the TPM must clear the = TPM_ACCESS_0.activelLocality field of
locality O, i.e. remove control of the TPM from Localty O and set
TPM_ACCESS x.beenSeized to 1. Consequently, the TPM must abort any currently
executing command and stop accepting commands from Locality 0 as Locality 0 no
longer has control of the TPM.

1. If the write to TPM_ACCESS_x.Seize occurs from a locality of higher priority than
the current locality:

a. The TPM SHALL clear the TPM_ACCESS_x.activeLocality fields for any ac tive
locality of lower priority than the locality seizing the TPM.

b. The TPM SHALL NOT change the state of the TPM_ACCESS_x.requestUse field
for any locality except the one writing this field.
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c. The TPM SHALL set TPM_ACCESS x.activelLocality to a 1, clear the
TPM_ACCESS_x.requestUse field to a 0 for the locality writing this field, and, if
there are no other active requests, clear the TPM_ACCESS_x.pendingRequest
field to O for all other localities.

d. The TPM SHALL abort any command that is currently in process , as defined in
Section 5.5.2.3.1 Command Aborts

2. If the write occurs from a locality that is equal to or lower than the current locality
the TPM SHALL ignore the write.

3. Areadto TPM_ACCESS x.Seize SHALL return O.

Bit Field: pendi  ngRequest

This field indicates whether a locality other than the currently active locality has
request ed to become the active locality . Software can use this field to determine if it
should relinquish control of the TPM so that the other locality canuse i t.

1. When a locality writes a 1 to its TPM_ACCESS_x.requestUse, the TPM  SHALL set
TPM_ACCESS_x.pendingRequestto a 1 for all other localities.

2. If there are no pending requests, when the locality that has written a 1 to
TPM_ACCESS_x.requestUse has obtained th e control of the TPM as signified by
TPM_ACCESS_x.activeLocality, TPM_ACCESS_ x.pendingRequest for all other
localities SHALL be clearedto O .

3. When the locality with a pending request writes a 1 to its

TPM_ACCESS_x.activelLocality field (i.e. cancels the pen ding request):

a. If there are no other pending requests, the TPM SHALL clear all
TPM_ACCESS_x.pendingRequest fieldto 0.

b. If there is one other pending request, the TPM SHALL clear the
TPM_ACCESS_x.pendingRequest field to 0 for the locality with the active
request.

c. If there are multiple pending requests, the TPM SHALL NOT clear any

TPM_ACCESS_x.pendingRequest fieldto 0.
4. The TPM SHALL ignore writes to this field.

Bit Field: requestUse

This field is used to request access to the TPM as the active locality. Soft ware can
write a 1 to this field when it needs to get control of the TPM. After the request is
issued, Software must wait until its request to become the active locality is granted.

This field may only be cleared by writing a 1 to TPM_ACCESS_x.activelLocali ty for the
requesting locality.

Note:  Writing a zero to TPM_ACCESS x.request Use does not clear the pending
request for this locality. See bit field: activeLocality for more information.

1. When a locality writes a 1 to TPM_ACCESS_x.requestUse, the TPM  SHALL set this
field to 1 for the requesting locality.

Note: If the TPM_ACCESS x.requestUse is already  set to 1, the TPM SHALL ignore
writes of 1 to this field.
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1670 2. When the locality that has set its TPM_ACCESS_x.requestUse has been granted
control of the TPM as s ignified by TPM_ACCESS_x.activeLocality  set to 1, the TPM
SHALL clear the TPM_ACCESS_x.requestUse fieldto 0 for the requesting locality.

3. When a locality cancels a pending request, signified by writing a 1 to
TPM_ACCESS_x.activelLocality, the TPM SHALL clear this field to 0 for the
1675 requesting locality.

4. The TPM SHALL ignore writes of 0 to TPM_ACCESS_x.requestUse.

Bit Field: tpmEstablishment

TPM_ACCESS_x.tpmEstablishment is a register field which indicates whether a
Dynamic OS has been launched. The reason thi s register field uses inverted logic is to
1680  allow systems without TPMs to indicate, using this register, that no Dynamical OS has
been launched. Since the default state of the register field is 1, Reading from a device
t hat doesndt exi st to(climéehe meadireguest) oeturtiseavvalue ef all
ones, t herefore a read access to the TP MO s acce
present returns as if no Dynamic OS has been established.

1685 1. If the TPM_ACCESS x.tpmRegValidSts is set to 1, any read of the
TPM_ACCESS_x.tpmEstablishment  field SHALL reflect the correct value.

2. If TPM_ACCESS x.tpmRegValidStsis clearedto 0 (i.e., TPM_ACCESS register is not

valid):
a. TPM_ACCESS_x.tpmEstablishment MAY bea 0.
1690 b. TPM_ACCESS_x.tpmEstablishment SHALL NOT be a 1 unless that is the

correct value of the field.

3. TPM_ACCESS_ x.tpmEstablishment SHALL be 0 prior to initialization and update of
the DRTM PCR at the completion of HASH_END .

a. If TPM_ACCESS_x.tpmEstablishment is 0:

1695 i. TPM_ACCESS_ x.tpmEstablishment  SHALL remain O until the TPM receives
a write of 1 to TPM_STS_x.resetEstablishmentBit

ii. The value of TPM_ACCESS_x.tpmEstablishment SHALL NOT change across
power or reset cycles.

4. TPM_ACCESS_x.tpmEstablishment  SHALL be 1 if no DRTM HASH_END has been
1700 executed.

5. If TPM_ACCESS_x.tpmEstablishm ent is 1, receipt of a DRTM HASH_END
command SHALL clearitto 0 within TIMEOUT _A.

6. TPM_ACCESS_ x.tpmEstablishment SHALL be duplicated across Localities 0 -4.

Family fA2.00 TCG Published Page 71
Level 00 Revision 00.43 Copyright © TCG 2003 - 2015 January 26, 2015



1705

1710

1715

1720

1725

1730

1735

1740

TPM Profile (PTP) Specification TCG PC Client Platform

5.5.2.5 Status Register

The TPM_STS x.commandReady field is functionally overloaded. If there is no

command being executed, a write to this field is an indicator to the TPM that it must

prepare to receive a command. If there is a command being executed, a write to this

field serves as an abort of that command. If a command has completed and the results

have been read, a write to this field allows the TPM to free internal resources

(including the Read and Write FIFOs) and proceed with background or other processes

allowed during idle time. A TPM may be designed in a manner that allows the first

writetothisfield t o c¢cl ear and free the TPM&6s resources an
command.

Software must be prepared to send two writes of a 1 to this field: the first to indicate
successful read of all the data, thus clearing the data from the ReadFIFO and freeing
the TPMO6s resources, and the second to indicate toc

command. The time between receiving the data from a command and sending the first
write to this field should be very short to allow TPMs that perform background
processing t o proceed. The time between the first write and the second indicates the
beginning of a new command is arbitrary.

Software may be written such that the second write to this field is only necessary if the

TPM does not respond with a ready after the first wr ite. In this case, the software, after
writing a 1 to this field indicating the receipt of the data, may query this field. If the
TPM sets this field to a 1 indicating its readiness to receive a command, the software
may proceed to send the command without writing a 1 to this field.

5.5.2.5.1 TPM Status Register States

For each write to this register, there SHALL be only one field setto a 1. If the TPM
receives a write with more than one field set, the TPM SHALL ignore the entire cycle.
For each write, fields contai  ning O are ignored.

The TPM is considered to be in one of the following defined states:

1. Command Reception occurs between the write of the first byte of a command to the
WriteFIFO following a ready state and the receipt of a write of 1 to
TPM_STS x.tpmGo.

2. Command Execution occurs after receiptofa 1 to TPM_STS x.tpmGo and the TPM
setting TPM_STS_ x.commandReady:dataAvail to a 1, unless the command is
aborted as defined in Section 5.5.2.3.1 Command Aborts

3. Command Completion occur s after completion of a command (indicated by the TPM
setting the TPM_STS_x.commandReady:dataAvail to a 1 and before a write ofa 1 by
the software to TPM_STS_x.commandReady).

4. Idle is any time after Command Completion followed by the write of a 1 by the
software to TPM_STS_x.commandReady, following locality change, or a command
abort . Idle is the initial state of TPM upon completion of _TPM_INIT.

5. Ready is any time the TPM is ready to receive a command, as indicated by
TPM_STS_x.commandReady being set.
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The following informative diagram is derived from the above normative statements. It
is informative and only for illustrating diagrammatically the above TPM states and
their transitions. The numbers in parentheses reference the states represented by row

numbers in Table 22 i State Transition Table
Must do so < TIMEOUT_B
(OA) Remain Idle i (7) Write 1 to commandRead
(3) Write 1 to commandReady y
Ready
(0B) TPM may go directly to Ready
only if time since entering Idle
<TIMEOUT_B
(37) Write 1 to commandReady (9) Write 1st byte to write HFO
Command
Reception
Command
Completion
(18) Write 1 to tpmGo
(22) Command Completes Command
Execution
Figure 3 fi State Transition Diagram
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5.5.2.5.2 Bus Access of the Status Register
1. For any read from the TPM_STS_x. register, the TPM SHALL assert zero or more

wait states (either an LPC Bus Long Wait Sync or SPI wait cycles) until all fields in
the register, except TPM_STS x.dataAvail and TPM_STS_ x.Expect , contain a valid
logical level (i.e., O or 1) which represents their true state/value.

For the r egister fields TPM_STS_x.dataAvail and TPM_STS_x.Expect, which will
contain a valid logical level only when TPM_STS_x.stsValid=1, the TPM SHALL not
return  with TPM_STS x.stsValid =1 in response to a read if either
TPM_STS x.dataAvail (while reading results) or TPM_STS_ x.Expect (while sending a
command) contains an invalid logical level, respectively.

The TPM SHALL implement the Status Register as documented in Section 5.5.2.5
Status Reqister .
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Table 19 i Status Register

Abbreviation:

TPM_STS_x

General Description:

Contains general status details

Bit Descriptions:

31:2 | Read | reserved Reads always
8 Only return 0
27:2 | Read | tpmFamily TPM Family Identifier
6 Only 00: TPM 1.2 Family
01: TPM 2.0 Family
10: Reserved future use
11: Reserved for future use
25 Write | resetEstablish | Reads always | Reads always return 0
Only mentBit return 0 Writes (0): Ignored
Write of 1| \ites (1): Reset TPM_ACCESS_x.tpmEstablished bit if the
Eiefl' o Jhe write occurs from Locality 3 or 4.
stablishe e .
Flag Valid indicator: NA
24 Write | commandCan | Write Only Reads always return 0
Only | cel A write of a 1 to this field after tpmGo and before dataAvail
aborts the currently executing command, resulting in a
response of TPM_RC_CANCELLED.
A write of 1 to this field after dataAvail and before tpmGo is
ignored by the TPM.
Writes of O are ignored.
Valid indicator: NA
23:8 | Read | burstCount Default = | Indicates the number of bytes that the TPM can return on reads
Only number of | or accept on writes without inserting wait states on the bus.
consecutive Valid indicator: NA
writes that
can be done
to the TPM
7 Read | stsValid Default: 0 This field indicates that TPM_STS_ x.dataAvail and
Only TPM_STS_x.Expect are valid.
Valid indicator: N/A
6 Read/ | commandRea | Default: 0 Read of 1 indicates TPM is ready, Write of 1 causes TPM to
Write | dy transition its state.
Valid indicator: N/A
5 Write | tpomGo Reads always | After software has written a command to the TPM and sees that
Only return 0 it was received correctly, software SHALL write a 1 to this field
to cause the TPM to execute that command.
Valid indicator: N/A
4 Read | dataAvall Default: 0 This field indicates that the TPM has data available as a
Only response. When set to 1, software MAY read the ReadFIFO.
The TPM SHALL clear the field to O when it has returned all the
data for the response.
Valid indicator: TPM_STS_x.stsValid = 1
3 Read | Expect Default: 0 The TPM sets this field to a value of 1 when it expects another
only byte of data for a command. It clears this field to a value of 0
when it has received all the data it expects for that command,
based on the TPM size field within the packet.
Valid indicator: TPM_STS_x.stsValid = 1
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Abbreviation: TPM_STS x

General Description: Contains general status details

Bit Descriptions:

2 Read | selfTestDone | Default: 0 This field indicates that the TPM has completed all self-test
Only actions following a TPM_ContinueSelfTest command. Read of
0 indicates self-test is not complete. Read of 1 indicates self-
test is complete.

1 Write | responseRetr | Reads always | Software writes a 1 to this field to force the TPM to re-send the
Only y return O response.

Reads SHALL return O
Valid indicator: N/A

0 Read | Reserved (0) | Reads always
Only return O

Bit Field: resetEstablishmentBit

1765 This field is used to replace functionality provided by the TSC_ResetEstablishme ntBit
command in TPM 1.2. This command is not present in TPM 2.0, but this interface
mechanism provides equivalent functionality.

This field is used to reset the state of the TPM_ACCESS_x.tpmEstablished field, once

that bit has been setto 0 by a D -RTM sequence. A write to this field will be processed
1770 by the TPM as if a command has been received. Once this field is written, the TPM wiill

clear commandReady until the TPM_ACCESS_x.tpmEstablished flag has been cleared.

This field can only be written from Loc alities 3 and 4.

The TPM will treat a write to this bit as if the TPM has received a Command, and will

set TPM_STS x.dataAvail to 1 once the actions of the operation have been completed.
1775  As the TPM may or may not place data in the FIFO, software should ig nore this data.

It will be overwritten in the next command cycle.

1. Readsto TPM_STS_ x.resetEstablishmentBit SHALL always return 0.
2. For Localities 0 -2, writes are ignored.
3. For Localities 3 and 4

1780 a. Writes of 0 are ignored

b. When in the Ready state, writes of 1 set TPM_ACCESS_x.tpmEstablished bit to
a 1 and clear TPM_STS x.resetEstablishmentBit bit to 0 within TIMEOUT_A

Bit Field: commandCancel

Cancel may be used by software to request the TPM to terminate processing the
1785 current command. Software might request t his because the system is going to a lower
power state. The TPM will either complete the currently processing command and
return the result, or will cancel the command and return the return code
TPM_RC_Canceled. In general, for long running commands, the TPM may have
checkpoints in its code to check the state of the Cancel field. If, at one of these
1790 checkpoints, the TPM sees a Command Cancel request, the TPM has the option of
canceling the command or completing the command.
perform thischeck. TPM6s that can finish al/l commands with
may return the command response instead of cancelling the command.
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Cancel is an asynchronous input. Driver writers should take care in use of this
1795 function in their drivers, as the TPM could enter a state where it would process no
commands. This case occurs if SW sends a Cancel, but fails to clear it. The TPM
would cancel or complete the command and transition to Command Completion with a
result. If SW completes that trans action and starts a new transaction without clearing
Cancel, the TPM will check Cancel during Command Execution and likely cancel the
1800 next command as well. Driver writers should take care to send Command Cancel
requests only when the TPM is in Command Exe cution state and to only clear the field

when the TPM has exited Command Execution to avoid unexpected behavior
1. When the  TPM is in  the Command Execution state and
TPM_STS_x.commandCancel is setto 1
1805 a. The TPM MAY terminate command processing,
b. The TPM SHALL return a response and transition to the Command Completion
state:
i. If the command is successfully completed, the TPM SHALL return the
command response.
1810 ii. Ifthe command is terminated, the TPM SHALL return TPM_RC_CANCELED.

iii. The TPM SHALL complete the command o r cancel it within TIMEOUT _B.

2. When the TPM is in any state other than Command Execution, the TPM SHOULD
ignore TPM_STS_x.commandCancel.

Bit Field: BurstCount:

1815 It's helpful to understand burstCount by first explaining it in the context of an
example impleme ntation. For example, a TPM's firmware processes commands once
they are received by the TPM . Software however, does not directly interact with the
TPM's firmware. Rather, it sends and receives data via hardware registers called a data
FIFO. During a comman d send phase , software writes command data directly to the

1820  data FIFO which the firmware reads from the FIFO. There is no relationship between
the size or amount of data sent to the data FIFO (from either side) and the size of the
command or t he easmpmedhedaasFIFO, therefore, can be thought of as

a hardware buffer between the software and the TPM's firmware. The value in the
burstCount field is simply the number of bytes that can be written or read from the
1825  data FIFO (i.e., the hardware buffer ) at any one time. It will likely require multiple

writes (for command send) or multiple reads (for response reads) to and from the data
FIFO in order to send a command and read a response.

It is expected that the data FIFO is sufficiently fast so that, pr ovided there is room
(during command send) and bytes available (during a read response) in the data FIFO,

1830 all writes and reads will occur without any wait states. Therefore, burstCount is
defined as the number of bytes that can be written to or read from the data FIFO by
the software without incurring a wait state .

Software should read this field and write or read the number of bytes indicated. Once

that number of bytes ha s been written to the TPM, the TPM may set burstCount = 0.
1835 Software must wait while b urstCount = 0, by polling on burstCount, until the TPM

sets burstCount > 0. Once burstCount > 0 software resumes writing or reading data

up to the new burstCount value.
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Again, there is no relationship between the size of the data FIFO

TCG PC Client Platform

and the value in the

burstCount field, versus the size of the command or response data. On a command
send, software must not pad to the data FIFO nor must it read more response data

t han i ndi cated

by the c¢comma

ndds response s

several data FIFO's worth of command data to the TPM, there are seven bytes left to
send, even if burstCount = 16, software must still only send seven bytes. Conversely,

on response read if there are only three bytes left of the response to read , Software
must only re ad three bytes from the data FIFO even if burstCount = 16.

This field may be

dynamic or static

TPM_INTF_CAPABILITY_x.burstCountStatic.

A dynamic burstCount  field reports a changing number of bytes that can be read or
written. For example, o n command send, as data is written to the data FIFO the
burstCount field is decremented by the number of bytes written indicating there are
fewer bytes available to write into the data FIFO. As the firmware reads the data out of

the data FIFO the burstCoun t field is incremented indicating there are more bytes
available in the FIFO. Conversely, on response read, as software reads data from the
data FIFO the burstCount  field decrements indicating there are fewer bytes in the data

FIFO available to read withou

data to the data FIFO the burstCount

available to read without incurring

t incurring a wait state .
field increments indicating there are more bytes

a wait state .

as indicated by

As firmware writes response

A static burstCount  field reports a fixed number of bytes that can be read or written.
Software reads burstCount and must keep track of that value. Once software begins to
write, for command send, or read, for response read, the TPM sets burstCount = O

until the fixed value is written or read. Only after the fixed number

written or read will the burstCount
Note that in this case, burstCount

to read burstCount once when the software is first initialized

of bytes have been

field contain a nonzero value for software to read.

is a fixed value from

and to use the saved value until the next _TPM_INIT. In
of burstCount, software only needs to look at whether burstCount is a zero or non -

zero value.

Note : It takes roughly 330 ns per byte transfer

_TPM_INIT, allowing software
and to save the value,
this case after the initial read

on LPC. 256 bytes would take 84 us.

Chipsets may not be designed to post this much data to LPC; therefore, the CPU itself

is stalled for much of this time. Sending 1 kB would take 350

the TPM_STS x.burstCount field

the transactions are done using 4
transfer 1kB of data.

1. For dynamic burstCount (l.e., T

a. For command send phase

us. Therefore, even if

is a high value, software should be interruptible
during this period. For SPI, assuming 20MHz clock and 64  -byte transfers, it would
take about 120 usec to move 256B of data. Sending 1kB would take about 500 usec. If

bytes at a time, then

it would take about 1 msec. to

PM_INTF_CAPABILITY_ x.burstCountStatic == 0):

i. If the data FIFO is not ready to receive data from the software without

incurring an LPC wait state, the

TPM SHALL set burstCount = 0.

Note: this rule applies not just to the beginning of the command send phase

but at any time during the command send phase. E.g., after several writes to

the data FIFO have occurred the software may fill the data FIFO complete ly
because the firmware cannot read and process the data as fast as software

can write it.
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When the TPM is ready to receive data in the data FIFO, the TPM SHALL set
burstCount equal to the number of bytes software can write without
incurring an LPC wait st ate.

(1) As data is received from software into the data FIFO, the TPM SHALL
decrement burstCount.

(2) As the TPM (e.g., firmware) reads data from the data FIFO the TPM
SHALL increment burstCount.

b. Forresponse read phase

If the data FIFO is not ready to return dat a to the software without incurring
an LPC wait state, the TPM  SHALL set burstCount = 0.
Note : this rule applies not just to the beginning of the response read phase

but at any time during the response read phase. E.g., after several reads
from the data FI FO have occurred the software may read all the data in the
data FIFO (i.e., empty the data FIFO) because the firmware cannot place
response data inthe FIFO as fast as software can read it.

When the TPM is ready for software to read data from the data FIFO , the
TPM SHALL set burstCount equal to the number of bytes software can read
without incurring an LPC wait state

(1) As software reads data from the data FIFO, the TPM SHALL decrement
burstCount.

(2) As the TPM (e.g., firmware) writes data to the data FIFO the T PM SHALL
increment burstCount.

2. For static burstCount (l.e., T PM_INTF_CAPABILITY_x.burstCountStatic = ==1):

a. For command send phase

If the data FIFO is not ready to receive data from the software without
incurring an LPC wait state, the TPM SHALL set burstCou nt= 0.

When the data FIFO is ready to receive data from the software without
incurring an LPC wait state, the TPM SHALL set burstCount equal to the
maximum number of bytes that can be transferred by software to the TPM
without incurring LPC wait sync.

Upon receipt of the first command data byte the TPM SHALL set burstCount
= 0. The burstCount field @ SHALL remain set = 0 until the indicated number
of bytes have been sent by software to the data FIFO.

. Once the TPM has received the indicated number of bytes in the data FIFO,

the TPM must set burstCount equal to the first value that was sent to the
software.

Note: for static burstCount, burstCount is a fixed value and SHALL NOT
change after _TPM_INIT until the next _TPM_INIT.

b. Forresponse read phase

If the data FIFO is not ready to return data to the software without incurring
an LPC wait state, the TPM  SHALL set burstCount= 0.
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ii. When the data FIFO is ready for software to read data without incurring an
LPC wait sync the TPM  SHALL set burstCount equal to the maxim um
number of bytes that can be read by software without incurring LPC wait
sync.

i. Upon softwareds read of the fir SSHALr ses ponse

burstCount = 0. The burstCount field SHALL remain = 0 until software has
read the indicated number of b ytes from the data FIFO.

iv. Once the software has read the indicated number of bytes from the data
FIFO, the TPM SHALL set burstCount equal to the first value that was sent
to the software.

Note: for static burstCount, burstCount is a fixed value and SHALL NOT
change after _TPM_INIT until the next _TPM_INIT.

3. Following a write to TPM_STS_Xx.responseRetry or a command a bort operation , any

value previously read from the TPM_STS x.burstCount field is invalid until
TPM_STS x.DataAvail =1 .
4. Timeout:
a. For command send: After TPM_STS_x.commandReady is set to 1,
TPM_STS x.burstCount SHALL be non-zero within the time specified by
TIMEOUT_A.

b. For response read: After TPM_STS_ x.DataAvail == 1, TPM_STS_x.burstCount
SHALL be non -zero within the time specified by TIMEOUT_ A.

5. The TPM SHALL be designed to report the correct count even though there is a
time delay in returning the 2 bytes on the LPC bus.

There are many ways to ensure the correct count is always reported . A few examples
are below :
Return 0x00 for the upper byte in al | cases. This limits the field to 255 bytes, but that

is a sufficiently large number that polling on this register every 255 bytes is
insignificant in terms of performance.

Guarantee that the count does not change between the read of the first byte and the

read of the second byte.  This could be done if the hardware updates the count field at

the time of the previous read or write and does not change it until the next read or

write.  Alternatively, i t could be done if hardware latches both bytes of the coun t that
is returned on the read of the first byte, and returns the latched second byte on the

next read. In this case, if there is a read or write of the data before the next read of the
TPM_STS_ x.burstCount, then the latch is reset.

Use static burstCount.

Note that there could be the case where internally the TPM is processing the FIFO and
TPM_STS_x.burstCount is dynamic, whereby the count is changing even though there
are no LPC bus transactions. In this case, the read of the low byte might not be
synchron ized with the high byte 8 hardware must not allow this condition.
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Bit Field: stsValid

TPM_STS x.stsValid gates reads to the fields
TPM_STS x.Expect. If TPM_STS x.stsValid is not set, then TPM_STS x.dataAvail and
TPM_STS x.Expect a re not guaranteed to be correct. If the TPM does not support the
stsValid Interrupt, software that is using TPM_STS_x.dataAvail or TPM_STS_x.Expect

must poll on TPM_STS_ x register until TPM_STS_x.stsValid is set.

not use the contents of th e status register if this field is O.

1. The TPM SHALL set the TPM_STS_ x.stsValid field within TIMEOUT _

data cycle to this register is received.

2. The TPM SHALL not set the TPM_STS_x.stsValid field to 1 unless either the
TPM_STS x.Expect field i s wvalid in the command Completion state or
TPM_STS_x.dataAvail field is valid in the command Reception state

Bit Field: commandReady

TPM_STS x.commandReady is a dual

TPM Profile (PTP) Specification

TPM_STS_ x.dataAvail and

Software should

A after the last

-function field. It is used by the TPM to indicate

readiness to receive a command. Softwa re uses this field to initiate a command

sequence with the TPM.

Note on software usage of this field:

Software should be designed such that it checks this field before sending any new data

to the TPM dat a

FI FO. Thi s

al

| ows

Softivdarenshoule

never send data to the TPM when this field is set to O, indicating the TPM is not ready.
After software has successfully received data from the TPM, it should write a 1 to this
field to signal to the TPM that the response was correctly r

Read:

1. The TPMisinthe Ready state when this field is set to 1.

a. The TPM SHALL not enter the

WriteFIFO are empty.

eceived.

Ready state unless both the ReadFIFO and

b. The TPM SHALL clear this field to O when the first byte of data is received into

the WriteFl FO.

2. The TPMisnotina Ready state when this field is set to 0.

Write:

1. Awrite of O to this field SHALL be ignored.
2. Upona write ofa 1 to this field.

a. When in the Ready state, the TPM SHALL ignore this write and remain in the

Ready state.

b. When in the Idle state, the TPM SHALL enter the Ready state within the time

TIMEOUT_B.

c. When inthe Command Reception state, the TPM SHALL treat this as an abort
according to Section 5.5.2.3 Command Aborts

i. Wheninthe Command Completion state:
ii. The TPM SHALL clear the ReadFIFO and the WriteFIFO.

iii. The TPM SHALL enter either the
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iv. If the TPM does not enter the Ready state within time TIMEOUT_B, it SHALL
enter the Idle state.

d. When in the Command Execution state, the TPM SHALL cause the currently
executing command to be aborted according to Section 5.5.2.3 Command
Aborts .

Bit Field: tpmGo

This field is used by Software to tell the TPM to execute the received command.
Execution of the command m ay take from several seconds to minutes for certain
commands, such as key generation. Software should confirm the TPM has received
the complete command by reading the TPM_STS x.stsValid and TPM_STS x.Expect
fields. This field is write  -only.

1. The TPM SHALL execute the received command on a write of 1 to this field.
2. The TPM SHALL ignore a write of 0 to this field and SHALL NOT return an error.
3. The TPM SHALL return O on a read request.

Bit Field: dataAvail

The TPM sets this field when it is ready to return th e response. The validity of this field
is determined by TPM_STS_x.stsValid, as defined in normative text for the Bit Field:
stsValid

To detect overruns/under runs, software SHOULD read TPM_STS_x.dataAvail before it

reads what it thinks is the last byte of the response. If TPM_STS x.dataAvail is 1, then
there is at least 1 more byte to read. Software reads the last byte and re -reads
TPM_STS_x.dataAvail. In this case, TPM_STS_x.dataAvail should be 0; since, if things
are working correctly, there is no more d ata to return. If TPM_STS x.dataAvalil is still

1, then the TPM has more data to return, and software is out of sync with the
hardware; therefore, software should set TPM_STS_ x.responseRetry to force the TPM

to resend the response.

If a read of TPM_STS x.da taAvail returns a 0 before software reads the last byte, the
TPM thinks it has no more data to return, while software still expects 1 more byte. In

this case, software SHALL set TPM_STS x.responseRetry to force the TPM to resend
the response.

If the DataAv aillnt interrupt is not supported, software must poll on the TPM_STS x
register until TPM_STS x.dataAvail is set.

1. The TPM SHALL not set this field to a 1 unless it has completed command
execution and data is ready to be read.

a. The TPM SHALL set this field w hen data is present in the ReadFIFO.

b. The TPM SHALL set this field when software writes to
TPM_STS_x.responseRetry.

The TPM SHALL make data available in the ReadFIFO when this field is set.

d. The TPM SHALL set the DataAvailint interrupt, if the interrupt is s upported,
after setting this field.

2. The TPM SHALL set this field to zero if it is either not ready to transmit data or has
returned the last byte of data.
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a. The TPM SHALL clear this field to

TPM Profile (PTP) Specification

0 when the ReadFIFO is empty because either

the TPM has sent all th e data or is not ready to send data

b. The TPM  SHALL

clear this field to

0 when software sets

TPM_STS x.commandReady = 1 even though the response data has not been

read.

3. This field SHALL be valid if TPM_STS x.stsValid is set.

Bit Field: Expect

This field is s et by the TPM when it expects to receive data from software. The validity
of this field is determined by TPM_STS_x.stsValid.

The TPM will set this field once it starts receiving data. The field will stay set until the

TPM receives at least 10 bytes, as t

his is the smallest valid command length. The TPM

will use the first 10 bytes to determine the actual length of the command. If the length
is longer than 10 bytes, this field will stay set until the TPM receives the full

command.

1. Software should examine t he Expect field before and after sending the last byte to
ensure the TPM has received the full command. If the Expect field is set to 1 before
software sends the last byte of the command, there is no error condition. Software

d check Expect again. If the Expect field is set to a O,

the command has been successfully received. If the value of the Expect field is O

prior to software sending the last byte or is 1 after software sends the last byte, an

re should restart the command.

should send the last byte an

error has occurred and softwa

2. The TPM SHALL set this field to

set this field to 1 when in the Ready state.

The TPM SHALL NOT set this field to
The TPM SHALL clear this field to

This field SHALL be valid if TPM_STS_x.stsValid is set.

Bit Field: selfTestDone

1 when in the command Reception state and MAY

1 in any other state.

0 when in any other state.

This field is set by the TPM t o itestfdllmviend e t he
receipt of a TPM_SelfTest command. The field will be at
capabilities remaining to be tested. Once the TPM completes its self -test, it sets this
bittoa 1. This field is always valid.

1. The TPM SHALL set this field to

command TPM_ SelfTest are done.

2. The TPM SHALL NOT set this field to

required by TPM_ SelfTest.

3. The TPM SHALL ignore writes to this field and

Bit Field: responseRetry

This field is set by Software to force the TPM to rese nd
command. This may occur if a TPM exceeds the timeout defined for the response.
Software should implement a retry counter and set this field if the retry counter is less

than its threshold. This field is write -only.
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1. The TPM SHALL resend the last response on a write of 1 to this field.
2. The TPM SHALL ignore writes of O to this field and SHALL NOT return an error.
3. The TPM SHALL return 0 on a read request

5.5.2.6 Data FIFO Register

This register is the port used by the TPM to return d ata and status to software.
Return packets for commands are multiple bytes but are read by software in 1 -byte
increments. Software should read the TPM_STS_x.burstCount field to determine how

many consecutive bytes it can read. Software should read the TP M_STS_x.burstCount
field for better general system performance.

As the HASH_START/_DATA/_END i nterface commands are independent of the
TPM_ACCESS x register, processes calling these commands should not poll
TPM_STS x.burstCount and should send data to the TPM using only the interface
protocols and bus speeds.

Table 20 i Data FIFO Register

Abbreviation: TPM_DATA_FIFO_x

General Description: Data port for TPM

Bit Descriptions:

7:0 Read/Write | Default: Reads to this register return Command Response data.
undefined | Writes to this register contain Command Send Data

1. When TPM_STS_ x.stsValidis setto 1l and TPM_STS_x.dataAvail is cleared to O, the
TPM SHOULD return FFh to any read request to the Data FIFO register.

2. The TPM SHALL NOT drop a write on the bus when it is not able to accept it.
Instead, it SHALL insert one or more wait states, according to the interface protocol
(e.g. wait -sync the LPC bus or an SPI wait cycle according to Section 6.4.5 Flow
Control ).
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2110 5.5.2.7 Interface Capability

This register is only valid for a FIFO interface. Bits 9 and 10 allow the TPM to
communicate the maximum data transfer size it supports. The TPM may support
larger transac tions on LPC.

1. This register SHALL be valid if TPM_CRB_INTF_ID _x.InterfaceType is set to 0000 or

2115 1111. For all other values of TPM_CRB_INTF_ID _x.InterfaceType, this register is
invalid.
2. The DataTransferSizeSupport field indicates the maximum transfer size supported
by the TPM.
3. If the TPM supports only legacy transfer sizes, the DataTransferSizeSupport field
2120 SHALLbe set to 6006.

a. Reads and Writes SHALL only be accepted at the offset for the DATA_FIFO.
b. TPM SHALL perform a bus abort on transactions to the XDAT A _FIFO.

4. 1 f the TPM supports any DataTransfer SizeSupport
a. The TPM SHALL support the XDATA_FIFO in addition to the DATA_FIFO.

2125 b. The TPM SHALL accept any data transfer size up to and including the size
indicated by DataTransferSizeSupport.

Note: This includes data transfers from 1 -4 bytes, which may be written to
either the DATA_FIFO or the XDATA_FIFO.
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Table 21 i Interface Capability

Abbreviation:

TPM_INTF_CAPABILITY_x

General Description:

Provides information of which interrupts that particular TPM
supports. The TPM SHALL implement this register.

Bit Descriptions:

31 Read | Reserved Default: Vendor | The value of this field is not specified.
Only Defined
30:28 | Read | InterfaceVersion Default: 000: Interface 1.21 or earlier
Only Defined by 001: Reserved
hardware 010: Interface 1.3
011: Interface 1.3 for TPM 2.0 as defined in
this specification.
100-111: Reserved
27:11 | Read | Reserved Reads always
Only return O
10:9 | Read | DataTransferSizeSupport Default: 00 but Indicates what transaction size the TPM
Only Defined by supports for Data transfers
hardware 11 = TPM supports 64-byte maximum transfer
size (note, support for 64-byte transfer
size also indicates support for legacy, 8-
and 32-byte transfers)
10 = TPM supports 32-byte maximum transfer
size (includes support for legacy and 8-
byte transfers)
01 = TPM supports 8-byte maximum transfer
size (includes support for legacy)
00 = TPM supports legacy transfer size only
8 Read | BurstCountStatic Default: Defined | Indicates whether the TPM_STS_x.burstCount
only by hardware field is dynamic or static
1=TPM_STS x.burstCount is static
0 = TPM_STS_x.burstCount is dynamic
7 Read | CommandReadylIntSupport | Default: Defined | Corresponds to
only by hardware TPM_INT_ENABLE_x.commandReadyEnable
1 = supported
0 = not supported
6 Read | InterruptEdgeFalling Default: Defined | Falling edge interrupt support
Only by hardware 1 = supported
0 = not supported
5 Read | InterruptEdgeRising Default: Defined | Rising edge interrupt support
Only by hardware 1 = supported
0 = not supported
4 Read | InterruptLevelLow Mandatory: Low level interrupt support. This interrupt
Only SHALL be 1 trigger is mandatory.
1 = supported
0 = not allowed
3 Read | InterruptLevelHigh Default: Defined | High level interrupt support
Only by hardware 1 = supported
0 = not supported
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2 Read | LocalityChangelntSupport Mandatory: Corresponds to
Only SHALL be 1 TPM_INT_ENABLE_x.localityChangelntEnabl
e. This is a mandatory interrupt.

1 = supported
0 = not allowed

1 Read | stsValidintSupport Default: Defined | Corresponds to
Only by hardware TPM_INT_ENABLE_x.stsValidintEnable

1 = supported
0 = not supported

0 Read | dataAvaillntSupport Mandatory: Corresponds to

Only SHALL be 1 TPM_INT_ENABLE_x.dataAvaillntEnable.
This is a mandatory interrupt.

1 = supported

0 = not allowed

2130

5.5.2.8 Status Field State Transitions

Table 22 i State Transition Table shows the changes in status fields based on the

command or action done to the TPM. Notice this is not a state transition table covering

the states defined in Section 5.5.25.1 TPM Status Regqister States rather a table
2135 describing how the status fields change based on initial condition and action taken.

The following rules applyto  Table 22 fi State Transition Table

1. There MAY be intermediate status field states, where a command has finished, but
TPM_STS x.dataAvail is not yet set. Software is expected to poll until the
appropriate status field is set.

2140 2. The fields in the table represent values only when TPM_STS x.stsValid = 1.
Transitional states when TPM_STS x.stsValid = 0 are neither captured nor
represented in this table.

3. This table applies only to status field states where a locality has already been
selected and no change in locality is pe  rformed.

2145 4. The statement s i n t he col umn | ifdoneative d whelc t i on
shaded and are derived from normative statements contained within the definitions
of the TPM_STS_x register in Section  5.5.2.5 Status Reqister , the descr iption of the
FIFO handling in S ection 2 Handling Command FIFOs , the description of the
command transmission in Section 5.5.2.2.1 Command Send and the description of
2150 the response reception in Section 5.5.2.2.2 Data Availability . If there is an
inconsistency between this column and the statements within normative
definitions of the TPM_STS.x registers, the normative statements within definitions
of the TPM_STS.x registers take precedence. The statements made in unshaded

text and delimited by the phrases: 0Start of
2155 nor mati ve comment 6 ar e nor mati ve. Not e, t his

notation.

5. Normal transitions are highlighted i n yellow and are indexed to the state

transitions illustrated in Figure 3.

6. In all cases in Table 22 i State Transition Table where Idle is the next state, the
2160 TPM is allowed to transition directly to Read y effectively via transition 0.B. This
simplifies the table by not having to show two ending states possibilities. When
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making a transparent transition to the Ready state, the TPM is not required to
indicate it is or has been in the Idle state to the softw are, therefore, making this
transition transparent to the software.

2165 7. The following abbreviations are used in Table 22 fi State Transition Table

Label Bit Definition

C/IR TPM_STS_x.commandReady

D/IA TPM_STS_x.dataAvalil

E TPM_STS_x.Expect

TG TPM_STS_x.tpmGo

R/R TPM_STS_x.responseRetry

N/C No Change to this field from previous

State

5 No TPM access for the corresponding
data element

Either 0 or 1. The TPM is allowed to
maintain this field as either value for this

X state. Software SHALL be capable of
managing the TPM if either case is
implemented.
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Table 22 fi State Transition Table
" Present State of Fields / Data Written to TPM_STS_ x | Next State & Result / Action Taken
TPM_STS_x or TPM_DATA_FIFO.x Reason
TPM State |C/R|D/A [E|C/RTGR/R| Write Data | Read Data | TPM State |C/R|D/A|E| Informative
Start of normative comment
lr= Time since entering the Idle state
If TPM is Idle arc-+ TIMEOUT_B
Then:
0.A Idle 0| O |0jd (0|08 0 0 Idle 0| 0|0 TPMSHALLIremain in thelé state (i.e., continue executing in this in this row/state) un
commanded to change by the software (i.e., via state transition in row 3).
Else: (i.es& TIMEOUT_B)
TPM MAY transition to the Ready state (i.e., transition to row 0B)
End of normaté&comment
This specification allows a TPM to be implemented such that the software never sees th
transition codifies and enables that behavior.
Start of normative comment
lr= Time since enteringldte state
If TPM is Idle ang># TIMEOUT_B
Then:
TPMSHALINOT enter the Ready state (BlAILINOT execute the state transition in th
0.B Idle 0| O (0|6 |0 |0 o] o] Ready 1|0 |X andSHALltemain Idle in Row 0A).
Else: (i.es¥ TIMEOUT_B)
TPM MAY transition to the Ready.sta@x@cute the transition in this row).
If the TPM performs this transition, it is not required to indicate that it is, or has been, in
rather it is allowed to appear as if it went directly from the state prior to the |dladstatate
transparently to the software.
End of normative comment
1 Idle 0 0 |0fO0|0]|1 Idle 0 | O |O| There is no response to retry. No state change.
2 Idle 0 O 0foO0o|1]|0 Idle 0 | O |O| There is no command to execute. No state change.
3 Idle 0O|0(0f1(0|O Ready 1|0 |X|[This is the typical state change resul't
. TPM drops write, since it is not expecting data. If the software was sending a command
4 Idle 0 00 Write data Idle 0 00 to write, #n this is an error in transmission and the softwateamsrsitrthe command.
5 Idle 0 0 |0 Read data Idle 0 | O |O| TPM returns FFh, since TPM_STS_x.dataAvail is not set.
6 Ready 1 olxlolo!l1 Ready 1 o Ix No effect on TPM, since TPM_STS_x.commhaimtiRestes that the response has been read
successfully.
7 Ready 1 0O X{fOoj|1]|0 Ready 1 0 |X| Causes no change to the TPM, since there is no command to process.
8 Ready 1 0O X{f1(0]0 Ready 1 0 |X| No effect on TPM, since it is ready to receive commands.
9 Ready 1 0 X Write first byte Reception | O | O |1|Clear TPM_STS_x.commandReady on first byte.
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" Present State of Fields / Data Written to TPM_STS_x | Next State & Result / Action Taken
TPM_STS_x or TPM_DATA_FIFO.x Reason
TPM State |C/R|D/A [E[C/RTGR/R| Write Data | Read Data | TPM State |C/R|D/A [E| Informative

10 Ready 1|0 |X Read Data Ready 1 | 0 |X| No effect on TPM. TPM returns FFh.

11| Reception | O | O |1|] O |0 | 1 Reception | O | O |1| There is no response to retry. No stateech

12| Reception | O | O |1| O |1| O Reception | 0 | O |1 TpmGo is not valid at this time. TPM ignores this state transition.

13| Reception | O | O |1 21 (0| O Idle 0 | O |O| The command being sent to the TPM is aborted.

Write more data
14| Reception | 0 | 0 |1 other than last Reception | 0 | 0 |1
byte

Good transmission if the software has just sent the last byte. If either software has morg

15| Reception | O | 0 |1 Write last byte Reception | 0 | O |Of byte to send or if expect = 1 and software has not more dtes is agrahsmission error and
software must resend the command.

16| Reception | O | 0 |1 Read data Reception | O | O |1|TPM returns FFh.

17| Reception | O 0 |0fO0|0]|1 Reception 0 | O |Of No response to retry.

18| Reception | O | O |[0f O |21| O Execution 0 | O |O| This ishe normal transition from sending the command to the start of execution of the cd

19| Reception | O 0O 0f1]0]|0 Idle 0 | O |Of Aborts the command sent.

20| Reception 0 0 |0 Write Reception 0 0 |0 write is not expected. Drop write. TPM ignorestthissitiate

21| Reception | O | O |0 Read Reception | O | O |0O| Read OxFF.

22| Execution | O | O |0|® |0 |O o] o) Completion | 0 | 1 |0 Upon command completion, TPM sets TPM_STS_x.dataAvail to a 1.

23| Execution 0 0 |0fO0|0]|1 Execution 0 | O |Of There is no response to retrgtatochange.

24| Execution 0 o po0j|1(0 Execution 0 0 |O| The TPM is already executing a command. No state change.

25| Execution 0 0O 0f1]|0]|O0 Idle 0 | O |O| The executing command is aborted.

26| Erecuton | 0 | 0 [0 wite caa Eecuion | 0 | 0 0] I e e e o o e e oy o

27| Execution | O | 0 |0 Read data Execution 0 | O |O| TPM returns FFh, siiéd_STS_x.dataAvail is not set.

28| Completion | O 11000(0]|12 Completion | 0 1 |0| TPM resets ReadFIFO pointers and start sending the response from the first byte.

29| Completion | 0 | 1 |0 O (21| O Completion | 0 | 1 |O| Causes no change to the TPM, no new commaniieto exe

30| Completion| 0 | 1 |0 1 (0| O Idle 0 | O |O| Aborts command.

31| Completion | 0 | 1 |0 Write data Completion | 0 | 1 |O| No effect on TPM, it is not accepting a command.
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" Present State of Fields / Data Written to TPM_STS_ x | Next State & Result / Action Taken
TPM_STS_x or TPM_DATA_FIFO.x Reason
TPM State |C/R|D/A [E|C/RTGR/R| Write Data | Read Data | TPM State |C/R|D/A|E| Informative
Read data
32| Completion | 0 | 1 |0 other than last| Completion | 0 | 1 |O| TPM returns data.
byte

33| Completion | 0 | 1 |0 Read last byte] Completion | 0 | 0 |0 Good transmission, since TPM_STS_x.dataAvail = 0.
35| Completion | 0 0O [0j0O0j0O|1 Completion | 0 1 |0| TPM resets ReadFIFO pointers and start sending the response from the first byte.
36| Completion | O | O |0 O (21| O Completion | 0 | 0 |Of TpmGo is not valid at this time. TPM ignores this state transition.

This is the typical state change result
37| Completion| O | O |0 1 (0| O Idle 0 | 0 |0} command, anctiPM may proceed to the Idle state and, depending on implementation,

directly to the Ready state.
38| Completion | 0 | O |0 Write Completion | O | O |0 Write is not expected. Drop write. TPM ignores this state transition.
39| Completion | 0 | O |O Read Completion | 0 | 0 |O|Read ORF

. . . If a write to this register contains more thdieldnéhe behavior of the status register is undg

40 Any More than 1 field set on any status write undefined this specification and the behavior between TPM atipfennesy differ.
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5.5.3 CRB Interface Requirements

5.5.3.1 CRB Addresses

A TPM compliant with this specification will implement the command and response
buffers at the specified location for TPM_CRB_DATA_ BUFFER_x.

The fields within the CRB Interface are naturally al igned so that 8 bit fields are

located at 8 -bit addressable locations and 64  -bit fields are at 64 -bit addressable
locations. For this reason, the address es for the Command Buffer  are separated into 2
32-bit fields , asitis not on a 64 -bit addressable bou ndary . An 8 -bit addressable
location located on a 64 -bit boundary may not be accessible using a 64 -bit
transaction.

Some instantiating hardware may have size and alignment restrictions when accessing

any of the fields in this interface. Some hardware may require access to any of data
within a field or buffer be performed by reads or writes which are naturally aligned.

For this reason, software should access the fields and buffers defined in this interface

using instructions which do not cause an access to cross an alignment boundary and
should not use string move instructions.

For example:

9 Accessing the Response Address using a 64 -bit access will work; accessing the
Command Address using a 64  -bit access may not work.
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Addre ss Allocation for CRB TPM Access

Offset

Register Name

Description

Locality O

0003h-0000h

TPM_LOC_STATE_ O

Used to determine current state of Locality of the TPM.
This register is aliased across all localities. Read-only.

0007h-0004h

Undefined

Reserved

000Bh-0008h

TPM_LOC_CTRL_O

Used to gain control of the TPM by this Locality.

000Fh-000Ch

TPM_LOC_STS_0

Used to determine whether Locality has been granted or
Seized. Read-only. This register SHALL NOT be
aliased.

002Fh-0010h

Reserved

Reserved

0037h-0030h

TPM_CRB_INTF_ID_0

Used to identify the Interface types supported by the
TPM as well as the Vendor ID, Device ID and Revision
ID

003Fh-0038h

TPM_CRB_CTRL_EXT

Optional Register used in low memory environments
prior to CRB_DATA_BUFFER availability. This field is
not i mpl ement ed i n HW TP
available in Locality 0.

0043h-0040h

TPM_CRB_CTRL_REQ 0

Register used to initiate transactions for the CRB
interface. This register may be aliased across localities.

0047h-0044h

TPM_CRB_CTRL_STS_0

Register used by the TPM to provide status of the CRB
interface. This register may be aliased across localities

004Bh-0048h

TPM_CRB_CTRL_CANCEL_0

Register used by software to cancel command
processing. This register may be aliased across
localities.

004Fh-004Ch

TPM_CRB_CTRL_START_0

Register used to indicate presence of command or
response data in the CRB buffer. This register may be
aliased across localities

0057h-0050h

TPM_CRB_CTRL_INT_O

Register used to configure and respond to interrupts.
This register may be aliased across localities

005Bh-0058h

TPM_CRB_CTRL_CMD_SIZE_0

Size of the Command buffer. This register may be
aliased across localities.

005Fh-005Ch

TPM_CRB_CTRL_CMD_LADDR_0

Lower 32bits of the Command buffer start address for
Locality 0. This register may be aliased across localities.

0063h-0060h

TPM_CRB_CTRL_CMD_HADDR_0

Upper 32bits of the Command buffer start address for
Locality 0. This register may be aliased across localities.

0067h-0064h

TPM_CRB_CTRL_RSP_SIZE_0

Size of the Response buffer, Note:: If command and
response buffers are implemented as a single buffer, this
field SHALL be identical to the value in the
TPM_CRB_CTRL_CMD_SIZE_x buffer. This register
may be aliased across localities.

006Fh-0068h

TPM_CRB_CTRL_RSP_ADDR_0

Address of the start of the Response buffer. Note: If
command and response buffers are implemented as a
single buffer, this field SHALL contain the same address
contained in TPM_CRB_CTRL_CMD_HADDR_x and
TPM_CRB_CMD_LADDR_x.  This register may be
aliased across localities.

007Fh-0070h

Reserved

Reserved

0880h-0080h

TPM_CRB_DATA_BUFFER_0

Command/Response Data may be defined as large as
3968. This is implementation-specific, however, the full
address space has been reserved. This buffer may be
aliased across localities.

OFFFh-0881h | Reserved Reserved for maximum size of Command/Response
Buffer
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Offset

Register Name

Description

Locality 1

1003h-1000h

TPM_LOC_STATE_1

Same as TPM_LOC_STATE_O

1007h-1004h

Reserved

Reserved

100Bh-1008h

TPM_LOC_CTRL_1

Used to gain control of the TPM by this Locality.

100Fh-100Ch

TPM_LOC_STS 1

Used to determine whether Locality has been granted or

Seized. Read-only. This register SHALL NOT be
aliased.

102Fh-1010h | Reserved Reserved

1037h-1030h | TPM_CRB_INTF_ID_1 Same as TPM_CRB_INTF_ID_0

103Fh-1038h | Reserved Reserved

1043h-1040h

TPM_CRB_CTRL_REQ 1

Same as TPM_CRB_CTRL_REQ_O

1047h-1044h

TPM_CRB_CTRL_STS 1

Same as TPM CRB_CTRL_STS_0

104Bh-1048h

TPM_CRB_CTRL_CANCEL_1

Same as TPM_CRB_CTRL_CANCEL_0

104Fh-104Ch

TPM_CRB_CTRL_START 1

Same as TPM_CRB_CTRL_START_0

1057h-1050h

TPM_CRB_CTRL_INT_1

Same as TPM_CRB_CTRL_INT_0

105Bh-1058h

TPM_CRB_CTRL_CMD_SIZE_1

Same as TPM_CRB_CTRL_CMD_SIZE_0

105Fh-105Ch

TPM_CRB_CTRL_CMD_LADDR_1

Same as TPM_CRB_CTRL_CMD_LADDR_0

1063h-1060h

TPM_CRB_CTRL_CMD_HADDR_1

Same as TPM_CRB_CTRL_CMD_HADDR_0

1067h-1064h

TPM_CRB_CTRL_RSP_SIZE_1

Same as TPM_CRB_CTRL_RSP_SIZE_0

106Fh-1068h

TPM_CRB_CTRL_RSP_ADDR_1

Same as TPM_CRB_RSP_ADDR_0

107Fh-1070h

Reserved

Reserved

1880h-1080h

TPM_CRB_DATA_BUFFER_1

Same as TPM_CRB_DATA_BUFFER_0

1FFFh-1881h

Reserved

Reserved for maximum size of Command/Response
Buffer

Locality 2

2003h-2000h

TPM_LOC_STATE_2

Same as TPM_LOC_STATE_O

2007h-2004h

Reserved

Reserved

200Bh-2008h

TPM_LOC_CTRL_2

Used to gain control of the TPM by this Locality.

200Fh-200Ch

TPM_LOC_STS 2

Used to determine whether Locality has been granted or

Seized. Read-only. This register SHALL NOT be
aliased.

202Fh-2010h | Reserved Reserved

2037h-2030h | TPM_CRB_INTF_ID 2 Same as TPM_CRB_INTF_ID 0

203Fh-2038h | Reserved Reserved

2043h-2040h

TPM_CRB_CTRL_REQ 2

Same as TPM_CRB_CTRL_REQ 0

2047h-2044h

TPM_CRB_CTRL_STS_2

Same as TPM CRB_CTRL_STS_0

204Bh-2048h

TPM_CRB_CTRL_CANCEL_2

Same as TPM_CRB_CTRL_CANCEL_0

204Fh-204Ch

TPM_CRB_CTRL_START 2

Same as TPM_CRB_CTRL_START_0

2057h-2050h

TPM_CRB_CTRL_INT 2

Same as TPM_CRB_CTRL_INT_0

205Bh-2058h

TPM_CRB_CTRL_CMD_SIZE_2

Same as TPM_CRB_CTRL_CMD_SIZE_0

205Fh-205Ch

TPM_CRB_CTRL_CMD_LADDR_2

Same as TPM_CRB_CTRL_CMD_LADDR_0

2063h-2060h

TPM_CRB_CTRL_CMD_HADDR_2

Same as TPM_CRB_CTRL_CMD_HADDR_0

2067h-2064h

TPM_CRB_CTRL_RSP_SIZE_ 2

Same as TPM_CRB_CTRL_RSP_SIZE_0

206Fh-2068h

TPM_CRB_CTRL_RSP_ADDR_2

Same as TPM_CRB_RSP_ADDR_0

207Fh-2070h

Reserved

Reserved

2880h-2080h

TPM_CRB_DATA_BUFFER_2

Same as TPM_CRB_DATA_BUFFER_0

2FFFh-2881h

Reserved

Reserved for maximum size of Command/Response
Buffer
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Offset

Register Name

Description

Locality 3

3003h-3000h

TPM_LOC_STATE_3

Same as TPM_LOC_STATE_O

3007h-3004h

Reserved

Reserved

300Bh-3008h

TPM_LOC_CTRL_3

Used to gain control of the TPM by this Locality.

300Fh-300Ch

TPM_LOC_STS 3

Used to determine whether Locality has been granted or

Seized. Read-only. This register SHALL NOT be
aliased.

302Fh-3010h | Reserved Reserved

3037h-3030h | TPM_CRB_INTF_ID_3 Same as TPM_CRB_INTF_ID_0

303Fh-3038h | Reserved Reserved

3043h-3040h

TPM_CRB_CTRL_REQ 3

Same as TPM_CRB_CTRL_REQ_O

3047h-3044h

TPM_CRB_CTRL_STS_3

Same as TPM CRB_CTRL_STS_0

304Bh-3048h

TPM_CRB_CTRL_CANCEL _3

Same as TPM_CRB_CTRL_CANCEL_0

304Fh-304Ch

TPM_CRB_CTRL_START 3

Same as TPM_CRB_CTRL_START 0

3057h-3050h

TPM_CRB_CTRL_INT_3

Same as TPM_CRB_CTRL_INT_0

305Bh-3058h

TPM_CRB_CTRL_CMD_SIZE_3

Same as TPM_CRB_CTRL_CMD_SIZE_0

305Fh-305Ch

TPM_CRB_CTRL_CMD_LADDR_3

Same as TPM_CRB_CTRL_CMD_LADDR_0

3063h-3060h

TPM_CRB_CTRL_CMD_HADDR_3

Same as TPM_CRB_CTRL_CMD_HADDR_0

3067h-3064h

TPM_CRB_CTRL_RSP_SIZE_3

Same as TPM_CRB_CTRL_RSP_SIZE_0

306Fh-3068h

TPM_CRB_CTRL_RSP_ADDR_3

Same as TPM_CRB_RSP_ADDR_0

307Fh-3070h

Reserved

Reserved

3880h-3080h

TPM_CRB_DATA_BUFFER_3

Same as TPM_CRB_DATA_BUFFER_0

3FFFh-3881h

Reserved

Reserved for maximum size of Command/Response
Buffer
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Offset Register Name

Description

Locality 4

4003h-4000h | TPM_LOC_STATE_4

Same as TPM_LOC_STATE_O

4007h-4004h Undefined

Reserved

400Bh-4008h | TPM_LOC_CTR 4

Used to gain control of the TPM by this Locality.

400Fh-400Ch | TPM_LOCALITY_STS_4

Used to determine whether Locality has been granted or

Seized. Read-only. This register SHALL NOT be
aliased.

402Fh-4010h | Undefined Reserved

4037h-4030h | TPM_CRB_INTF_ID_4 Same as TPM_CRB_INTF_ID_0

403Fh-4038h | Undefined Reserved

4043h-404h | TPM_CRB_CTRL_REQ 4

Same as TPM_CRB_CTRL_REQ_O

4047h-4044h | TPM_CRB_CTRL_STS 4

Same as TPM CRB_CTRL_STS_0

404Bh-4048h | TPM_CRB_CTRL_CANCEL 4

Same as TPM_CRB_CTRL_CANCEL_0

404Fh-404Ch | TPM_CRB_CTRL_START 4

Same as TPM_CRB_CTRL_START 0

4057h-4050h | TPM_CRB_CTRL_INT 4

Same as TPM_CRB_CTRL_INT_0

405Bh-4058h | TPM_CRB_CTRL_CMD_SIZE 4

Same as TPM_CRB_CTRL_CMD_SIZE_0

405Fh-405Ch | TPM_CRB_CTRL_CMD_LADDR_4

Same as TPM_CRB_CTRL_CMD_LADDR_0

4063h-4060h | TPM_CRB_CTRL_CMD_HADDR 4

Same as TPM_CRB_CTRL_CMD_HADDR_0

4067h-4064h | TPM_CRB_CTRL_RSP_SIZE_4

Same as TPM_CRB_CTRL_RSP_SIZE_0

406Fh-4068h | TPM_CRB_CTRL_RSP_ADDR_4

Same as TPM_CRB_RSP_ADDR_0

407Fh-4070h | Undefined Reserved

4880h-4080h | TPM_CRB_DATA_BUFFER_4 Same as TPM_CRB_DATA BUFFER_0

4FFFh-4881h | Reserved Reserved for maximum size of Command/Response
Buffer

Non-Locality

Specific

Registers

5FFFh-5000h Reserved Reserved

All addresses
not defined in
the

Reserved, reads return FFh; writes
are dropped.

table above

5.5.3.2 Locality Support

The concept of Locality, as described in Section

4.2 Locality -Controlled Functions |, is

interface agnostic, but the registers used to interact with the TPM at various localities
are necessarily different. This section describes the registers used to request and use

of the TPM at various localities.

5.5.3.2.1 Locality State Register

This register is a read

-only register used by host software to determine the current

state of the TPM with respect to locality. This register leverages some of the

functionality from the FIFO ACCESS register. This register is alias

localities.

ed across all

This register gates access to the TPM_CRB_CRTL_x and TPM_CRB_DATA_BUFFER_Xx

registers.

Page 96
January 26, 2015

TCG Published
Copyright © TCG 2003 - 2015

Level 00 Revision 00.43

Family

=t

0o



2200

2205

2210

2215

TCG PC Client Platform TPM Profile (PTP) Specification

The default state of this register at power on of the TPM has no locality active. This

results in any writes to the Control Area or Data Buff er getting dropped.
1. The TPM SHALL implement the TPM_LOC_STATE register as defined in Table 24.
The initial state of this register at power on SHALL clear the

TPM_LOC_STATE_x.locAssigned field to 0 and TPM_LOC_STATE_x.activeLocali ty
field to 000.

2. TPM_LOC_STATE_x.tpmEstablished SHALL be valid when tpmRegValidSts is set to
1.

a. TPM_LOC_STATE_x.tpmEstablished SHALL be set to 1 when
TPM_LOC_CTRL_x.resetEstablishment Bit issetto 1

b. TPM_LOC_STATE_x.tpmEstablished SHALL be cleared to O upon receipt of a
_TPM_HASH_END.

3. The TPM SHALL NOT set TPM_LOC_STATE_x.tpmRegValidSts to 1 unless all other
fields are valid.

Table 24 i TPM_LOC_STATE Definition

Abbreviation: TPM_LOC_STATE_x

General Description: Used to determine status of the Locality controls of the TPM.

Bit Descriptions:

7 Read tpmRegValidSts Default Oh | This bit indicates whether all other bits of this register contain

Only valid values, if it is a 1.

6:5 Read Reserved Oh Reserved: Reads return 0.
Only

4:2 Read activeLocality Oh 00071 Locality O
Only 0017 Locality 1

0107 Locality 2
0117 Locality 3
1007 Locality 4
101:111 7 Reserved:

This bit field informs host SW as to which locality currently has
access to the TPM.

1 Read locAssigned Oh A 0 indicates to the host that no locality is assigned, a 1
Only indicates a locality has been assigned.

0 Read tpmEstablished 1h The TPM clears this bit to 0 upon receipt of _TPM_Hash_End
Only The TPM sets this bit to a 1 when the

TPM_LOC_CTRL_x.resetEstablishment field is set to 1.

5.5.3.2.2 Locality Control Register
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The TPM_LOC_CTRL register is used by each locality to request use of or seize control
of the TPM. This register is unique for each locality. This register is defined to be
read/write capable.

The functionality described in this register is specific to Localities 0 -3. There are
unique requirements for Locality 4.

For the caller to send aco mmand to the TPM, it must first request use of the TPM
through the Locality control method. If Locality is not granted, the CRB data buffer
drops any command.

5.5.3.2.2.1 Locality Control Register for Localities 0-3
1. The TPM SHALL implement the TPM_LOC _CTRL registera s definedin Table 25.

Table 25 i TPM_LOC_CTRL_x Register Definition

Abbreviation: TPM_LOC_CTRL_x

General Description: Used to gain ownership of the TPM

Bit Descriptions:

31:4 | Write Reserved Oh | Reserved. Reads return 0.
Only
3 Write resetEstablishmentB | Oh | Reads always return 0
Only it Writes (0): Ignored

Writes (1): Reset TPM_LOC_STATE_x.tpmEstablished bit if the
write occurs from Locality 3 or 4.

Valid indicator: NA

2 Write Seize Oh | Reads always return 0
Only Writes (0): Ignored

Writes (1): TheTPM gives control of the TPM to the locality
setting this bit if it is the higher priority locality.

1 Write Relinquish Oh | Reads always return 0
Only Writes (0): Ignored
Writes (1): The active Locality is done with the TPM.

0 Write requestAccess Oh | Reads always return 0
Only Writes (0): Ignored.
Writes (1): Interrupt the TPM and generate a locality arbitration
algorithm.
Note: This field corresponds to the

TPM_ACCESS_x.requestUse field in the FIFO implementation.
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5.5.3.2.2.2 Locality Control Register for Locality 4

Table 26 i TPM LOC CTRL 4 Register Definition
Abbreviation: TPM_LOC_CTRL_4

General Description: Used to perform actions of DRTM Sequence

Bit Descriptions:

31:4 | Write Reserved Oh | Reads return Oh
Only
3 Write resetEstablishment Oh | Reads always return 0
Only Writes (0): Ignored

Writes (1): Reset TPM_LOC_STATE_x.tpmEstablished bit if
the write occurs from Locality 3 or 4.

Valid indicator: NA

2 Write TPM_HASH_END Oh | Reads return Oh

Only Writes (0): Ignored

Writes (1): Initiates the HASH_END TPM actions (see
Section 4.2 Locality-Controlled Functions)

1 Write TPM_HASH_DATA Oh | Reads return Oh

Only Writes (0): Ignored

Writes (1): Initiates the HASH_DATA TPM actions (see 4.2
Section Locality-Controlled Functions)

0 Write TPM_HASH_START | Oh | Reads return Oh

Only Writes (0): Ignored

Writes (1): Initiates the HASH_START TPM actions (see
Section 4.2 Locality-Controlled Functions)

2230 Bit Field: resetEstablishment Bit

This field is used to replace functionality provided by the TSC_ResetEstablishmentBit
command in TPM 1.2. This command is not present in TPM 2.0, but this interface
mechanism provides equivalent fun  ctionality.

This field is used to reset the state of the TPM_LOC_STATE_x.tpmEstablished bit, once

2235 that bit has been setto 0 by a D -RTM sequence. A write to this field will be processed
by the TPM as if a command has been received. Once this field is wri tten, the TPM will
clear TPM_CRB_CTRL_STS_ x.cmdReady until the TPM_LOC_STATE_x.tpmEstablished
bit has been cleared.

This field can only be written from Localities 3 and 4.
2240 1. Readsto TPM_LOC_ CTRL x.resetEstablishment Bit SHALL always return O.
2. For Localities 0-2, writes are ignored.
3. For Localities 3 and 4
a. Writes of O are ignored

b. On a write of 1, when in the Ready state the TPM SHALL set
2245 TPM_LOC_STATE_x.tpmEstablished to 1 and clear
TPM_LOC_CTRL_x.resetEstablishmentBit to 0 within  TIMEOUT_A..
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Bitfield: TPM_  HASH_ START/_DATA/_END

These fields are used to instantiate an H -CRTM or DRTM sequence as defined in
Section 4.2 Locality -Controlled Functions . There is no data placed in these fields. The
2250 data is placed in the command/response buff er. The normative behavior for these

fields is documented in section 4.2.1 DRTM Execution Sequence

1. A writet o TPM_LOC_CTRL_4. TPM_HASH_START SHALL be defined to invoke the
_TPM_Hash_Start interface command as defined in the TPM 2 Library Specification
and perform the actions of HASH_START in Section 4.2.1 DRTM Execution

2255 Sequence.
2. A write to TPM_LOC_CTRL_4.TPM_HASH_DATA SHALL be defined to invoke the

_TPM_Hash_Data interface command  as defined in the TPM 2 Library Specification
and perform the actions of HASH_DATA in Section 4.2.1 DRTM Execution

Sequence.
2260 3. A write to TPM_LOC_CTRL 4. TPM_HASH_END SHALL be defined to invoke the

_TPM_Hash_End interface command as defined in the TPM 2 Library Specification
and perform the actions of HASH_END in Section 4.2.1 DRTM Execution Sequence

5.5.3.2.2.3 LOCALITY_STATUS Register

Table 27 A TPM LOC STS
Abbreviation: TPM_LOC_STS_x

General Description:

Bit Descriptions:

31:2 | Read Reserved Oh Reads return 0
Only

1 Read beenSeized Oh 0: A higher locality has not initiated a Seize arbitration
Only process.

1: A higher locality has Seized the TPM from this locality.

0 Read Granted Oh 0: Locality has not been granted to the TPM.
Only 1: Locality has been granted access to the TPM

2265  This register is unique for each locality.

5.5.3.3 Control Area Extension

The Control Area Extension is used by early platform  software or firmware to

implement a mechanism to send/receive command/response data in chunks. This

area is optional, and is only available to pre -OS firmware, as it is intended to provide a
2270 mechanism to use the Command/Response buffer in memory limited environments.

Note: This field is not available in discrete TPM implementations.
This f ield is intended to be used before system RAM is available.

1. If implemented, t he control area size extension SHALL be in ACPI
AddressRangeReserved memory.

2275 2. If the pre -memory command/response buffer is less than 512 bytes, the TPM
SHALL implement this field.
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3. If the pre -memory command/response buffer is 512 bytes or larger, the TPM
SHALL disable this field.

Table 28 A TPM CRB Control Area Extension

Abbreviation: TPM_CRB_CTRL_EXT_x

General Description: Control Area Extension

Bit Descriptions:

63:32 | Read Remaining Bytes Oh Number of command/response bytes in a chunk that remain to
/Write be transferred
310 Read Clear Oh Used by software to cancel the transfer of command/response
Only data chunks
Set to 1 by software to cancel a transaction using the chunk
mechanism
Cleared to 0 by the TPM once transaction has been cancelled.

Bitfield: Clear
This field isused to  cancel a transaction to the TPM and reset the mechanism that
transfers command/response data to/from the TPM in chunks. Aft er the reset is

complete, the TPM will set this field back to 0.

This field can be usedto cancel a command after the software sets
TPM_CRB_CTRL_x.Start to 1 but prior to writing the last chunk of data to the data
buffer.

1. In Command Reception:
a. The TPM SHALL ignore writes of 0 to this field.
b. On a write of 1 to this field, the TPM SHALL:
i. Perform the actions for TPM_CRB_CTRL_x.Cancel
ii. Clear this field to 0.
2. In Command Completion:
a. The TPM SHALL ignore writes of 0 to this field.
b. On a write of 1 to this field, the TPM SHALL:
i. Stop sending the response
ii. Retain all TPM state at the completion of the command
iii. Clear this field to 0.
3. Inany other phase, the TPM  SHALL ignore writes to this field.

Bitfield: Remaining Bytes

This field is used to indicate the number of bytes r emaining in each chunk of a
transaction to/from the TPM in the early pre -OS environment. The field is set to a
non -zero value following the write of a chunk to the command/response buffer. Once
the data is read from the buffer, the receiver will reset th e field to 0.

1. The TPM SHALL initialize this field to O.
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2. On
a.

C.
3. On

a.

b.

a write transaction:

The TPM SHALL sequentially read the chunks of the command from the
command/response buffer.

The TPM SHALL clear this field to zero once  each chunk of data is read from the
comm and/response buffer.

The TPM SHALL enter the Command Execution phase.
a read transaction:
The TPM SHALL write a chunk of data to the command/response buffer.

The TPM SHALL set this field to the value equal to the number of bytes in the
response .

When th is field is cleared to 0 , the TPM SHALL repeat 3.a and 3.b for the
remaining bytes of the response.

When all response data has been written to the command/response buffer, the
TPM SHALL enter Idle.

5.5.3.4 Control Area Request Register

TPM Profile (PTP) Specification

The Control Area Request register is used to manage TPM states as defined in Section
5.5.3.8 Interface Controls
Table 29 i TPM CRB Control Area Request
Abbreviation: TPM_CRB_CTRL_REQ_x
General Description: Control Area Request
Bit Descriptions:
31:2 | Read/Wri | Reserved Reserved.
te Readédés return 0.
Writes are ignored.
1 Read / goldle 0 Used by Software to indicate transition the TPM to and from
Write the Idle state
1: Set by Software to indicate response has been read from
the response buffer and TPM can transition to Idle
0: Cleared to 0 by TPM to acknowledge the request when
TPM enters Idle state. TPM SHALL complete this transition
within TIMEOUT_C.
Writes of O are ignored.
0 Read cmdReady 0 Used by Software to request the TPM transition to the Ready
/Write State.
1: Set to 1 by Software to indicate the TPM should be ready to
receive a command.
0: Cleared to 0 by TPM to acknowledge the request. TPM
SHALL complete this transition within TIMEOUT_C
Writes of O are ignored.
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Bitfi eld goldle

When in the Command Completion state, SW will use this field to communicate to the
TPM that it has received all of the response data and the TPM may invalidate its buffer
and transition to Idle.

There are occasions where an active transaction ne eds to be aborted. The driver and
TPM may get out of synchronization. There may be a power transition that occurs

prior to the TPM entering Command Execution. In these cases, it is desirable to have

a mechanism to cause the TPM to transition back to the Idle state. This operation is
not the same as a FIFO command abort, see Section 5.5.2.3.1 Command Aborts , but
provides a limited approximation o f that functionality.

Note : When in the Command Execution phase, a transaction c annot be aborted. The
only option to interrupt the processing of the current command is to perform a
Command Cancel.

1. Readstothisfield SHALL be valid within  TIMEOUT D from _TPM_INIT.

2. On a write to this field of 1, the TPM SHALL acknowledge the write by  clearing the
field to O within TIMEOUT _C.

3. On a write of 1, the TPM  SHALL invalidate the Command/Response buffer and
transition to Idle and set TPM_CRB_CTRL_STS x.tpmldl eto 1.

4. Once a response is placed in the Command/Response buffer, the TPM SHALL
maintai n the response until SW sets this field to 1.

5. When the TPM is in the Ready, Command Reception, or Command Completion
states, if TPM_CRB_CTRL_REQ_x. Request.goldle is set to 1:

a. The TPM SHALL invalidate the command/response buffer,

b. The TPM SHALL clear the TPM_CRB_CTRL_REQ_x.Request.x field to 0000h,
and

c. The TPM SHALL setthe TPM_CRB_CTR_STS x to 0002h .

6. When the TPM is in the Command Execution state, the TPM SHALL ignore writes
to the Request field. The behavior of the TPM is not specified further.

7. Writes of 0 are ignored.

Bitfield cmdReady

The cmdReady field is analogous to the FIFO TPM_ACCESS_x.cmdReady field. It is
written by software to transition the TPM to the Ready State from the Idle State.

When in the Idle State, the TPM may perform background tasks, such as random

number or key generation, or it may turn off some of its internal functions to conserve

power. Because of the non -deterministic nature of what the TPM may be doing in the

background, it is necessary to define a time within which the TPM mus t respond to a

request to transition to the Ready state. This time, TIMEOUT _C, is the maximum

amount of time a driver will need to wait before determining the TPM or its interface

have encountered an error. TPM manufactourers sho
transition to the Ready State as quickly as possible.

1. Reads to this field SHALL be valid within TIMEOUT_D from _TPM_INIT.

2. On a write of 1 to this field, the TPM SHALL acknowledge the write by clearing the
field to O within TIMEOUT_C.
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3. Onawrite of 1,th e TPM SHALL transition to the Ready State.
4. Writes of O are ignored

5.5.3.5 Control Area Status Register
This register is used to indicate the curren t state and status of the TPM.

Table 30 A TPM CRB Control Area Status

Abbreviation: TPM_CRB_CTRL_STS_x

General Description: Control Area Status

Bit Descriptions:

31:2 Read Reserved Reserved.

Only ReadSéls&LLr et urn 00s.

Read tpmidle 0 Used by TPM to indicate it is in the Idle State
Only 1: Set by TPM when in the Idle State

0: Cleared by TPM on receipt of
TPM_CRB_CTRL_REQ_x.cmdReady when TPM transitions
to the Ready State. SHALL be cleared by TIMEOUT_C.

Read tpmSts 0 Used by the TPM to indicate current status.
Only 1: Set by TPM to indicate a FATAL Error
0: Indicates TPM is operational

Bitfield: tpmldle

The tpmldle field is used by the TPM to indicate its current state. The TPM sets this
field to indicate that it is in the Idle state and clears it to indicate it is in the Ready
State.

The default state of this field indicates the TPM is in the Idle State.

1. Reads to this field SHALL be valid within TIMEOUT _D from _TPM_INIT.

2. The TPM SHALL set this field to 1 if going to Idle state.

3. The TPM SHALL NOT set this field to 1 if in any state other than Idle.

4. On a write to TPM_CRB_CTRL_ REQ _x.cmdReady of 1, the TPM SHALL clear this
field and go to the Ready state within TIMEOUT_C
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Bitfield:tpmSts

The tpmSts field is used by the TPM to indicate its current status This field should
only be used for fatal errors for which a TPM response code cann ot be provided. An

example is: the response buffer is not in physical memory. Software may stop usin
the TPM when this field is set . The initial state of this field should reflect the
operational state of the TPM.

NOTE : Some platforms may not be able to trigger TPM commands based on the start

field on the control area and may require the implementation of an optional ACPI Start
method to allow software to request the system to execute a TPM command. The use of

the ACPI Start method is determined by the Start Method field of the TPM2 ACPI table

defined in the Firmware spec.

1. Reads to this field SHALL be valid within TIMEOUT_D from _TPM_INIT.
2. The TPM MAY set this field to 1 on a fatal error.

3. The TPM SHALL NOT set this field to 1 for any other reason.

5.5.3.6 Control Area Cancel Register

Cancel may be used by software to request the TPM to terminate processing the
current command. Software might request this because the system is going to a lower

g

power state. The TPM will either complete the currently processing comm and and

return the result, or will cancel the command and return the return code
TPM_RC_Canceled. In general, for long running commands, the TPM may have
checkpoints in its code to check the state of the Cancel field. If, at one of these
checkpoints, the TPM sees a Command Cancel request, the TPM has the option of
canceling the command or compl eting the
perform this check.

Cancel is an asynchronous input. Driver writers should take care in use of this
function in their  drivers, as the TPM could enter a state where it would process no
commands. This case occurs if SW sends a Cancel, but fails to clear it. The TPM
would cancel or complete the command and transition to Command Completion with a
result. If SW completest hat transaction and starts a new transaction without clearing
Cancel, the TPM will check Cancel during Command Execution and likely cancel the
next command as well. Driver writers should take care to send Command Cancel
requests only when the TPM isin Co mmand Execution state and to only clear the field
when the TPM has exited Command Execution to avoid race conditions.

When the TPM is in Command Execution, and it receives a Seize request, the TPM will

command .

treat Seize as a Command Cancel followed by a transiti on to Idle.
Table 31 i TPM CRB Control Cancel
Abbreviation: TPM_CRB_CTRL_CANCEL_x
General Description: Control Area Cancel

Bit Descriptions:

31:0 Read / Cancel 0000 0000h Used by software to cancel command processing
Write Reads return correct value
Writes (0000 0001h): Cancel a command

Writes (0000 0000h): Clears field when command has been

cancelled
1. When the TPM is in the Command Execution state and this field issetto 000 1h:
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a. The TPM MAY terminate command processing,

b. The TPM SHALL return a response and transition to the Command Completion
state:

i. If the command is successfully completed, the TPM SHALL return the
command response.

ii. Ifthe command is terminated, the TPM SHALL return TPM_RC_CANCELED.
iii. The TPM SHALL complete the comm and or cancel it within TIMEOUT_B.
iv. The TPM SHALL clear the Start fieldto 0000 0000h .
2. When the TPM is in any state other than Command Execution, the TPM SHOULD
ignore this field .
5.5.3.7 Control Area Start Register

Start is used by software to signal the TPM to be gin processing the contents of the
Command/Response Buffer and transition the TPM into Command Execution. When
the TPM has completed or cancelled a command, the TPM clears this field and
transitions to Command Completion.

Software should poll on this field to detect the TPM transitioning from Command
Execution to Command Completion.

Table 32 A TPM CRB Control Start
Abbreviation: TPM_CRB_CTRL_START_x

General Description: Control Area Start

Bit Descriptions:

31:.0 Read / Start 0000 0000h | When set by software, indicates a command is ready for
Write processing.

Writes (0000 0001h): TPM transitions to Command Execution
(0000 0000h): TPM clears this field and transitions to

Command Completion

1. On awrite of 000 1h to the Start field:

a. If the TPM is in the Command Reception state, the TPM SHALL transition to
Command Execution and begin processing the command in the buffer.

b. Ifthe TPM is in any other State, the TPM SHALL ignore the write.
The TPM SHALL ignore writes of 0 to this field.
When t he TPM completes command processing, the TPM SHALL clear this field to
0000h and transition to Command Completion.
5.5.3.8 Interface Controls
The TPM is considered to be in one of the following defined states:

1. Command Reception occurs following a Ready state between the write of the first
byte of a command to the Command Buffer and the receipt of a write of 1 to Start.

2. Command Execution occurs after receipt of a 1 to Start and the TPM clearing Start
to 0.
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3. Command Completion occurs after completion of a command (ind icated by the TPM
clearing TPM_CRB_CTRL_Start _x to 0) and before a write of a 1 by the software to
Request.goldle.

2455 4. Idle is any time TPM_CRB_CTRL_STS_ x.Status.goldl e is 1. This will occur when
the TPM is in Command Completion on receipt of a write of 1 by the software to
TPM_CRB_CTRL_REQ_x.goldle and is signaled by the TPM setting Status.tpmidle
to 1. This will also o ccur following locality change. Idle is the initial state of TPM
upon completion of _TPM_INIT.

2460 5. Ready is any time the TPM is ready to receive a command, following a write of 1 by
software to Request.cmdReady, as indicated by the Status field being cleared to 0.

The following informative diagram is derived from the above normative statements. It
is informative and only for illustrating diagrammat ically the above TPM states and
their transitions. The numbers in parentheses reference the states represented by row

2465 numbersin Table 33 i CRB Interface State Transitions

(0)

(1)SW writes 1 to Request.cmdReady,
TPM clears Request.x and Status.tpmidle to 0.
Within TIMOUT_C (200ms)

(7) SW writes 1 Request.cmdReady,

(8) SW writes 1 to Request.goldle, TPM clears Request.cmdReady

TPM clears Request.goldle and
TPM writes 1 to Status.tpmidle.

(19)SW writes 1 to Request.goldle,
TPM clears buffer,

TPM clears Request.goldle and
TPM writes 1 to Status.tpmidle. (9) SW writes 1st byte to Command Buffer

(28) SW reads buffer, writes 1 to Request.goldle,
TPM clears buffer,
TPM clears Request.goldle and
TPM writes 1 to Status.tpmldle within TIMEOUT_C.

Command
Reception

(31) SW re-reads buffer
from first address (18) SW writes sequential

addresses to buffer

Command

Completion (13) SW writes 1 to Start

Command
Execution

(23) TPM writes response
to response buffer
TPM clears Start to 0

Figure 4 i TPM State Diagram  for CRB Interface
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5.5.3.9 TPM CRB Buffer

5.5.3.9.1 Access Restrictions

The command/response buffer may be implemented as a single buffer or as individual
buffers. The data buffer is specified as having a minimum size large enough to handle
the largest implemented TPM comm and or response with the maximum number of
authorization handles and a hash algorithm of SHA -256.

The command/response buffer can only be accessed initially at the base address.
Subsequent accesses are required to go to sequential addresses. In the case where
software wants to reread a previous location, it must start at the base address.

5.5.3.9.2 TPM_CRB_DATA_ BUFFER_x Access Restrictions
1. On awrite to the buffer :

a. If the initial transaction is to an address other than the base address for the
buffer, the TPM SHALL ignore the write.

b. If subsequent transactions are to non -sequential addresses, the TPM M AY
ignore the write.

c. If the transaction is a size other than 1 or power of 2 bytes, the TPM M AY ignore
the write.

d. The TPM SHALL invalidate any existing data within the buffer upon a write to
the base address of the buffer.

e. The TPM SHALL replace invalidated data with data written upon a write to the
base address of the buffer

f. Following the write to the buffer and prior to a write to
TPM_CRB_CTRL_START_x, the TPM SHALL ignore read requests.

2. Onaread from the buffer :

a. If the initial transaction is to an address other than the base address for the
buffer, the TPM SHALL ABORT the transaction , as defined in Section 5.5.1.1
Bus Aborts .

b. If subsequent transactions are to non -sequential addresses, the TPM M  AY abort
the transaction , as defined in Section 5.5.1.1 Bus Aborts .

c. Following the first transaction, if a subsequent read to the base address occurs,
the TPM SHALL return the data at the base address

d. On a write to the buffer, the TPM MAY ignore the data.
e. The TPM SHALL maintain the response in the buffer until receipt of a write of 1
to TPM_CRB_CTRL_REQ_x.goldle.
5.5.3.10 CRB Interface State Transitions

Table 33 shows the changes in CRB Interface fields based on the command or action
done to the TPM. Notice this is not a state transition table covering the states defined

in 5.5.3.8 Interface Controls rather a table describing how the status fields change
based on initial condition and action taken. The following rules apply to Table 33.
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There MAY be intermediate status field states, where a command has finished, but
TPM_START field is not yet cleared. Software is expected to poll until the
appropriate status field is set.

This table applies only to  CRB Interface field states where a locality has already
been selected and no change in locality is performed.

The statements in the co | umn | abel ed 0 Ac t iinformativé a kvehend
shaded and are derived from normative statements contained within the definitions

of the CRB Interface in Section 5.5.3 CRB Interface Requirements . If there is an
inconsistency  between this column and the statements within normative
definitions of the  CRB Interface fields take precedence.

Normal transitions are highlighted in yellow and are indexed to the state
transitions illustrated in Figure 4.

The fo llowing abbreviations are used in Table 33:

Label Bit Definition

C/IR TPM_REQ.cmdReady

gl TPM_REQ.goldle

| TPM_STS_tpmldle

St TPM_STS_tpmSts

S TPM_START

CcC TPM_COMMAND_CANCEL

5 No TPM access for the corresponding
data element
Either 0 or 1. The TPM is allowed to
maintain this field as either value for this

X state. Software SHALL be capable of
managing the TPM if either case is
implemented.
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#| Present State of Control Area Fields/Data Written Next State & Result Action Taken
State |Request| Status | S | CC Request S | CC | State |Request| Status | S | CC Description
(Row)
C/R| gl | | | St C/IR| gl Command C/IR| gl | I | St
Response Buffer
0 Init |- - - - - - X X - X X Idle 1) 0 0 1 0 0 0 | TPM Transitions from Init to Idle within TIREOUT _
1 Idle 0 0 1 0 0 0 1 0 - X X Ready | O 0 0 0 0 0 | TPM Transitions to Ready within TIMEOUT _
2 Idle 0 0 1 0 0 0 0 1 - X X Idle 0 0 1 0 0 0 |TPMremainsin Idle. TPM MAY ignore request.
3 Idle 0 0 1 0 0 0 X X - 1 0 Idle 0 0 1 0 0 0 |TPM remains in Idle. TPM ignores request
4 Idle 0 0 1 0 0 0 X X - 0 1 Idle 0 0 1 0 0 0 [No command to Cancel. TPM remains in Idig
SHOULD ignore Cancel field.
5 Idle 0 0 1 0 0 0 X X Write access to buffer| 0 0 Idle 0 0 1 0 0 0 | TPMSHALlignore any access to the C/R buffer
6 Idle 0 0 1 0 0 0 X X Read access to buffer| 0 0 Idle 0 0 1 0 0 0 | TPMSHALlignore any access to the C/R buffer
7| Ready | O 0 0 0 0 0 1 0 - 0 0 Ready 0 0 0 0 0 0 |TPM remains in Ready. SAMLignore request
8| Ready| O 0 0 0 0 0 0 1 - 0 0 Idle 0 0 1 0 0 0 |Interface Reset. TPM goes to Idle state.
9| Ready | O 0 0 0 0 0 X X Write access to the bufff 0 0 | Receptiof O 0 0 0 0 0 | TPM receives command
10| Ready | O 0 0 0 0 0 0 0 - 1 0 Ready 0 0 0 0 0 0 No data in the buffer, TPM remains in ReadyHAIH
ignore request
11| Ready | O 0 0 0 0 0 0 0 - 0 1 Ready | O 0 0 0 0 0 |No command to cancel. TPM remains in Red|
SHALIllgnore request.
12| Ready | O 0 0 0 0 0 X X Read accesshbuffer 0 0 Ready 0 0 0 0 0 0 |No response to read. TPM remains in Reag
SHOULD ignore request.
13| Receptiol 0 0 0 0 0 0 0 0 - 1 0 | Executio O 0 0 0 1 0 | TAMtransitions to Execution state. TPM begins pf
command.
14| Receptiol 0 0 0 0 0 0 0 0 - 0 1 | Receptiof O 0 0 0 0 0 | TPM remains in Reception. SHPALlignore request.
15| Receptiol 0 0 0 0 0 0 1 0 - 0 0 Ready | O 0 0 0 0 0 | TPMransitions to Ready
16| Receptiol 0 0 0 0 0 0 0 0 - 0 0 | Receptiof O 0 0 0 0 0 | TPM remains in Reception.
17| Receptiol 0 0 0 0 0 0 0 0 Readaccess touffer 0 0 | Receptiof O 0 0 0 0 0 | TPM remains in Reception. TPM SHALL ignore re
18| Receptiol 0 0 0 0 0 0 0 0 Write access to the bufff 0 0 | Receptiof O 0 0 0 0 0 | TPM in Reception. TPM continues to receive data.
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#| Present State of Control Area Fields/Data Written Next State & Result Action Taken
State |Request| Status | S | CC Request S | CC | State |Request| Status | S | CC Description
(Row)
C/R| gl | I | St C/IR| gl Command C/IR| gl | I | St
Response Buffer

19| Receptiol 0 0 0 0 0 0 0 1 - 0 0 Idle 0 0 1 0 0 0 | Abort Command Reception and return to Idle.

20| Executiof 0 0 0 0 1 0 0 0 - 1 0 | Executio O 0 0 0 1 0 | TPM remains in Execution B MAY ignore writg
Start field.

21 | Executiof 0 0 0 0 1 0 1 0 - X 0 | Executiof O 0 0 0 1 0 |TPM remains in Execution state. SHPALLignorg
request.

22| Executiof 0 0 0 0 1 0 0 1 - X 0 | Executio O 0 0 0 1 0 |TPM remains in Execution state. SHPALLignord
request.

23| Executiof 0 0 0 0 1 0 0 0 - 0 |Completig O 0 0 0 0 0 | TPM clears Startdiehdransitions to Completion.

24| Executiof 0 0 0 0 1 1 0 0 1 |Completiq O 0 0 0 0 0 |The TPM shall transitmi€ompletion. TPM MAY J
command. TPM SHALL respond with Return cd
TIMEOUT_B.

25| Executiof 0 0 0 0 1 0 0 0 Write access buffer X 0 | Executio O 0 0 0 1 0 |TPM remains in Execution state. TPM MAY igr
requests

26 | Executiof 0 0 0 0 1 0 0 0 Read access to buffer| X 0 | Executio 0 0 0 0 1 0 |TPM remains in Execution state. TPM MAY igid
requests

27 |Completiq 0 0 0 0 0 0 1 0 - 0 0 |Completig O 0 0 0 0 0 | TPM remains in Completion. SHAMLlignore request.

28 [Completiq O 0 0 0 0 0 0 1 - 0 0 Idle 0 0 1 0 0 0 | TPM transitions to Idle, invalidates buffer.

29 |Completiq 0 0 0 0 0 0 0 0 - 1 0 |Completig O 0 0 0 0 0 | TPM remains in Completion. SHPALLignore request

30(Completiq 0 0 0 0 0 0 0 0 - 0 1 |Completiq O 0 0 0 0 0 | TPM remains in Completion. SHAWLLgnoraequest

31|Completiq 0 0 0 0 0 0 0 0 Read access to buffer| 0 0 |[Completiq O 0 0 0 0 0 | TPM returns data, remains in Completion and mai

sequential accesses in buffer.
32 (Completiq O 0 0 0 0 0 0 0 Read access to buffer;n| 0 0 |Completig O 0 0 0 0 0 |Invalid access. TPM Ngidre the transaction.
sequerdl accesses
33 |Completiq 0 0 0 0 0 0 0 0 Read accessqread from| 0O 0 |Completiq O 0 0 0 0 0 |Retry. TPM resets internal byte counter and
Base address response from Base address.
Family fA2.00 TCG Published Page 111

Level 00 Revision 00.43

Copyright © TCG 2003 - 2015

January 26, 2015



2525

2530

2535

2540

2545

2550

2555

2560

2565

TCG PC Client Platform

5.6 Interrupts
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As use of the TPM is non -preemptive (except for the special case of Seize) and the TPM

is single threaded, there is no issue with regard to sharing or colliding interrupts

across localities. For example, if one locality starts a TPM operation, it cannot release

the TPM to another locality until the pending TPM operation completes. However, i f
one locality (e.g., Locality 0) starts a long TPM operation, then turns control to another

locality (e.g., Locality 2) before the long operation completes (and of course does not
relinquish the TPM, which would cause a command abort), the second locality (e.q.,
Locality 2) would not know what the interrupt is for. This situation is outside the

purview of this specification and negotiation of interrupt handling is done by the

software.

When an event occurs that causes the TPM to signal an interrupt, the TP M must set
the appropriate fields in the TPM_INT_STATUS_x or TPM_CRB_INT_STS x register. If
the TPM has not already sent an interrupt, the 0 to 1 transition of a field in the

TPM_INT_STATUS _x or the TPM_CRB_INT_STS_x
assert the appropriate interrupt per the SIRQ
routine will read the TPM_INT_STATUS x

register must cause the TPM to
or PIRQ protocol. The interrupt service
or TPM_CRB_INT_STS x register to

determine the cause and take appropriate action. When the interrupt has been

serviced, the interrupt serv ice

routine must do an End

APICtore-ar m t he TPMds interrupt
must also send a TPM_EOI to the TPM to allow it to send new interrupts.

The TPM must not issue another interrupt

-of-Interrupt (EOI) to the I/O
in the 1/ 0 API C.

until it has received its TPM_EOI message

(see below), even if new events occur that should cause an interrupt. The TPM should
set the appropriate field in TPM_INT_STATUS x or TPM CRB_INT_STS x register, but

the actual assertion of the interrupt will only

occur after the TPM_EOI. If the interrupt

handler detects multiple fields set, it may handle all the causes and clear multiple
status fields. This means that an interrupt may be handled without actually causing a

new interrupt.
The TPM_EOI to the TPM is w

riting a 1 to the field in

the TPM_INT_STATUS_x or

TPM_CRB_INT_STS x register that corresponds to the type of interrupt just handled.
Software may write multiple fields if it has handled multiple interrupt causes at one

time.

The following informative sec
change functionality.

tions are added for clarification. They should not

If there are multiple fields set in the Interrupt register, and software does not clear all
the interrupts, then the TPM must issue another interrupt after it sees the TPM_EOI,
which is a write to the Interrupt register.

The software must not change the state of the TPM_INT_ENABLE_x globallntEnable or
TPM_CRB_INT_ENABLE_x.globallntEnable flag while an interrupt is active.

For example: if after the write to

the Interrupt register, there

are fields still set, the

TPM issues another interrupt. If software writes all the fields of the Interrupt register,

so that after the write the register =

This covers the case that software handles one interrupt a
also covers the case that software handles all the interrupts it knows about, so writes
multiple fields into the Interrupt register, but a new interrupt is flagged between the

time software read the Interrupt register and the

Application Note:
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Many commands respond immediately so during normal operation the driver, after
sending a command, should poll the TPM for a response keeping the interrupts
masked. If the driver determines that the TPM will not be able to respond immediately,
it will stop polling the TPM and unmask the appropriate set of interrupts. If the driver

does this, there is a possibility of a race condition between the time the interrupt is
unmasked and the state being checked becomes tr ue. Therefore, after unmasking the
interrupt(s,) the driver should poll the TPM one more time.

1. The TPM SHALL set the appropriate field indicating the cause of the interrupt in
the TPM_INT_STATUS x and TPM_CRB_INT_STS_x register.

2. Once an interrupt is assert  ed, the TPM SHALL NOT assert another interrupt until
it receives a TPM_EOI even if new events occur that should cause an interrupt.

3. The TPM has only one interrupt assigned to it, so interrupt settings for one locality
SHALL be applied to all localities.

5.6.1 LPC Interrupts

The method for asserting interrupts uses the Serial -IRQ (SIRQ) protocol for interrupts.
The protocol emulates the set of individual hardware signals using time division
multiplexing between frames. An understanding of the SIRQ protocol is cri tical to the
TPM implementer. The direct assertion of the SIRQ line does not, in itself, signal an
interrupt. The assertion of the interrupt is a combination of the change in the SIRQ

signal during a time slot designated for that interrupt number. The stat e (level, edge,
high, low) is expressed as the state of the SIRQ line during the assigned time slot over

a series of frames.

The TPM must be designed to support asserting any of the IRQ[0:15]. Certain
platforms may not support certain IRQs being assigned t o the TPM; therefore, the TPM
must be capable of asserting any of the 16 possible IRQs. The TPM must not assert
PIRQ[A:D] in the SIRQ stream.

There is a capability register that allows each platform to indicate to the TPM which
interrupts the platform supp orts.

Because use of the TPM is non -preemptive (except for the special case of Seize) and
the TPM is single threaded, there is no issue with regard to sharing or colliding
interrupts across localities. For example, if one locality starts a TPM operation, it
cannot release the TPM to another locality until the pending TPM operation completes.
However, if one locality (e.g., Locality 0) starts a long TPM operation, then turns

control to another locality (e.g., Locality 2) before the long operation completes (and of
course does not relinquish the TPM, which would cause a command abort), the second

locality (e.g., Locality 2) would not know what the interrupt is for. This situation is

outside the purview of this specification and negotiation of interrupt handl ing is done
by the software.

The TPM reports all schemes it supports in the Interrupt Capabilities register bits 3 -6.
The software selects the scheme using the Interrupt Enable register bits 3 -4. If the
TPM supports only one scheme, bits 3 and 4 may be rea d only and return the value of

the implemented scheme.
1. The TPM SHALL support the following interrupts:
a. TPM_INT_STATUS_x.localityChangelntOccured
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b. TPM_INT_STATUS x.dataAvaillntOccured
The TPM MAY support the following interrupts:
a. TPM_INT_STATUS x.stsValidin tOccurred
b. TPM_INT_STATUS_ x.commandReadyIntOccured

The TPM SHALL support asserting any of the IRQ[0:15]. The TPM SHALL NOT
assert PIRQ[A:D] in the SIRQ stream.

The TPM SHALL support low level interrupts, defined in Table 34, and MA'Y
support the other interrupts. The TPM SHALL report all schemes it supports in the
Interface Capabilities register.

If the TPM supports only one scheme, bits 3 and 4 MAY be read -only and return
the value of the implemented scheme.

The TPM SHALL maintain i nterrupts as inactive during any change to the
TPM_INT_ENABLE_x globalintEnable and while TPM_INT_ENABLE_Xx
globalintEnable is O.
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Table 34 A LPC Interrupt Enable

Abbreviation:

TPM_INT_ENABLE_x

General Description:

Enables specific interrupts and has the global enable. The TPM
SHALL implement this register.

Bit Descriptions:

31 Read/ | globalintEnable

Default:0 1 = Interrupts controlled by individual bits

Write 0= All interrupts disabled.
cleared to 0 on reset.
30:8 Reserved Reads
always
return O
7 Read/ | commandReadyEnable Default: 0 1 = Enabled
Write 0 = Disabled
6:5 reserved Reads Note to readers and future editors: This
always displacement of the enable fields (i.e.
return O TPM_INT_ENABLE_x.commandReadyEnable not

being adjacent to the other enable fields) here and
in the tables below was done because the
TPM_INT_ENABLE_x.commandReadyEnable field
was added late in the draft cycle of this release
(1.2). Some TPM manufacturers could not change
their implementation in a timely manner if we
moved the TPM_INT_ENABLE_x.typePolarity
fields.

4:3 | Read/ | typePolarity
Write

Default: 01 00 = High level
01 = Low level

10 = Rising edge
11 = Falling edge

2 Read/ | localityChangelntEnable Default: 0 1 = Enabled

Write 0 = Disabled

1 Read/ | stsValidintEnable Default: 0 1 = Enabled

Write 0 = Disabled

0 Read/ | dataAvaillntEnable Default: 0 1 = Enabled

Write 0 = Disabled
Family fA2.00 TCG Published Page 115
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5.6.1.2 Interrupt Status

Table 35 i

TCG PC Client Platform

Interrupt Status

Abbreviation: TPM_INT_STATUS_x
General Description: Shows which interrupt has occurred. The TPM SHALL implement this
register.
Bit Descriptions:
31:8 Reserved Default: 0 Reads always return 0
7 Read / | commandReadyIntOccured | Default: 0 When 1, indicates the TPM_STS_x.commandReady
Write 1 field transitioned from 0 to 1.
Writing a 1 to this field clears the interrupt.
Writing a 0 to this field has no effect.
6:3 reserved Default: 0 Reads always
return O
2 Read / |localityChangelntOccured |Default: 0 When 1, indicates the locality change interrupt
Write 1 occurred. This interrupt is caused whenever any
locality moves from TPM_ACCESS_x.requestUse to
TPM_ACCESS_x.activeLocality ~ whenever  this
transition had been delayed due to another locality
having TPM_ACCESS_x.activeLocality set.
Note that if the TPM has no
TPM_ACCESS_x.activeLocality set when
TPM_ACCESS_x.requestUse is written, the TPM
SHALL move directly from
TPM_ACCESS_x.requestUse to
TPM_ACCESS_x.activeLocality without causing the
interrupt.
Writing a 1 to this field clears the interrupt (i.e., a
TPM_EOI).
Writing a O to this field has no effect.
1 Read / |stsValidintOccurred Default: 0 This interrupt indicates a 0 to 1 transition on
Write 1 TPM_STS_x.stsValid.
Writing a 1 to this field clears the interrupt.
Writing a 0 to this field has no effect.
0 Read / |dataAvailintOccured Default: O This interrupt indicates that TPM_STS_x.dataAvail
Write 1 transitioned from a 0 to a 1. This 0 to 1 transition
occurs when the command has been completed and
there is a Response to be read. This transition
SHALL only occur when both TPM_STS_x.dataAvalil
and TPM_STS_x.stsValid fields are 1.
Writing a 1 to this field clears the interrupt.
Writing a 0 to this field has no effect.
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5.6.1.3 Interrupt Vector
Table 36 A Interrupt Vector
Abbreviation: TPM_INT_VECTOR_x
General Description: Contains the SIRQ value. The TPM SHALL implement this register.

Bit Descriptions:

7:4 | Read Only Reserved (0) Default: 0 Read always return 00s;
3:.0 | Read/Write | sirqVec Default: 0 A value of 0 means SIRQ is disabled and SIRQ is
tristated. The SIRQ channel used by TPM can be
from 1 to 15.
5.6.2 CRB Interrupts

During all interactions of the Software with the TPM there are several situations where
Software has to wait for the TPM completing a requested action. Completion of a
requested action will be indicated from the TPM to Software by a change of the
corresponding status register change.

Actually there are 4 state transitions which may provide a benefit for the overall
system performance when being indicated to the Software via an interrupt instead of

poll
1

|l

ing:
Locality Change : Write 1to TPM_LOC_ CTRL_x.request Access => Wait for Locality
X to be SET

Establishment Clear : Write to TPM_LOC_CTRL_x.resetEstablishmentBit => Wait
for TPM_ESTABLISH MENT ==

TPM Ready : Write 1to TPM_CRB_CTRL_REQ_x.cmdReady => Wait for tpmldle ==
0

Response Available : Write 1to TPM_CRB_CTRL_x. Start => Wait for Start ==

To allow for a flexible configuration and use of the interrupt it is necessary to provide

the
1

T

Fa

fo llowing fields:

Interrupt Enable  : Allows configuration of the TPM which interrupt source should
be used

Interrupt Status  : Allows reading the source of an Interrupt asserted by the TPM
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5.6.2.1 CRB Interrupt Control Register

Table 37 i CRB | nterrupt Control

TCG PC Client Platform

Abbreviation:

TPM_CRB_ INT_ ENABLE_x

General Description:

Used to Control CRB Interrupts

Bit Descriptions:

31 R/W globalinterruptEnable Default: 0 = All interrupts are disabled
1 = Interrupt enable is controlled by the individual
bits in this register

30:4 R/O Reserved Default: Reserved for future use

3 R/W localityChangelntEnable Default: 0 = Disabled
1 = Enabled

2 R/W establishmentClearintEnable | Default: 0 = Disabled
1 = Enabled

1 R/W cmdReadyIntEnable Default: 0 = Disabled
1 = Enabled

0 R/W startintEnable Default: 0 = Disabled
1 = Enabled
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Table 38 i Interrupt Status
Abbreviation: TPM_CRB_ INT_STS x
General Description: Shows which interrupt has occurred.
Bit Descriptions:
314 R/O Reserved Default: 0 | Reserved for future use
3 Read/ | localityChangelnt Default: 0 | A 1 indicates that a locality change has occurred.
Write 1 This interrupt is caused whenever the value of
bits 4:2 of the TPM_LOC_STATE register
changes
Note: If the TPM has
TPM_LOC_STATE_x.locAssigned == 0 before
Request Use is set there will be no Interrupt
because the TPM will make the transition
immediately to the requesting locality
Writing a 1 to this field clears the interrupt.
Writing a O to this field has no effect.
2 Read/ | establishmentClearint Default: 0 | A 1 indicates that the reset of the
Write 1 TPM_LOC_STATE_x.tpmEstablished field has
been  successfully executed after the
corresponding request
TPM_LOC_CTRL_x.resetEstablishment
Writing a 1 to this field clears the interrupt.
Writing a O to this field has no effect.
1 Read/ | cmdReadylInt Default: 0 | A 1 indicates that after a write of 1 to
Write 1 TPM_CTRL_REQ.cmdReady the TPM has
successfully finished the transition to the Ready
state (i.e. TPM_CRB_CTRL_STS x.tpmldle ==
0)
Writing a 1 to this field clears the interrupt.
Writing a O to this field has no effect.
0 Read/ | startint Default: 0 | A 1 indicates that the TPM has executed a
Write 1 command as requested by TPM_CTRL_Start_x =
0001 and the corresponding response is
available for read-out (i.e. Start field has been
cleared). This interrupt will also be triggered if the
currently executed command will be cancelled via
a Command Cancel.
Writing a 1 to this field clears the interrupt.
Writing a O to this field has no effect.
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6 TPM Hardware

6.1

TCG PC Client Platform

FIFO Interface Locality Usage per Register

Table 39 shows how the TPM responds to access to each of the interface registers

based on locality settings for the FIFO interface.

1. If TPM_ACCESS_x.activelLocality setting ch
the TPM SHALL abort the currently executing command
5.5.2.3.1 Command Aborts

anges when a command is executing,

, as defined in Section

Table 39 i Register Behavior Based on Locality Setting for FIFO
TPM_ACCESS_ x.activeLocality
Set for This Locality Set for other Locality Not Set
READ WRITE READ WRITE READ WRITE

TPM_STS_x Registers

TPM returns
correct value

Fields updated

TPM returns FFh

TPM Ignore the
write

TPM returns FFh

TPM Ignore the
write

TPM_INT_ENABLE_x Registers

TPM returns
correct value

Field updated

TPM returns
correct value

TPM Ignore the
write

TPM returns
correct value

TPM Ignore the
write

TPM_INT_VECTOR_x Registers

TPM returns
correct value

Field updated

TPM returns
correct value

TPM Ignore the
write

TPM returns
correct value

TPM Ignore the
write

TPM_INT_STATUS_x Registers

TPM returns
correct value

Interrupt cleared

TPM returns
correct value

TPM Ignore the
write

TPM returns
correct value

TPM Ignore the
write

TPM_INTF_CAPABILITY_x Registers

TPM returns
correct value

Read-only
register

TPM returns
correct value

Read-only
register

TPM returns
correct value

Read-only
register

TPM_ACCESS_x Registers

TPM returns
correct value

Fields updated

TPM returns
correct value

Fields updated

TPM returns
correct value

Fields updated

TPM_DATA_FIFO_x Registers

TPM returns
correct data

TPM accepts
data and
command

TPM returns FFh

TPM Ignore the
write

TPM returns FFh

TPM Ignore the
write

Configuration registers i OF0Oh to OFFFh

TPM returns
correct value

Fields updated

TPM returns
correct value

TPM Ignore the
write

TPM returns
correct value

TPM Ignore the
write

Page 120
January 26, 2015

TCG Published
Copyright © TCG 2003 - 2015

Fami

y

Level 00 Revision 00.43

fi

2.

0o



TCG PC Client Platform

TPM Profile (PTP) Specification

TPM_ACCESS_x.activeLocality

Set for This Locality

Set for other Locality

Not Set

READ

WRITE

READ

WRITE

READ

WRITE

TPM_HASH_START Register

TPM returns FFh

TPM accepts
command

TPM returns FFh

TPM Ignore the
write

TPM returns FFh

TPM accepts
(and sets
TPM_ACCESS_x
.activeLocality for
Locality 4)

TPM_HASH_DATA Register

TPM returns FFh

TPM accepts
data

TPM returns FFh

TPM Ignore the
write

TPM returns FFh

TPM Ignore the
write

TPM_HASH_END Register

TPM returns FFh

TPM accepts
command and
clears
TPM_ACCESS_x
.activeLocality for
Locality 4

TPM returns FFh

TPM Ignore the
write

TPM returns FFh

TPM Ignore the
write
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6.2

TCG PC Client Platform

CRB Interface Locality Usage Per Register

Table 40 shows how the TPM responds to access to each of the interface registers
based on locality settings for the CRB interface.

1. If TPM_LOC_ STATE _x.activeLocality setting changes when a command is
executing, the TPM SHALL abort the currently executing command
Section 5.5.1.1 Bus Aborts .

Table 40 i Register

Behavior

Based on Locality Setting for CRB

, as defined in

TPM_ACCESS_x.activeLocality

Set for This Locality Set for other Locality Not Set
READ WRITE READ WRITE READ WRITE
TPM_LOC_STATE_x Registers
TPM returns Read-only TPM returns Read-only TPM returns Read-only
correct value register correct value register correct value register

TPM_LOC_CTRL_x Registers

TPM returns O

Field updated

TPM returns O

Field updated

TPM returns O

Field updated

TPM_LOC_STS_x Registers

TPM returns
correct value

Read-only
register

TPM returns
correct value

Read-only
register

TPM returns
correct value

Read-only
register

TPM_CRB_INTF_

ID_x Registers

TPM returns
correct value

Field updated

TPM returns
correct value

Field updated

TPM returns
correct value

Field updated

TPM_CRB_CTRL_x Registers

TPM returns
correct value

Fields updated

TPM returns FFh

TPM Ignore the
write

TPM returns FFh

TPM Ignore the
write

TPM_CRB_DATA_BUFFER_x Register

S

TPM returns
response data

TPM accepts
command or data

TPM returns FFh

TPM Ignore the
write

TPM returns FFh

TPM Ignore the
write

TPM_LOC_CTRL_4.HASH_START Fiel

d

TPM returns 0

TPM accepts
(and sets
TPM_LOC_STAT
E_x.activeLocalit
y to Locality 4)

TPM returns O

TPM Ignore the
write

TPM returns O

TPM accepts
(and sets
TPM_LOC_STAT
E_x.activeLocalit
y to Locality 4)

TPM_LOC_CTRL_4.TPM_HASH_DATA Field

TPM returns 0

TPM consumes
data in command
buffer

TPM returns O

TPM Ignore the
write

TPM returns O

TPM Ignore the
write

TPM_LOC_CTRL_4.TPM_HASH_END Field

TPM returns 0

TPM finalize and
extend data and
release Locality

TPM returns O

TPM Ignore the
write

TPM returns O

TPM Ignore the
write
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6.3 TPM LPC Hardware Protocol

This specification addresses 20 compl i ant TPM3ds which make use
interconnecting to the platfo  rm, as there are specific protocol r equi r ement s f or
using LPC. The definition of specific LPC requirements does not preclude the use of

other interfaces on a 2.0 compliant TPM. Future versions of this specification may

address other bus interfaces.

1. If a TPM implements an LPC interface as the method of connecting to the trusted
process, it SHALL implement the LPC bus per the requirements of the LPC
Interface Specification . A link may be found to the specification in Section 7
References.

2. If a TPM implements an LPC interface, the TPM MAY use the LPC CLKRUN#
protocol for mobile platforms.

3. If a TPM implements an LPC interface, the TPM SHALL be design ed such that the
LPCPD# pin may be strapped high to disable the LPCPD# protoc ol.

6.3.1 LPC Locality Cycles for TPM Interface
This section only applies to TPM implementations using the LPC interface.

This specification defines two LPC locality cycles, TPM -Write and TPM -Read, which
were added for communication between the chipset and the T PM. On the LPC bus,
with the exception of the START field, these cycles are identical to I1/O cycles. These
locality cycles are an additional flag to the TPM (beyond addressing) that the cycles are
intended for the TPM as locality commands. These commands can only be generated
by a trusted process, e.g. the chipset.

See Section 5.2.1 TPM Locality Levels for rules and restrictions on using the standard
vs. Locality LPC cycles.

By definition, the Locality = None level is lower than Locality O.

1. If the TPM supports Locality =~ None and Locality None is the active locality, any TPM
access request from Locality O -4 is a higher locality priority. In this case, the TPM
SHALL respond to Locality 0 -4 register writes to TPM_ACCESS_x.requestUse and
TPM_ACCESS_x.Seize per the requirements documented in Section 5.5.2.4 Access

Reqister .

6.3.1.1 TPM-Write LPC Locality Cycle

Table 41 shows the TPM -Write locality cycle format. It is similar to the existing LP C
I/O write.

If the CPU attempts to write more than 1 byte at a time to the TPM, the chipset must
break this up into multiple cycles of 1 byte each to consecutive addresses.
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