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Licenses and Notices
Copyright Licenses:

1 Trusted Computing Group (TCG) grants to the user of the source code in this specification (the
iSour ce Codeod) a worl dwi de, irrevocabl e, nonexcl t
reproduce, create derivative works, distribute, display and perform the Source Code and
derivative works thereof, and to grant others the rights granted herein.

1 The TCG grants to the user of the other parts of the specification (other than the Source Code)
the rights to reproduce, distribute, display, and perform the specification solely for the purpose of
developing products based on such documents.

Source Code Distribution Conditions:

1 Redistributions of Source Code must retain the above copyright licenses, this list of conditions
and the following disclaimers.

1 Redistributions in binary form must reproduce the above copyright licenses, this list of conditions
and the following disclaimers in the documentation and/or other materials provided with the
distribution.

Disclaimers:

1 THE COPYRIGHT LICENSES SET FORTH ABOVE DO NOT REPRESENT ANY FORM OF
LICENSE OR WAIVER, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, WITH
RESPECT TO PATENT RIGHTS HELD BY TCG MEMBERS (OR OTHER THIRD PARTIES)
THAT MAY BE NECESSARY TO IMPLEMENT THIS SPECIFICATION OR OTHERWISE.
Contact TCG Administration (admin@trustedcomputinggroup.org) for information on specification
licensing rights available through TCG membership agreements.

1 THIS SPECIFICATION IS PROVIDED "AS IS" WITH NO EXPRESS OR IMPLIED WARRANTIES
WHATSOEVER, INCLUDING ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE, ACCURACY, COMPLETENESS, OR NONINFRINGEMENT OF
INTELLECTUAL PROPERTY RIGHTS, OR ANY WARRANTY OTHERWISE ARISING OUT OF
ANY PROPOSAL, SPECIFICATION OR SAMPLE.

1 Without limitation, TCG and its members and licensors disclaim all liability, including liability for
infringement of any proprietary rights, relating to use of information in this specification and to the
implementation of this specification, and TCG disclaims all liability for cost of procurement of
substitute goods or services, lost profits, loss of use, loss of data or any incidental, consequential,
direct, indirect, or special damages, whether under contract, tort, warranty or otherwise, arising in
any way out of use or reliance upon this specification or any information herein.

Any marks and brands contained herein are the property of their respective owners.
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Part 1: Architecture Trusted Platform Module Library

Change History

Revision 98

Added parameter to MemoryMove(), MemoryCopy(), and MemoryConcat() to make sure that the data
being moved will fix into the receiving buffer

Change the size of local 2B buffers so that they are sized to the sum of the sizes of the elements rather
than any other mathematical construct. This forces the size of the local buffer to track any changes to the
sizes of the input components rather than have some assumed relationship.

Made multiple changes to code to eliminate fideadod <co
perturbation of the inputs).
Removed the fi+d0 from the handle parameter in TPM2_ HMAC

Changed TPM_RC_BAD_TAG to 0x01e so that its value would match TPM_BADTAG from 1.2

Changed reference implementation so that it would only allow use of default exponent for creation of RSA
keys. It will allow other exponents for imported keys.

Changed _cpri__GenerateKeyRSA() in CpriRSA.c so that it no longer reads outside the bounds of an
array when getting a value to use for encrypting/decrypting with a key, generated from a seed.

Removed TPM_NV_INDEX entity name space.

Authorization check includes locality.

Revision 99

Added phEnableNV to make NV enable independent of the platform hierarchy enable.

Added TPM2_PolicyNvWritten to permit a policy based on whether or not NV has been written
Added TPM_PT_NV_BUFFER_MAX, the maximum data size in an NV write.

Added define for HCRTM PCR, platform specific

Return code when an NV hierarchy is disabled is TPM_RC_HANDLE.

TPM2_Shutdown state may be nullified on any subsequent command.

CTR mode increments the entire 1V, not just 32 bits.

TPM2_PolicySecret cannot have a null authHandle.

Revision 101

Added Definitions for Endorsement Authorization, Owner Authorization, Platform Authorization.
An error may change TPM state under certain conditions.

A restricted signing key cannot have a scheme of TPM_ALG_NULL.

Added TPMS_EMPTY.
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Trusted Platform Module Library Part 1: Architecture

TPM2_Sign: The signing scheme hash algorithm determines the size of the hash to be signed. However,
this may be removed in a future revision.

TPM2_PCR_Allocate may return an error if the allocation fails.

Revision 103

Added ISO/IEC references and forward.

Handle errors always return TPM_RC_HANDLE, not TPM_RC_HIERARCHY.
TPM_PCR_Allocate does not change allocation for a bank not listed.

For a policy ticket, if expiration is non-negative, a NULL ticket is returned.
Revision 105

Added lockoutPolicy.

Added vendor-specific handles.

Added detection of a clock discontinuity to tickets.

Reworked TPM2_Import description.

Revision 107

Some reworking of H-CRTM, D-RTM.

Some clarification of policy expiration.

Changed references to ISO/IEC standards.

Change PPS, EPS Clear flush resident transient and persistent objects.
Revision 109

Any field upgrade preserves state, not just the standard commands.
Added TPM 2.0 Part 1 description of vendor-specific authorization values.

Refined description of PCR interaction with H-CRTM, TPM2_Startup, and locality. _TPM2_Hash_Start
indicates the start of an H-CRTM sequence, not DRTM.

A non-authorization session must have at least one of encrypt, decrypt, or audit set

A policy session timeout can only change to a shorter value.

Added defines for ECC curves and removed some redundant values in the Part B annex.
TPM2_Sign can use a symmetric key.

TPM2_NV_UndefineSpace fails if TPMA_NV_POLICY_DELETE is set.
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Part 1: Architecture Trusted Platform Module Library

Revision 111

TPM2_ContextSave encrypts just the TPM2B_CONTEXT_SENSITIVE structure.

TPM 2.0 Part 2 structures removed algorithms and added notation referring to algorithm registry.
HMAC commands cannot be used with a restricted key.

Revision 113

Clarified Auth Role for hierarchies and NV Index.

Added password check to authorization checks.

Indicated that handles returned by the TPM are TPM_HT_TRANSIENT (three places).
Revision 115

FIPS 186-4 note.

Return codes for tag requires vs. actual mismatch.

Revision 117

A trial session cannot use encrypt or decrypt

HMAC is optional when the HMAC key is the Empty Buffer. If present, it must be correct.
CFB uses sessionValue in the KDF, not sessionKey

FIPS-140 requires NV to be erased when an Index is deleted. NV data must be initialized on a first partial
write.

TPM2_Create for a keyed hash object must have TPM_ALG_NULL if sign and decrypt are both SET or
CLEAR.

For an unrestricted HMAC key, if both the key and parameter have a non-NULL scheme, they must
match.

Revision 119
Defined transient object and made the use of object and sequence object more consistent.

Refined the description of an exclusive audit session, the definition of auditReset, and its relationship to
the audit attribute.

Explained that the TPM clock must be accurate even if there is no reliable external clock.

Updated the informative algorithm ID table.

TPM2_HMAC and TPM2_HMAC_Start return code change.

All signing commands, including attestation commands, return TPM_RC_KEY for a non-signing key.

TPM2_SetCommandCodeAuditStatus is not audited when used to change the algorithm.
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Trusted Platform Module Library Part 1: Architecture

Trial policy sessions check authorizations.

DA protection does apply to TPM_RH_LOCKOUT.

Revision 121

continueAuthSession is ignored for a password session.

Reworked NV attributes to accommodate more NV types. Defined TPM_NT.
For a hybrid counter Index, the first write always writes through to NV memory.
Added ECC point padding description.

Unmarshaling routines return error code, not bool. Detailed CommandDispatcher parameters. Unmarshal
flag set means null is permitted.

The algorithm ID table in this specification is informative.
Context gap must be 2/n-1.

Handle type 0x03 is for saved sessions, not active session.
Timeout is of length TPM2B_DIGEST, not UINT64.
nullProof can be used in a ticket.

TPM2_EncryptDecrypt uses an unrestricted key. The sign attribute is used as an encrypt attribute. A non-
null mode cannot be overridden.

A TPM2_PolicySecret being satisfied by a policy requires a password or auth value. The object must
permit password or HMAC authorization.

TPM2_PolicyNV is an immediate assertion.

Revision 122

NULL password can have continue set or clear.

Sign attribute becomes encrypt attribute for a symmetric cipher object.

Saved context metadata is normative. Encrypted data is vendor specific.
TPMU_SYM_MODE, TPMS_SCHEME_XOR selector permits NULL.

If the session requires a policy session, returns TPM_RC_AUTH_TYPE.
TPM2_NV_Certify returns TPM_RC_NV_UNINITIALIZED if unwritten even if size is zero.
Revision 123

Advised that callers should not use NV read public to calculate the Name.

Removed advice that FIPS may require an authValue size of half the hash algorithm digest size.
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Part 1: Architecture Trusted Platform Module Libra

Clarified that nonceTPM is only used once in an HMAC calculation when the session is being used for
both encrypt and decrypt.

Clarified that authValue is an Empty Buffer if a session is not an authorization session.

Clarified that sessionValue for authorization sessions that are encrypt or decrypt sessions is sessionKey ||
authValue regardless of binding.

Clarified that nameAlg is the authPolicy hash algorithm.

Structure definition lower limits apply to TPM inputs. Upper limits refer to inputs and outputs.
The year and day of year can indicate an errata date.

TPM_RC_NONCE is returned for a nonce value mismatch.

TPMS ALGORITHM_DETAIL_ECC kdf can be TPM_ALG_NULL.

TPMS_CONTEXT savedHandle indicates the context type.

If a handle in handle area references a session and the session is not present, returns
TPM_RC_REFERENCE_HO + N.

Clarified that the size of an encrypted parameter can be zero.

TPM2_Startup can result in the PCR update counter non-zero because of PCR resets.

For RSA salt key, the size of an encrypted salt must be the same as the size of the public modulus.
TPM2_ECDH_KeyGen requires restricted CLEAR and decrypt SET.

TPM2_Commit does not require the sign attribute.

TPM_PolicyOR extends the digest into a Zero Digest PolicyDigest. It does not replace the digest.
TPM2_PolicyPCR with a trial policy may use the TPM PCR if the caller does provide PCR settings.

TPM2_PolicyNV, TPM2_PolicyCounterTimer, TPM2_NV_Certify, can return TPM_RC_VALUE if the
offset is greater than the data size.

Indicated that the reference implementation can do compare operations on a structure using a cast to a
byte array, so unmarshaling code must initialize input buffers.

Revision 124

This revision begins to implement the NV PIN Index type. The information is incomplete and subject to
change. It is included as a work in progress rather than create two forks to the specification.

Clarified that TPM2B_DATA is the size of a TPMT_HA but is not required to contain an algorithm ID.
Clarified that time can be setto zero at _ TPM_Init or TPM2_Startup.
TPM2_StartAuthSession rejects a symmetric salt key.

Revision 125
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Trusted Platform Module Library Part 1: Architecture

Continued specifying NV PIN Index. The information is complete but not reviewed and still subject to
significant changes.

Session-based encryption should support XOR, but a block cipher is platform specific.

Added TPM_PT_MODES for FIPS and other indications. Added TPMA_MODES.

Clarified the TPMA_STARTUP_CLEAR attribute (enable flags) settings on the various startup types.
_PRIVATE structure - changed from TPMT_SENSITIVE to TPM2B_SENSITIVE.

Revision 126

Reworded the PIN Index and rewrap text.

Added restrictions on unique input for TPM2_Create and TPM2_CreatePrimary.Removed obsolete
TPM_CC_PP_FIRST and TPM_CC_PP_LAST.

Revision 127

Removed symmetric salt.

Revision 128

sensitiveDataOrigin is set for an asymmetric object.

Clarified that only the template unique field may be altered when an object is created.
A PIN index can be used in TPM2_PolicySecret if read or write locked.

ehProof is changed on TPM2_Clear.

TPM2_SetPrimaryPolicy requires a policy length consistent with the hash algorithm.
Revision 130

Augmented section 27.rlodu@hbtjieocntdo rye aatdidoinn g/ tlhnet t abl e #ACr
description of that table.

Augmented section 27.6.1 AEntropy Creation [/ Il ntroduct
Val ueso and a description of that table.

Added TPM2_PolicyTemplate(), TPM2_CreateLoaded(), TPMI_DH_PARENT.
Revision 131

Added TPM2_PolicyAuthorizeNV(), TPM2_EncryptDecrypt2().

Noted that TPM2_Create() may require transient resources.

TPM2_Clear() increments the pcrUpdateCounter, permitting a policy that can be invalidated on
TPM2_Clear().

TPM_PT_NV_BUFFER_MAX returns the maximum size for NV read and NV certify as well as NV write,
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Part 1: Architectus Trusted Platform Module Library

Noted that TPMA_NV_POLICY_DELETE with a policy that cannot be satisfied defines an Index that can
never be deleted.

TPM2_NV_Read ignores offset for bits and counter indexes.
Revision 132

Reworked Part 4 for refactored crypto code merge.

Added application note on audit alternative.

Added command code for PolicyAuthorizeNV and EncryptDecrypt2.

Added getcapability TPM_CAP_AUTH_POLICIES for hierarchy policies, and new structure
TPMS_TAGGED_POLICY.

Offset is ignored when reading counter and bits NV indexes.
ReadClock can have audit session.

Revision 133

Added additional option to ticket expiration, and timeEpoch.
TPM2B_PRIVATE always has authorization value padded.
Clarified GPIO inputs and outputs.

EC Schnorr computation changes.

Salt always uses OAEP.

KDF must reject weak keys.

Revision 134

TPM2_Create for a fixedParent storage key only requires the symmetric algorithm of the parent and child
to match.

Policy ticket creation also digests the timeEpoch.
Revision 135
Weak symmetric keys will not be generated and cannot be loaded.

OAEP uses the object's scheme. If the object's scheme is TPM_ALG_NULL, uses the objects Name
algorithm.

GPIO input and output settings are platform or vendor specific.

Added a TPM2_Create, etc. reference code error check if data objects have sensitiveDataOrigin SET.
The normative text was correct.

Revision 135 June 20
Modified the ECDAA signature calculation
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Revision 136

Added PolicyAuthorize definition.

Noted that weak symmetric keys are not permitted.

OAEP uses the key's scheme unless it is NULL

Modifications to the ECDAA sign operation.

Parents use CFB mode, and cannot have a NULL symmetric algorithm
The salt key scheme must be NULL or OAEP.

Revision 137

Updated the interaction between nonceTPM and expiration.

data may be a non - Empty Buffer when a primary key is created.
TPM2_PolicySecret() referencing a PIN Pass Index returns a NULL ticket.
TPM2_SelfTest returns TPM_RC_FAILURE on failure.

phEnableNV is set on TPM Reset or TPM Restart

TPM2_Create and TPM2_CreatePrimary input is actually TPM2_PUBLIC even though the parameter
says TPM2_TEMPLATE.

TPM2_PolicySecret for PIN and non-PIN Index clarifications.
TPM2_PolicyNV, TPM2_NV_Read, TPM2_NV_Certify may ignore offset parameter.
TPM2_NV_GlobalWriteLock, TPM2_NV_ReadLock may write NV.

Part 4 added SelfTest.h, Simulator_fp.h, removed CryptEccData.c,

Part 4 updated TPM2B structure sample.

Revision 138

Added back expiration comment that timeout cannot become smaller.
Explained the result of TPM_CAP_AUTH_POLICIES.

Removed obsolete CommandDispatcher.h and HandleProcess.h.

Revision 139

Revision 140

Added Attached Component (AC Send) description, structures, and functions.
TPM2_ECC_Parameters() may zero pad results.
TPM2_DictionaryAttackParameters does not reset failedTries.
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Part 1: Architecture Trusted Platform Module Library

Revision 141

Clarified that the KDFa 0x00 byte is only explicitly added if Label is not present or if it is not NULL-
terminated.

Clarified that recoveryTIme may be tracked through a shutdown.
Added TDES annex explaining parity generation.

Revision 142

Code merge with 141.

Revision 143

Clarified HMAC key calculation for bound policy session with and without TPM2_PolicyAuthValue. Similar
clarification for encrypted policy session.

Added the TPM2_MAC commands and merged with TPM2 HMAC commands. Added
TPMI_ALG_MAC_SCHEME.

Changed TPM2B_TIMEOUT back to a UINT64.

TPM2_FlushContext for sessions ignores the upper byte of the handle.
Revision 144

Minor updates for TPM2_MAC.

Added TPMI_ALG_CIPHER_MODE, used for EncryptDecrypt.

Salt key must be a decrypt key.

seedValue is the size of the nameAlg digest.

Revision 145

More informative explanation. No normative changes.

Revision 146

Typos and fonts. No normative changes

Revision 147

Field upgrade should preserve the TPM vendor provisioned EKs.

Salt can only use asymmetric key encryption.

Alternative implementation of failedTries on non-orderly shutdown.
Added description of entropy usage for derived objects.

Alternate implementations for NV counter index initialization.
TPM_PT_NV_COUNTERS_MAX - zero value indicates no specified maximum.
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Added TPMI_DH_SAVED for handle values that can be used in TPM2_ContextSave or
TPM2_FlushContext.

TPMS_SCHEME_XOR cannot have a NULL hash algorithm

TPM2_PolicyTemplate() error codes if command is sent twice or if cpHash is already set.
CryptSym.h added to Part 4.

Revision 148

Reworked the attestation key certification to indicate that an encrypted challenge response is a more
likely use case than an encrypted certificate.

Field upgrade should not affect TPM2_CreatePrimary() outputs under certain conditions.

The reset of the TIme circuit is related to TPM power, not TPM_Init.

MAX_SYM_DATA 128 changed from shall to should.

sign and decrypt both CLEAR or SET and scheme not TPM_ALG_NULL returns TPM_RC_SCHEME.
TPM2_PCR_Allocate() takes effect at _ TPM_Init(), not TPM2_Startup().

Clarified in the text (the code was correct) that TPM2_PolicyDuplicationSelect() Names do not include the
size.

The TPM may enter Failure mode if TPM2_Startup() is not TPM_SU_CLEAR after an algorithm set
change that affects PCR banks. It was previously not a may.

After a field upgrade, preserving seeds, etc. was changed from shall to should.
Revision 149

Part 1 added phEnableNV to STATE_CLEAR_DATA, clearCount increments on TPM Restart, not TPM
Resume

Noted that TPM2_EventSequenceComplete() always returns all hashes.

Noted that TPM2_PCR_Allocate() requirement for TPM_SU_CLEAR only applies until after the next
_TPM_Init.

Part 4: For code merge: Added KdfTestData.h. Deleted BnEccData.c. Changed CryptDataEcc.c to
CryptEccData.c

Revision 150

Added some notes about the interaction between audit and parameter encryption. Clarified that the audit
digest is a single hash of cpHash and rpHash.

The random commit value has to be at least equal to the security strength of the signing key. KDFa for
the commit calculation uses vendorAlg, not nameAlg.

+ decoration only applies to command parameters, not response parameters.
TPM2_Startup() does not clear the written bit for an orderly counter Index.
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Removed CryptHashData.h.
Revision 151

TPM2_Hash() and TPM2_SequenceComplete() creates a ticket, with an Empty digest if in the NULL
hierarchy.

TPM2_VerifySignature() returns a ticket with an Empty digest if the key is in the NULL hierarchy.
Updated ECC key generation and point padding in the Part 1 annex.

The TPM_PT_PS_REVISION value is platform specific.

Moved implementation specific description of the Clock Safe flag to an example.

Clarified that the getcapability returning TPML_PCR_SELECTION must return a selection for allocated
banks but can return additional selections.

Revision 152

Added a first draft of TPM2_CertifyX509().

Revision 153

C.5 ECC Key Generation changed d to c and G to Q.

TPM2B_PRIVATE_KEY_RSA is permitted to be larger for fixedTPM keys. the TPM2B_PRIVATE
structure in TPM2_Create() and TPM2_Load() may contain five CRT primes (instead of one).

Assign TPM_CC_CertifyX509 command code, x509Sign attribute, TPMA_X509_KEY_USAGE, Add
TPM2_CertifyX509 description, parameters, and actions.

Define NV digest attestation structure, TPMS_NV_DIGEST_CERTIFY_INFO, and added certifying an NV
digest to TPM2_NV_Certify.

Revision 154

Clarify that label in KDFa is an octet stream and the conditions for the KDFa zero byte.

Clarify the required size of an object sensitive area seedValue for TPM generated and imported objects.
Clarify that the L parameter in OAEP is a byte stream with the last byte zero, not a null terminated string.
Add an Annex with a Library Profile Guide.

Clarify that TPM_PT_NV_BUFFER_MAX applies to NV extend or NV certify.

The TPMA_X509_KEY_USAGE keyAgreeement and encipherOnly attributes require the decrypt
attribute.

Explain that most of TPM2_SetAlgorithmSet is vendor-dependent.
Explain that the initialization of the list of commands requiring physical presence is platform-specific.

Revision 155
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Part 2 removed , S AND <IO> from several table titles.
TPM_ECC_CURVE add + to TPM_ECC_NONE
Part 4 added files for X.509 support: OIDS.h, MinMax.h, and AC support: AC_spt.c

Changed Implementation.h to TpmProfile.h and added a pointer in TpmBuildSwitches.h to preset the
values.

Revision 156

Added the ACT feature.

Explained that the TPM2_CertifyX509 partialCertificate and addedToCertificate are a DER encoded
SEQUENCEs. Explained the encoding of the TPMA_OBJECT element. Noted that tbsDigest is returned
as a debugging aid. Changed qualifyingData to reserved and that it must be an Empty Buffer.

Added a requirement that, if a command resets PCR in multiple banks, the PCR Update Counter must be
incremented only once. If a command causes PCR in multiple banks to change, the PCR Update Counter
must be incremented once for each bank.

Revision 157

Added the ACT code.

Revision 158

Minor updates to the ACT description.

Revision 159

Added several missing source code files to Part 4.

Reversed the TPMA_ X509 KEY_USAGE bit map.
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Trusted Platform Module Library

Part 1: Architecture

1 Scope

This specification defines the Trusted Platform Module (TPM) a device that enables trust in computing
platforms in general. It is broken into parts to make the role of each part clear. All parts are required in
order to constitute a complete standard

For a complete definition of all requirements necessary to build a TPM, the designer will need to use the
appropriate platform-specific specification to understand all of the requirements for a TPM in a specific
application or make appropriate choices as an implementer.

Those wishing to create a TPM need to be aware that this specification does not provide a complete
picture of the options and commands necessary to implement a TPM. To implement a TPM the designer
needs to refer to the relevant platform-specific specification to understand the options and settings
required for a TPM in a specific type of platform or make appropriate choices as an implementer.

EXAMPLE The number of platform configuration registers and their attributes are not defined in this
specification. Those values would be specified by a platform specific specification or alternatively
determined by an implementer.
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2 Specification Organization

This specification contains four parts, as follows. In normative clauses, text labeled NOTE or EXAMPLE
are informative, non-normative. Text in Part 2 table columns Description or Comments are informative,
non-normative.

TPM 2.0 Part 1: Architecture

TPM 2.0 Part 1 contains a narrative description of the properties, functions, and methods of a TPM.
Unless otherwise noted, this narrative description is informative. TPM 2.0 Part 1 contains descriptions of
some of the data manipulation routines that are used by this specification. The normative behavior for
these routines is in C code in TPM 2.0 Part 3 and TPM 2.0 Part 4. Algorithms and processes described in
this TPM 2.0 Part 1 may be made normative by reference from TPM 2.0 Part 2, TPM 2.0 Part 3, or TPM
2.0 Part 4.

TPM 2.0 Part 2: Structures

TPM 2.0 Part 2 contains a normative description of the constants, data types, structures, and unions for
the TPM interface. Unless otherwise noted: (1) all tables and C code in TPM 2.0 Part 2 are normative,
and (2) normative content in TPM 2.0 Part 2 takes precedence over any other part of this specification.

TPM 2.0 Part 3: Commands

TPM 2.0 Part 3 contains: (1) a normative description of commands, (2) tables describing the command
and response formats, and (3) C code that illustrates the actions performed by a TPM. Within TPM 2.0
Part 3, command and response tables have the highest precedence, followed by the C code, followed by
the narrative description of the command. TPM 2.0 Part 3 is subordinate to TPM 2.0 Part 2.

A TPM need not be implemented using the C code in TPM 2.0 Part 3. However, any implementation
should provide equivalent or, in most cases, identical results as observed at the TPM interface or
demonstrated through evaluation.

TPM 2.0 Part 4: Supporting Routines

TPM 2.0 Part 4 presents C code that describes the algorithms and methods used by the command code
in TPM 2.0 Part 3. The code in TPM 2.0 Part 4 augments Parts 2 and 3 to provide a complete description
of a TPM, including the supporting framework for the code that performs the command actions.

Any TPM 2.0 Part 4 code may be replaced by code that provides similar results when interfacing to the
action code in TPM 2.0 Part 3. The behavior of TPM 2.0 Part 4 code not included in an annex is
normative, as observed at the interfaces with TPM 2.0 Part 3 code. Code in an annex is provided for
completeness, that is, to allow a full implementation of the specification.

NOTE This specification does not provide code for lower-level cryptographic algorithms and use of external
libraries is required for a complete implementation.

Extensive modification of the code provided in TPM 2.0 Part 4 annexes is expected for any TPM
implementation. Modifications are required in order to interface the TPM code with actual TPM hardware
rather than the simulation framework provided. In addition, modifications of the code in TPM 2.0 Part 4
annexes would be necessary in order to meet the needs of applicable evaluation regimes.
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3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

IETF RFC 8017, Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specifications
Version 2.2

NIST SP800-56A, Recommendation for Pair-Wise Key Establishment Schemes Using Discrete Logarithm
Cryptography (Revised)

NIST SP800-108, Recommendation for Key Derivation Using Pseudorandom Functions (revised)

FIPS PUB 186-3, Digital Signature Standard (DSS)

ISO/IEC 9797-2, Information technology -- Security techniques -- Message Authentication Codes (MACs)
-- Part 2: Mechanisms using a dedicated hash-function

IEEE Std 1363™-2000, Standard Specifications for Public Key Cryptography

| EEE St d -21030643 a(EAme nd me nt t 62000EIEEE S@nddrd Sp&cificatidns for Public
Key Cryptography- Amendment 1: Additional Techniques

ISO/IEC 10116:2006, Information technology 0 Security techniques 6 Modes of operation for an n-bit
block cipher

GM/T 0003.1-2012: Public Key Cryptographic Algorithm SM2 Based on Elliptic Curves Part 1: General

GM/T 0003.2-2012: Public Key Cryptographic Algorithm SM2 Based on Elliptic Curves Part 2: Digital
Signature Algorithm

GM/T 0003.3-2012: Public Key Cryptographic Algorithm SM2 Based on Elliptic Curves Part 3: Key
Exchange Protocol

GM/T 0003.5-2012: Public Key Cryptographic Algorithm SM2 Based on Elliptic Curves Part 5: Parameter
definition

GM/T 0004-2012: SM3 Cryptographic Hash Algorithm
GM/T 0002-2012: SM4 Block Cipher Algorithm

ISO/IEC 10118-3, Information technology & Security techniques 8 Hash-functions 8 Part 3: Dedicated
hash functions

ISO/IEC 14888-3, Information technology -- Security techniques -- Digital signature with appendix -- Part
3: Discrete logarithm based mechanisms

ISO/IEC 15946-1, Information technology & Security techniques 8 Cryptographic techniques based on
elliptic curves 8 Part 1: General

ISO/IEC 18033-3, Information technology & Security techniques & Encryption algorithms o Part 3:
Block ciphers

TCG Algorithm Registry
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4 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

4.1
AATHO
sequence of four octets of data containing 41 54 48 0016 that is used as a label in a KDF

NOTE See 11.4.10.2 for justification for the terminating octet of 0046.

4.2
ACFBO
sequence of four octets containing 43 46 42 0016 that is used as a label in a KDF

NOTE See 11.4.10.2 for justification for the terminating octet of 0046.

4.3

ADUPLI CATEDO

sequence of 10 octets containing 44 55 50 4C 49 43 41 54 45 0016 that is used as a label in a
KDF

NOTE See 11.4.10.2 for justification for the terminating octet of 004¢.

4.4
Al DENTI TYO
sequence of nine octets containing 49 44 45 4E 54 49 54 59 0016 that is used as a label in a KDF

NOTE See 11.4.10.2 for justification for the terminating octet of 0046.

4.5

AOBFUSCATEDO

sequence of 10 octets containing 4F 42 46 55 53 43 41 54 45 0016 that is used as a label in a
KDF

NOTE See 11.4.10.2 for justification for the terminating octet of 004.

4.6
ASECRETO
sequence of seven octets containing 53 45 43 52 45 54 0016 that is used as a label in a KDF

NOTE See 11.4.10.2 for justification for the terminating octet of 004.

4.7
ASTORAGEDO
sequence of eight octets containing 53 54 4F 52 41 47 45 0016 that is used as a label in a KDF

NOTE See 11.4.10.2 for justification for the terminating octet of 0046.

4.8
AXORO
sequence of four octets containing 58 4F 52 0016 that is used as a label in a KDF

NOTE See 11.4.10.2 for justification for the terminating octet of 0046.
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4.9

ancestor

<object loaded in a TPM> Storage Key that was required to have been loaded prior to loading an
object

4.10

authValue

octet string containing a value that is used for access authorization. The value is used as a
password or to derive a key for an HMAC calculation.

4.11
authPolicy
digest value produced by an execution of policy commands and used for access authorization

4.12
bound
authValue of the Object is not included in the HMAC authorization for the authorization session

4.13
canonical form
data structure in the format used for transport to and from the TPM (see 4.36)

4.14
CLEAR
bit with a value of zero (0), or the action of causing a bit to have a value of zero (0)

4.15

command

di screte TPM function t hat i s exposed externally a
processor; also, the values sent to the TPM to indicate the operation to be performed

4.16
commandCode
numeric identifier of the operation to be performed by a TPM

4.17

context

collection of data that provides qualifying information about a data object to differentiate it from
others of the same type or to differentiate one version of a data object from another

4.18
cpHash
hash of the command code, Object names, and parameters of a command

4.19
Derivation Parent
loadable key used to derive other keys; a TPM_ALG_KEYEDHASH Parent Key

4.20

descendant

<Storage Key> Object whose loading is conditional on a specific Storage Key having been
previously loaded
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4.21
digest
result of a hash operation

4.22
duplicate
allowing a Protected Object created by a TPM to be used on a different TPM

4.23
ECDH
Diffie-Hellman secure secret sharing process using elliptic curve operations

4.24
entity
a hierarchy, PCR, object, or NV Index in a TPM shielded location

4.25
Ephemeral Key
key created as part of a protocol that is not used again after the protocol is complete

4.26
Empty Auth
Empty Buffer used as an authorization value

4.27

Empty Buffer

sized array with no data; indicated by a size field of zero followed by an array containing no
elements

4.28
Empty Digest
Empty Buffer used as a digest

4.29
Empty Point
ECC point with Empty Buffers for both the x and y coordinates

4.30

Empty Policy

Empty Buffer used when a policy value is required; as a policyValue, an Empty Buffer will satisfy
no policy

NOTE No policy can be satisfied by an Empty Policy because an Empty Policy has zero length but a
policyDigest is the size of a hash digest and a digest is never zero length.

4.31
Endorsement Authorization
authorization using either endorsementAuth or endorsementPolicy
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4.32

Extend

Extended

operation that replaces the current value of a digest with the hash of a buffer constructed by
concatenating new data (normally a digest) to the current value of the digest (see 11.4.8)

4.33
External Object
Object that may be loaded into a TPM without being a member of a specific hierarchy

4.34

Failure mode

mode in which the TPM returns TPM_RC_FAILURE in response to all commands except
TPM2_GetTestResult() or TPM2_GetCapability()

4.35

import

operation that allows a Protected Object not created by a TPM to be incorporated into a
hierarchy of the TPM

4.36

internal form

data structure using a layout that is specific to an implementation that may or may not be the
same as the canonical form

4.37
Lockout Authorization
Authorization using either lockoutAuth or lockoutPolicy

4.38

LSBO

little-endian

the least-significant octet of a datum is at byte offset 0

4.39

MSBO

big-endian

the most-significant octet of a datum is at byte offset O

4.40
LSbO

the least-significant bit of a datum is assigned the bit number of O

4.41
MSbO
the most-significant bit of a datum is assigned the bit number of O

4.42
non-volatile
data that is retained even when power is removed
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4.43

NULL

context-sensitive value that, when applied to a pointer, is a system-defined value indicating that
the pointer does not reference data; and, when applied to a structure identified by an algorithm
identifier, is the TPM_ALG_NULL value indicating that no additional data is present

4.44

NULL Password

NULL Auth

authorization where the authorization value is the Empty Buffer, resulting in an authorization that
is a sequence of 9 octets containing either 40 00 00 09 00 00 00 00 0016 or 40 00 00 09 00 00 01
00 0016

4.45
NULL Signature
signature with the TPM_ALG_NULL signature scheme that contains no data

4.46

NULL-terminated

sequence of non-zero values followed by a value containing zero; most often a NULL-terminated
string where the values are ASCII-encoded octets

4.47

NULL Ticket

ticket structure with tag set to a value that is correct for the context, hierarchy is TPM_RH_NULL,
and digest is an Empty Buffer

4.48

NV Index

Index

user defined non-volatile shielded location

4.49

Object

key or data that has a public portion and, optionally, a sensitive portion; and which is a member
of a hierarchy

NOTE An NV Index is not an object.

4.50
octet
eight bits of data

NOTE On most modern computers, this is the smallest addressable unit of data.

4.51

orderly shutdown

when the TPM has completed TPM2_Shutdown() before power to the TPM is removed or
_TPM_Init is asserted

4.52
ordinary key
key produced with a seed taken from the TPM RNG
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cf. Primary Key

4.53
Owner Authorization
authorization using either ownerAuth or ownerPolicy

4.54
Parent Key
any object with the decrypt and restricted attributes SET and the sign attribute CLEAR

NOTE There are two types of parent keys: Storage Parent and Derivation Parent.

4.55
PCR
one or more platform configuration registers each containing a digest

4.56
PCR.alg
hash algorithm associated with a specific PCR

4.57

PCR bank

collection of PCR identified by a hash algorithm, with each PCR in the bank containing a digest
computed using the bank identifier's hash algorithm

4.58
PCR.digest
digest value associated with a specific PCR

4.59
Permanent Entity
TPM resource with an architecturally defined handle that does not change

Note The value of a Permanent Entity may change

4.60

Persistent Entity

TPM resource created by a Protected Capability that persists in TPM memory across power
cycles and TPM resets

4.61
Platform Authorization
authorization using either platformAuth or platformPolicy

4.62

policyDigest

digest uniquely representing an ordered set of policy commands and operands; used to
determine if a policy authorizing an action has been satisfied
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4.63

policySessionYcpHash

policy session context value that, if not the Empty Buffer, is the cpHash value that the authorized
command is required to have for the authorization to be valid

4.64
PolicyAuthorize Command
either TPM2_PolicyAuthorize() or TPM2_PolicyAuthorizeNV/()

4.65

platform firmware

code added to the platform by its manufacturer that is needed for booting and proper platform
operation

NOTE Commonly, but not exclusively, referred to as BIOS or UEFI or SMM code

4.66
Primary Key
key derived from a Primary Seed that is associated with the hierarchy of the Primary Seed

cf. ordinary key

4.67

Primary Object

Primary Key or a data blob with a sensitive area that is encrypted using a symmetric key derived
from the public area of the object and a Primary Seed

4.68
private area
encrypted and integrity protected blob that contains the sensitive area of an object

4.69

Primary Seed

large random value contained within a TPM from which Primary Keys and Primary Objects are
derived

4.70

Protected Capability

operation performed by the TPM on data in a Shielded Location in response to a command sent
to the TPM

4.71

Protected Object

object with an encrypted sensitive portion, the sensitive portion of which the TPM will only
decrypt when it is in a Shielded Location

4.72
RAM
memory that may be accessed in any order and which has no endurance limitations
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4.73

reset interval

period between two successive TPM Resets and the interval during which the resetCount is not
changed

4.74
response
values returned by the TPM when it completes processing of a command

4.75
Resume PCR
platform configuration register with a value that is preserved over a TPM Resume sequence

4.76

Root of Trust

component that must always behave in the expected manner because its misbehavior cannot be
detected

NOTE The complete set of Roots of Trust has at least the minimum set of functions to enable a description
of the platform characteristics that affect the trustworthiness of the platform.

4.77
rpHash
hash of the response code and the parameters of a response

4.78

Sealed Data Object

encrypted, user-defined, data blob that is associated with a hierarchy and loaded using
TPM2_Load() or TPM2_CreatePrimary()

4.79

sensitive area

contain the confidential or secret parts of an object that are required to be encrypted and
integrity protected when not in a Shielded Location on a TPM

4.80
sequence object
transient data structure used to hold hash state that has a handle and may be context swapped

NOTE See clause 30

4.81

session

transient TPM structure that maintains the state associated with a sequence of authorizations or
an audit digest

4.82
SET
bit with a value of one (1), or the action of causing a bit to have a value of one (1)
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4.83

Shielded Location

location on a TPM that contains data that is shielded from access by any entity other than the
TPM and which may be operated on only by a Protected Capability

4.84

Shutdown(CLEAR)

abbreviated form of the command TPM2_Shutdown() with the startupType parameter set to
TPM_SU_CLEAR

4.85

Shutdown(STATE)

abbreviated form of the command TPM2_Shutdown() with the startupType parameter set to
TPM_SU_STATE

4.86
sizeof(x)
operator that returns the number of octets in the operand 'x'

4.87

Startup(CLEAR)

abbreviated form of the command TPM2_Startup() with the startupType parameter set to
TPM_SU_CLEAR

4.88

Startup(STATE)

abbreviated form of the command TPM2_Startup with the startupType parameter set to
TPM_SU_STATE

4.89

Storage Key

key used to provide integrity and confidentiality protection for descendant keys that are stored off
of the TPM

4.90
Storage Parent
Storage Key that is acting as a parent key

4,91

Temporary Object

Objects that become unusable after a TPM Reset and that may not be converted into Persistent
Objects

4.92

temporary resource

data object created during the execution of a command that does not persist in TPM memory
after the command completes

4.93
TPM_GENERATED_VALUE
32-bit number (FF 54 43 4716) that is used to tag structures that are generated by a TPM
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4,94
TPM Reset
resetting of all TPM internal state to default values due to Startup(CLEAR)

4.95

TPM Resource Manager

TRM

software executing on a system with a TPM that ensures that the resources necessary to
execute TPM commands are present in the TPM

4.96

TPM Restart

Startup(CLEAR) that initializes all PCR but preserves most other TPM state from the previous
Shutdown(STATE)

4.97

TPM Resume

Startup(STATE) that initializes some PCR but preserves most TPM state from the previous
Shutdown(STATE)

4.98

transient object

object or sequence object that may be explicitly loaded and unloaded from TPM memory by the
TRM; cleared from TPM memory when the TPM is initialized (TPM2_Startup())

4.99

transient resource

object, sequence object, or session that may be explicitly loaded and unloaded from TPM
memory by the TRM; cleared from TPM memory when the TPM is initialized (TPM2_Startup())

4.100

Trusted Platform Module

TPM

implementation of this specification

4.101
user-installable software
any software that may be installed on a platform other than platform firmware

4.102
volatile data
data that is lost when power is removed

4.103
Zero Digest
non-zero-length digest with all octets set to zero
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5 Symbols and Abbreviated Terms

5.1 Symbols

For the purposes of this document, the following symbol definitions apply unless the text is in the
Courier font.

Al B concatenation of B to A

exXg the smallest integer not less than x

& the largest integer not greater than x

Ah B assignment of the results of the expression on the right (B) to the parameter on the left
A=B equivalence (A is the same as B)

{A} an optional element

AS B bitwise exclusive OR of elements

A&B logical AND of elements

A|B the logical OR of elements

{A| B} selection of elements

{A:B} an inclusive range of elements between A and B

<A, B, an ordered list of elements (a tuple)

0éo0 a context-sensitive number of octets of zero

FO denotes a function F

F(p ==x) denotes a function or TPM command F with parameter p set to value x

length (x) denotes a function that returns the number of significant bits in an integer value x
H( denotes the hash function

[n]P multiplication of point P by the integer value n

A A B multiplication of two integer values A and B

AYB denotes a reference to element B within structure A
A mod B A modulus B

Text in the Courier  font indicates code written according to the C language standard.

5.2 Abbreviations

For the purposes of this document, the following abbreviations apply.

Abbreviation Description
_TPM_ Prefix for an indication passed from the system interface of the
TPM to a Protected Capability defined in this specification
AK Attestation Key
BIOS Basic Input/Output System
CA Certificate Authority
CFB Cipher Feedback mode
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Abbreviation
CPU
CRTM
CTR
D-RTM
DA
DoS
DRBG
DSA
EA

EAL
ECDAA
ECDH
EK
EPS
FIPS
FUM
GPIO
HMAC
1’0

KDF
KVT
LPC
LSb
LSO
MSb
MSO
NIST
NP
NV
NVRAM
OAEP
OEM
OIAP
OIb
OSAP
PCR

l'y A2.00

Level 00 Revision 01.59
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Description

Central Processing Unit

Core Root of Trust for Measurement
Counter mode

dynamic RTM

dictionary attack

Denial of Service

Deterministic Random Bit Generator
Digital Signature Algorithm

Enhanced Authorization

evaluated assurance level

ECC-based Direct Anonymous Attestation
Elliptic Curve Diffie-Hellman
Endorsement Key

Endorsement Primary Seed

Federal Information Processing Standard
Field Upgrade mode

General Purpose I/O

Hash Message Authentication Code
Input/Output

Initialization Vector

key derivation function

known value test

Low Pin Count

Least Significant bit

Least Significant Octet

Most Significant bit

Most Significant Octet

National Institute of Standards and Technology
new parent

non-volatile

Non-Volatile Random Access Memory
Optimal Asymmetric Encryption Padding
Original Equipment Manufacturer
Object-Independent Authorization Protocol
Object Identifier in ASN.1 format
Object-Specific Authorization Protocol

platform configuration register(s)
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Abbreviation
POST
PP
PPS
PRF
PRNG
PSS
ON
RNG
RSA
RTM
RTR
RTS
S-RTM
SHA
SMAC
SMM
SPS
SRK
TBB
TCB
TCG
TPM
TPM2_
TSS
UEFI

Page 16
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Description

Power On Self-Test

Physical Presence

Platform Primary Seed
Pseudo-Random Function
Pseudo-Random Number Generator
Probabilistic Signature Scheme
Qualified Name

Random Number Generator

Rivest, Shamir and Adleman

Root of Trust for Measurement

Root of Trust for Reporting

Root of Trust for Storage

Static RTM

Secure Hash Algorithm

Symmetric block cipher Message Authentication Code
System Management Mode

Storage Primary Seed

Storage Root Key

Trusted Building Block

Trusted Computing Base

Trusted Computing Group

Trusted Platform Module

Prefix for a command defined in this specification
TCG Software Stack

Unified Extensible Firmware Interface
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6 Compliance

Unless the TPM 2.0 Part 3 general description of a command indicates that the command is mandatory, a
compliant TPM need not implement the command. However, if implemented, the command is required to
have the behavior defined in TPM 2.0 Part 3. A platform-specific specification will indicate the commands
from this specification that are required to be implemented in order to be compliant with that platform-
specific specification.

The code in this specification is a reference implementation that describes required TPM behavior as
observed from the TPM interface. The C-code may be reorganized or rewritten in any desired
implementation language and remain compatible with this specification as long as the observable
behavior is equivalent.

Even though the code in the reference implementation has undergone extensive testing, it is likely that
some errors exist and one or more of those errors could lead to a TPM failure or exploit. Regardless of
any other statement about normative behavior, one should not assume that a TPM exploit or failure is an
intended behavior. It is not necessary to reproduce such a behavior in order to be compliant with this
specification.

NOTE Please report bugs in the reference code to the TCG (admin@trustedcomputinggroup.org) so that
the reference code may be brought into compliance with the specification.

The response codes in the specification are normative. An implementation performing a check prescribed
by this specification is required to return the indicated error if the check fails. The order in which checks
are performed is not normative. This means that a command with multiple errors could return different
response codes on different TPMs. However, the response code returned is required to be the normative
response code used to indicate the specific failure.

Capacities and algorithms of a TPM implementation may vary from the reference implementation; in this
case, the same error would not occur in the same situation (such as, a TPM implementation with more
memory may be able to satisfy a request where the reference implementation would have returned an
error). However, these differences should not cause a different response code to be returned when the
nature of the error is the same as in the reference implementation.

TPM 2.0 Part 4 of the specification contains major subsystems that may change for each instance of a
TPM. For example, the NV subsystem of the reference implementation is not representative of the actual
implementation of most physical NV implementations but is a crude analog. When the subsystem is
rewritten, an equivalent interface should be provided, and the errors returned are required to match those
of the reference implementation.

NOTE A constraint on the design of the TPM was the process of compliance-testing of different TPM
implementations. If a TPM implementation has modularity similar to the reference implementation,
then TPM tests that assume a modular design will be able to produce reliable test results on each
TPM implementation.

The reference implementation uses static and stack-based allocation of resources and does not do
allocations on a heap. However, a TPM implementation may use heap-based memory management in
which case some error conditions and codes will differ. These differences are limited, and the allowed
response codes and error conditions are defined in 39.3.
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7 Conventions

7.1 Bit and Octet Numbering and Order

An integer value is considered to be an array of one or more octets. The octet at offset zero within the
array is the most significant octet (MSO) of the integer. Bit number 0 of that integer is its least significant
bit and is the least significant bit in the last octet in the array.

EXAMPLE A 32-bit integer is an array of four octets; the MSO is at offset [0], and the most significant bit is bit
number 31. Bit zero of this 32-bit integer is the least significant bit in the octet at offset [3] in the
array.
NOTE 1 Array indexing is zero-based.
NOTE 2 This definition does not mat ch t he @ nméntsosuck asbRFE or der o

4034. In those documents, the most significant bit of a datum has the lowest bit number. It is
conventional practice to send that bit first when using a serial network protocol, and the bits are
numbered in the order in which they are sent. This specification numbers bits according to the power
of two to which they correspond within a datum. This numbering corresponds to the normal
convention for bit numbering in hardware registers that hold integer values rather than fixed-point
numbers.

NOTE 3 The TPM uses MSBO, LSb0 numbering.

The first listed member of a structure is at the lowest offset within the structure and the last listed member
is at the highest offset within the structure.

For a character string irgttharactereoftre stdng tcontaims theMiSOby fido), t he

7.2 Sized Buffer References

The specification makes extensive use of a data structure called a sized buffer. A sized buffer has a size
field followed by an array of octets equal in number to the value in the size field.

The structure will have an identifying name. When the specification references the size field of the

structur e, the structure name is followed by fi.sizebo
specification references the octet array of the st ructur e, the structuroe (mame |
period followed by the word Abuffero)

7.3 Numbers
Numbers are decimal unless a different radix is indicated.

Unless the number appears in a table intended to be machine readable, the radix is a subscript following
the digits of the number. Only radix values of 2 and 16 are used in this specification.

Radix 16 (hexadecimal) numbers have a space separator between groups of two hexadecimal digits.
EXAMPLE 1 40 FF 12 3445
Radix 2 (binary) numbers use a space separator between groups of four binary digits.

EXAMPLE 2 0100 1110 0001,
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The number of digits indicates the number of bits in the representation.

EXAMPLE 3 20,6 is a hexadecimal number that contains exactly 8 bits and has a decimal value of 32.
EXAMPLE 4 10 0000 is a binary number that contains exactly 6 bits and has a decimal value of 32.
EXAMPLE 5 0 20,6 is a hexadecimal number that contains exactly 12 bits and has a decimal value of 32.

A number in a machiner eadabl e tabl e meafixtoudenete atbase 16findimbeér. Ip this
format, the number of digits is not always indicative of the number of bits in the representation.

EXAMPLE 6 0x20 is a hexadecimal number with a value of 32, and the number of bits is determined by the
context.
Family fA2.00 TCG Confidential Page 19
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8 Changes from Previous Versions

This version of the TPM specification introduces these additional features to the TPM family:

|l

Definition of an interface that allows variability of underlying cryptographic algorithms i TPM 1.2 is
constrained by its data structures to using RSA and SHAL1. The TPM 2.0 structure and interface
defines support for a wide range of hash and asymmetric algorithms along with limited support for
use of various block, symmetric ciphers. Of particular note is the addition of support for the elliptic
curve (ECC) family of asymmetric algorithms.

Unification of authorization methods i TPM 1.2 has different schemes to authorize the use,
delegated use, and migration of objects. This 2.0 specification provides a uniform framework for
using authorization capabilities, so they may be combined in unique ways to provide more
flexibility.

Expansion of authorization methods i TPM 2.0 allows authorization with clear-text passwords and
Hash Message Authentication Code (HMAC). It also allows construction of an arbitrarily complex
authorization policy for an object using multiple authorization qualifiers.

Dedicated BIOS support i TPM 2.0 adds a Storage hierarchy controlled by platform firmware,
letting the OEM benefit from the cryptographic capabilities of the TPM regardless of the support
provided to the OS.

Simplified control model i TPM 2.0 needs no special provisioning process to be useful to
applications. Although objects on which the TPM operates may have limitations, all commands
are available all the time. This lets application developers rely on TPM capabilities being available
whenever a TPM is present.

A TPM compatible with this specification need not be compatible with previous TPM specifications.

This specification defines the operations a TPM performs and the structures used for communication
between the TPM and the host system. It does not define an electrical interface to the TPM, nor does it
specify which subset of TPM 2.0 commands and resources are required for a specific platform. Please
refer to platform-specific TPM specifications for this information.
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9 Trusted Platforms

9.1 Trust

I n t he context of Trusted Computing Group (TCG) spe
expectation of behavior. However, predictable behavior does not necessarily constitute behavior that is

worthy of trust. For example, we expect that a bank will behave like a bank, and we expect that a thief will

behave like a thief.

In order to determine the expected behavior of a platform, it is necessary to determine its identity as it
relates to the platform behavior. Physically different platforms may have identical behavior. If they are
constructed of components (hardware and software) that have identical behavior, then their trust
properties should be the same.

The TCG defines schemes for establishing trust in a platform that are based on identifying its hardware
and software components. The Trusted Platform Module (TPM) provides methods for collecting and
reporting these identities. A TPM used in a computer system reports on the hardware and software in a
way that allows determination of expected behavior and, from that expectation, establishment of trust.

9.2 Trust Concepts

9.2.1 Trusted Building Block

A trusted building block (TBB) is a component or collection of components required to instantiate a Root
of Trust. Typically, platform-specific, a TBB is part of a Root of Trust that does not have Shielded
Locations.

One example of a TBB is the combination of the CRTM, the connection between CRTM storage and a
motherboard, the path between CRTM storage and the CPU, the connection between the TPM and a
motherboard, and the path between the CPU and the TPM. This combination comprises the Root of Trust
for Reporting (RTR).

A TBB is a component that is expected to behave in a way that does not compromise the goals of trusted
platforms.

9.2.2 Trusted Computing Base

A trusted computing base (TCB) is the collection of system resources (hardware and software) that is
responsible for maintaining the security policy of the system. An important attribute of a TCB is that it be
able to prevent itself from being compromised by any hardware or software that is not part of the TCB.

The TPM is not the trusted computing base of a system. Rather, a TPM is a component that allows an
independent entity to determine if the TCB has been compromised. In some uses, the TPM can help
prevent the system from starting if the TCB cannot be properly instantiated.

9.2.3 Trust Boundaries

The combination of TBB and Roots of Trust form a trust boundary, within which measurement, storage,
and reporting may be accomplished for a minimal configuration. In systems that are more complex, it may
be necessary for the CRTM to establish trust in other code, by making measurements of that other code
and recording the measurement in a PCR. If the CRTM transfers control to that other code regardless of
the measurement, then the trust boundary is expanded. If the CRTM will not run that code unless its
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measurement is the expected value, the trust boundary remains the same because the measured code is
an expected extension of the CRTM.

924 Transitive Trust

Transitive trust is a process whereby the Roots of Trust establish the trustworthiness of an executable
function, and trust in that function is then used to establish the trustworthiness of the next executable
function.

Transitive trust may be accomplished either by: (1) knowing that a function enforces a trust policy before it
allows a subsequent function to take control of the TCB, or (2) using measurements of subsequent
functions so that an independent evaluation may establish the trust. The TPM may support either of these
methods.

9.2.5 Trust Authority

When the RTM begins to execute the CRTM, the entity that may vouch for the correctness of the TBB is
the entity that created the TBB. For typical systems, this is the platform manufacturer. In other words, the
manufacturer is the authority on what constitutes a valid TBB, and its reputation is what allows someone
to trust a given TBB.

As the system transitions to code outside the CRTM, the transitive trust chain is maintained by
measurement of that code. If execution of that code is conditional on its measurement, then the authority

for that code remains unchanged. That is, if the platf
the CRTM unless that code has a specific measured value, then the platform manufacturer remains the

trust authority regardless of who provided that code.

In modern architectures, where firmware and software components come from many different suppliers, it
is often not feasible for platform manufacturers to know the signers of all code that runs on a platform.
Therefore, they may not remain the authority on platform state for very long. The measurements recorded
in the RTS then determine the chain of authority for the current system state.

Two different methods allow evaluation of the trust authority for a platform.

1) Code is measured (hashed), and its value is recorded in the RTS. If the code is run regardless of its
measurement, then the authority for the trust is the digest of the code reported by the RTR. That is,
the measurements speak for themselves, and the verifier needs either to have knowledge of the
measurements that constitute trustworthy code or knowledge of the measurements that indicates
malicious or vulnerable code.

2) Code is signed so that the identity of the authority for the code is known. If this identity is recorded in
the RTS, the evaluation can be changed. Instead of being based on knowing the digest of the code, it
can be based on identities of the signers of the code.

Because trusted sources of code may sometimes produce code with security vulnerabilities, support for
revocation is often required. To allow revocation of specific code modules, it is often necessary to use a
hybrid solution where both authorities and details are recorded. This simplifies the process of determining
whether a module from a specific vendor has been revoked.

NOTE If the code is measured (hashed) and not signed, it is harder to know if a specific measurement is
valid unless there is a centralized database of all known digests of revoked code. When the identity
of the authority is known, one can contact the vendor to determine if it has revoked code with a
given hash.
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9.3 Trusted Platform Module

A TPM is a system component that has state that is separate from the system on which it reports (the
host system). The only interaction between the TPM and the host system is through the interface defined
in this specification.

TPMs are implemented on physical resources, either directly or indirectly. A TPM may be constructed

using physical resources that are permanently and exclusively dedicated to the TPM, and/or using
physical resources that are temporarily assigned to th
located within the same physical boundary, or different physical resources may be within different

physical boundaries.

Some TPMs are implemented as single-chip components that are attached to systems (typically, a PC)
using a low-performance interface (such as, Low Pin Count, or LPC). The TPM component has a
processor, RAM, ROM, and Flash memory. The only interaction with these TPMs is through the LPC bus.
The host system cannot directly change the values in TPM memory other than through the 1/0 buffer that
is part of the interface.

Another reasonable implementation of a TPM is to have the code run on the host processor while the
processor is in a special execution mode. For these TPMs, parts of system memory are partitioned by
hardware so that the memory used by the TPM is not accessible by the host processor unless it is in this
special mode. Further, when the host processor switches modes, it always begins execution at specific
entry points. This version of a TPM would have many of the same attributes as the stand-alone
component in that the only way for the host to cause the TPM to modify its internal state is with well-
defined interfaces. There are several different schemes for achieving this mode switching including
System Management Mo d e, Trust ®donekE, and processor Vvir:

Definition of the interaction between the host and the TPM is the primary objective of this specification.
Prescribed commands instruct the TPM to perform prescribed actions on data held with the TPM. A
primary purpose of these commands is to allow determination of the trust state of a platform. The ability of
a TPM to accomplish its objective depends on the proper implementation of Roots of Trust.

9.4 Roots of Trust

TCG-defined methods rely on Roots of Trust. These are system elements that must be trusted because
misbehavior is not detectable. The set of roots required by the TCG provides the minimum functionality
necessary to describe characteristics that affect a pl

While it is not possible to determine if a Root of Trust is behaving properly, it is possible to know how
roots are implemented. Certificates provide assurances that the root has been implemented in a way that
renders it trustworthy. For example, a certificate may identify the manufacturer and evaluated assurance
level (EAL) of a TPM. This certification provides confidence in the Roots of Trust implemented in the
TPM. In addition, a certificate from a platform manufacturer may provide assurance that the TPM was
properly installed on a machine that is compliant with TCG specifications so that the Root of Trust
provided by the platform may be trusted (see 9.5.2 for more information on certification).

The TCG requires three Roots of Trust in a trusted platform:

1 Root of Trust for Measurement (RTM),
1 Root of Trust for Storage (RTS), and
1 Root of Trust for Reporting (RTR).

Trust in the Roots of Trust can be achieved through a variety of means but is anticipated to include
technical evaluation by competent experts.
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9.4.1 Root of Trust for Measurement (RTM)

The RTM sends integrity-relevant information (measurements) to the RTS. Typically, the RTM is the CPU
controlled by the Core Root of Trust for Measurement (CRTM). The CRTM is the first set of instructions
executed when a new chain of trust is established. When a system is reset, the CPU begins executing the
CRTM. The CRTM then sends values that indicate its identity to the RTS. This establishes the starting
point for a chain of trust (see 9.5.5 for a more detailed description of integrity measurement).

9.4.2 Root of Trust for Storage (RTS)

The TPM memory is shielded from access by any entity other than the TPM. Because the TPM can be
trusted to prevent inappropriate access to its memory, the TPM can act as an RTS.

Some of the information in TPM memory locations is not sensitive and the TPM does not protect it from
disclosure. An example of non-sensitive data is the current contents of a platform configuration register
(PCR) containing a digest. Other information is sensitive and the TPM does not allow access to the
information without proper authority. An example of sensitive data in a Shielded Location is the private
part of an asymmetric key.

Sometimes, the TPM uses the contents of one Shielded Location to gate access to another Shielded
Location. For example, access to (use of) a private key for signing may be conditioned on PCR having
specific values.

9.43 Root of Trust for Reporting (RTR)

9.4.3.1 Description

The RTR reports on the contents of the RTS. An RTR report is typically a digitally signed digest of the
contents of selected values within a TPM.

NOTE Not all Shielded Locations are directly accessible. For example, the values of the private part of
keys and authorizations are in Shielded Locations on which the TPM will not report.

The values on which the RTR reports typically are

9 evidence of a platform configuration in PCR (such as, TPM2_Quote()),
9 auditlogs (such as, TPM2_GetCommandAuditDIgest ()), and
1 key properties (such as, TPM2_Certify()).
The interaction between the RTR and RTS is critical. The design and implementation of this interaction

should mitigate tampering that would prevent accurate reporting by the RTR. An instantiation of the RTS
and RTR will

1 be resistant to all forms of software attack and to the forms of physical attack implied by the
TPMés Protection Profile, and

1 supply an accurate digest of all sequences of presented integrity metrics.

9.4.3.2 Identity of the RTR

The TPM contains cryptographically verifiable identities for the RTR. The identity is in the form of
asymmetric aliases (Endorsement Keys or EKs) derived from a common seed. Each seed value and its
aliases should be statistically unique to a TPM. That is, the probability of two TPMs having the same EK
should be insignificant.
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The seed may be used to generate multiple asymmetric keys, all of which would represent the same TPM
and RTR.

9.4.3.3 RTR Binding to a Platform

The TPM reports on the state of the platform by quoting the PCR values. For assurance that these PCR
values accurately reflect that state, it is necessary to establish the binding between the RTR and the
platform. A Platform Certificate can provide proof of this binding. The Platform Certificate is assurance
from the certifying authority of the physical binding between the platform (the RTM) and the RTR.

9.4.3.4 Platform Identity and Privacy Considerations

The uniqueness of an EK and its cryptographic verifiability raises the issue of whether direct use of that
identity could result in aggregation of activity logs. Analysis of the aggregated activity could reveal
personal information that a user of a platform would not otherwise approve for distribution to the
aggregators.

To counter undesired aggregation, TCG encourages the use of domain-specific signing keys and
restrictions on the use of an EK. The Privacy Administrator controls use of an EK, including the process of
binding another key to the EK.

NOTE Privacy Administrator's control of the EK differs from Owner control of the RTS providing separation
of the security and identity uses of the TPM.

Unless the EK is certified by a trusted entity, its trust and privacy properties are no different from any
other asymmetric key that can be generated by pure software methods. Therefore, by itself, the public
portion of the EK is not privacy sensitive.

9.5 Basic Trusted Platform Features

9.5.1 Introduction

At a minimum, a trusted platform provides the three Roots of Trust described previously. All three roots
use certification and attestation to provide evidence of the accuracy of information. A trusted platform will
also offer Protected Locations (see 10.3) for the keys and data objects entrusted to it. Finally, a trusted
platform may provide integrity measurement to ensure the trustworthiness of a platform by logging
changes to platform state; this is done by recording logged entries in PCR for later validation as being
correct and unaltered. These basic TPM concepts are now described in detalil.

9.5.2 Certification

The nominal method of establishing trust in a key is with a certificate indicating that the processes used
for creating and protecting the key meets necessary security criteria. A certificate may be provided by
shipping the TPM with an embedded key (that is, an Endorsement Key) along with a Certificate of
Authenticity for the EK. The EK and its certificate may be used to associate credentials (certificates) with
other TPM keys; this process is described in 9.5.3.3. When a certified key has attributes that let it sign
TPM-created data, it may attest to the TPM-resident record of platform characteristics that affect the
integrity (trustworthiness) of a platform.

NOTE The EK does not have to be installed when the TPM is shipped. At the factory, an EK may be
generated from the Endorsement Seed and a Certificate of Authenticity created for that EK. The EK
does not have to be permanently installed in the TPM. When the TPM is in possession of a
customer, the customer may, at their discretion, have the TPM use the Endorsement Seed and
recreate the EK for which they have a Certificate of Authenticity.
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9.53 Attestation and Authentication

9.5.3.1 Types of Attestation
Trusted platforms employ a hierarchy of attestations:

1) An external entity attests to a TPM in order to vouch that the TPM is genuine and complies with this
TPM specification. This attestation takes the form of an asymmetric key embedded in a genuine TPM,
plus a credential that vouches for the public key of that pair.

NOTE 1 A credential that is used to vouch for the embedded asymmetric key is commonly called an
"Endorsement Certificate."

2) An external entity attests to a platform in order to vouch that the platform contains a Root-of-Trust-for-
Measurement, a genuine TPM, plus a trusted path between the RTM and the TPM. This attestation
takes the form of a credential that vouches for information including the public key of the asymmetric
key pair in the TPM.

NOTE 2 A credential used to vouch for the platform is commonly called a "Platform Certificate."

3) An external entity called an AAttestation CAO
vouch that a key is protected by an unidentified but genuine TPM and has particular properties. This
attestation takes the form of a credential that vouches for information including the public key of the
key pair. An Attestation CA typically relies upon attestations of type 1 and 2 in order to produce
attestation of type 3.

NOTE 3 The credential created by the CA is commonly called an "Attestation Key Certificate."

4) A trusted platform attests to an asymmetric key pair in order to vouch that a key pair is protected by a
genuine but unidentified TPM and has particular properties. This attestation takes the form of a
signature signed BWover mfermagidn ahtatf descriines gthe Key pair, using an
attestation-key protected by the TPM, plus attestation of type 3 that vouches for that attestation key.

NOTE 4 This type of attestation is done using TPM2_Certify().

5) A trusted platform attests to a measurement in order to vouch that a particular software/firmware state
exists in a platform. This attestation takes the form of a signature over a software/firmware
measurement in a PCR using an attestation key protected by the TPM, plus attestation of type 3 or 4
for that attestation key.

NOTE 5 This is type of attestation is commonly called a "quote" and is done with TPM2_Quote().

6) An external entity attests to a software/firmware measurement in order to vouch for particular
software/firmware. This attestation takes the form of a credential that vouches for information
including the value of a measurement and the state it represents.

NOTE 6 This is commonly called "third-party certification."

Attestation of types 3 and 4 entail the use of a key to sign the contents of Shielded Locations. An
Attestation Key (AK) is a particular type of signing key that has a restriction on its use, in order to prevent
forgery (the signing of external data that has the same format as genuine attestation data). The restriction
is that an AK may be used only to sign a digest that the TPM has created. If an AK is known to be
protected by a TPM (by virtue of attestation of type 3 or 4), it may be relied on to report accurately on
Shielded Location content, and not sign externally provided data that appears to be valid and TPM-
produced but is not.
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Figure 1 0 Attestation Hierarchy

9.5.3.2 Attestation Keys

When the TPM creates a message to sign from internal TPM state (such as, in TPM2_Quote()), a special
value (TPM_GENERATED_VALUE) is used as the message header. A TPM-generated message always
begins with this value.

When the TPM digests an externally provided message, it checks the first few octets of the message to
ensure that they do not have the same value as TPM_GENERATED_VALUE. When the digest is
complete, the TPM produces a ticket that indicates the message did not start with
TPM_GENERATED_VALUE. When an AK is used to sign the digest, the caller provides the ticket so that
the TPM can determine that the message used to create the digest was not a possible forgery of TPM
attestation data.

NOTE The digest in the ticket must match the digest being presented to the AK for signing.
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EXAMPLE If an attacker produced a message block that was identical to a TPM-generated quote, that message
block would start with TPM_GENERATED_VALUE to indicate that it is a proper TPM quote. When
the TPM performs a digest of this block, it notes that the first octets are the same as
TPM_GENERATED_VALUE. It will not generate the ticket indicating that the message is safe to
sign, so an AK may not be used to sign this digest. Similarly, an entity checking an attestation made
by an AK must verify that the message signed begins with TPM_GENERATED_VALUE in order to
verify the message is indeed a TPM-generated quote.

Values signed by an AK may be assured to reflect TPM state, but AKs may also be used for general
signing purposes.

An AK does not have much value to a remote challenger if the AK cannot be associated with the platform
that it represents. This association is made using the identity certification process.

9.5.3.3 Attestation Key Identity Certification

Any TPM user that can create a key on a TPM can create a restricted-use signing key. The key creator
may then ask a third party, such as an attestation Certificate Authority (CA), to provide a certificate for it.
The attestation CA may request that the caller provide some evidence that the key being certified is a
TPM-resident key.

Evidence of TPM residency may be provided using a previously generated certificate for another key on
the same TPM. An EK or Platform Certificate may provide this evidence.

NOTE 1 There is no requirement that certificates come only from an attestation CA. The method described
above is an example of a scheme that may be used when privacy is required.

If a certified key may sign, it may be used to certify that some other object is resident on the same TPM.
This allows the new AK to be linked to a certified key. A CA may use the certification from the TPM to
produce a traditional certificate for the new key.

If the certified key is a decryption key and may not sign, then an alternative method is used to allow the
new key or data object to be reliably certified. For this alternative certification, the identity of the Object to
be certified and a certificate for the decryption key (such as, an EK) are provided to the CA. From the
certificate, the CA determines the public key for the decryption key. The CA then produces a challenge for
the Object to be certified and encrypts the challenge with the certified key. The encrypted challenge is
given to the TPM containing both the certified decryption key and the key to be certified.

The challenge is protected using methods that are dependent on the type of the certified decryption key.
The general method is described in clause 24. Additional methods appropriate to RSA keys are described
in B.10.4 and additional methods appropriate to ECC key are in C.6.4. The protection process produces
an encrypted blob, an HMAC over the blob, and a secret value that can only be recovered by the certified
decryption key.

TPM2_ActivateCredential() is used to access the challenge. The TPM recovers the secret value and uses
it to generate the keys necessary to decrypt and validate the HMAC and encrypted blob. If the challenge
is recovered successfully, and the key being certified by the credential is loaded on the TPM, then the
challenge is returned to the caller, and then provided to the CA. After the CA validates the challenge, it
can issue the certificate for the key

NOTE 3 The protection process used for the challenge is almost identical to the process used for key import.
In order to make sure that there is no misuse of the encrypted structures, an application-specific

value is used in the key recovery process. In the case of a challenge, the |1 abel Al DENTI TYO

in the KDF that generates the keys (symmetric and HMAC) from the seed value.

TPM2_ActivateCredential() can operate on any Object. The choice of attributes for an Object to be
certified is at the discretion of the CA. Because a unique identifier for the Object is included in the integrity
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hash, the TPM enforces the challenge's accessibility only if the Object matches the criteria set by the CA
as expressed in the object identifier.

954 Protected Location

When the sensitive portion of an object is not held in a Shielded Location on the TPM, it is encrypted.
When encrypted, but not on the TPM, it is not protected from deletion, but it is protected from disclosure
of its sensitive portions. Wherever it is stored, it is in a Protected Location.

Objects in long-term protected storage need to be loaded into the TPM for use. The application that
created the objects manages their movement from long-term storage to the TPM.

Since a TPM has limited memory, it may be unable to hold all objects required by all applications
simultaneously. The TPM supports swapping of object contexts by a TPM Resource Manager (TRM) so
that the TPM can service these multiple applications. The object contexts are encrypted before being
returned to the TRM by the TPM. If the object is needed later, the TRM can reload the context into the
TPM providing a cache-like behavior.

Encryption of Protected Locations uses multiple seeds and keys that never leave the TPM. One of these
is the Context Key. It is a symmetric key used to encrypt data when it is temporarily swapped out of the
TPM so that a different working set of objects may be loaded. Other sensitive values that never leave the
TPM are the Primary Seeds. These seeds are the root of the storage hierarchies that protect objects that
are retained by applications. A Primary Seed is a random number used to generate protection keys for
other objects; these objects may be Storage Keys that contain protection keys that are then used to
protect still more objects.

Primary Seeds may be changed, and when they are changed, the objects they protected will no longer be
usable. For example, the Storage Primary Seed (SPS) creates the Storage hierarchy for owner-related
data, and that seed changes when the owner changes.

9.5.5 Integrity Measurement and Reporting

The Core Root of Trust for Measurement (CRTM) is the starting point of measurement. This process
makes the initial measurements of the platform that are Extended into PCR in the TPM. For
measurements to be meaningful, the executing code needs to control the environment in which it is
running, so that the values recorded in the TPM are representative of the initial trust state of the platform.

A power-on reset creates an environment in which the platform is in a known initial state, with the main
CPU running code from some well-defined initial location. Since that code has exclusive control of the
platform at that time, it may make measurements of the platform from firmware. From these initial
measurements, a chain of trust may be established. Because this chain of trust is created once when the
platform is reset, no change of the initial trust state is possible, so it is called a static RTM (S-RTM).

An alternative method of initializing the platform is available on some processor architectures. It lets the
CPU act as the CRTM and apply protections to portions of memory it measures. This process lets a new
chain of trust start without rebooting the platform. Because the RTM may be re-established dynamically,
this method is called dynamic RTM (D-RTM). Both S-RTM and D-RTM may take a system in an unknown
state and return it to a known state. The D-RTM has the advantage of not requiring the system to be
rebooted.

An integrity measurement is a value that represents a possible change in the trust state of the platform.
The measured object may be anything of meaning but is often

1 adata value,
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1 the hash of code or data, or

1 an indication of the signer of some code or data.

The RTM (usually, code running on the CPU) makes these measurements and records them in RTS
using Extend. The Extend process (see 17.2) allows the TPM to accumulate an indefinite number of
measurements in a relatively small amount of memory.

The digest of an arbitrary set of integrity measurements is statistically unique, and an evaluator might
know the values representing particular sequences of measurements. To handle cases where PCR
values are not well known, the RTM keeps a log of individual measurements. The PCR values may be
used to determine the accuracy of the log, and log entries may be evaluated individually to determine if
the change in system state indicated by the event is acceptable.

| mpl ementers pl ay a rol e in det er mi ni nptform-gpecifice vent
specifications provide additional insight into specifying platform configuration and representation as well
as anticipated consumers of measurement data.

Integrity reporting is the process of attesting to integrity measurements recorded in a PCR. The
philosophy behind integrity measurement, logging, and reporting is that a platform may enter any state
possible 8 including undesirable or insecure states 0 but is required to accurately report those states.
An independent process may evaluate the integrity states and determine an appropriate response.
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10 TPM Protections

10.1 Introduction

This part of the specification describes the protections provided by the Trusted Platform Module. This
clause describes the properties of selected capabilities and selected data locations for a TPM that has
been evaluated according to a Protection Profile and a TPM that has not been modified by physical
means.

TPM protections are based on the concepts of Protected Capabilities and Protected Objects. A Protected
Capability is an operation that must be performed correctly for a TPM to be trusted. A Protected Object is
data (including keys) that must be protected for a TPM operation to be trusted. Protected Obijects in the
TPM reside in Shielded Locations; the TPM may manipulate the contents of Shielded Locations only by
using Protected Capabilities. Protected Objects outside Shielded Locations have their integrity and
confidentiality protected cryptographically.

Since a Protected Object may reside outside of Shielded Location pr ot ecti ons, the
a Protected Object denotes disclosure of its contents, not modification. Such objects are not protected
against loss or tampering. However, before loading a Shielded Location with an outside object, the TPM
will use a secure hash function to validate that the object was properly protected and not altered. If the
integrity check fails, the TPM returns an error and does not load the object.

The only operations on Shielded Locations of a TPM are the Protected Capabilities defined in this
specification and the vendor-specific operations that meet the requirements of 10.4.

10.2 Protection of Protected Capabilities

A Protected Capability may be modified only by other Protected Capabilities in the same TPM. Thus, the
process of updating TPM firmware is required to be a Protected Capability.

10.3 Protection of Shielded Locations

As noted, access to any data on a TPM requires use of a Protected Capability. Therefore, all information
on a TPM is in a Shielded Location. The contents of a Shielded Location are not disclosed unless the
disclosure is intended by the definition of the Protected Capability. A TPM is not allowed to export data
from a Shielded Location other than by using a Protected Capability.

NOTE Data in an | /O buffer t hat can be modified by
buffer may be shielded from access while the TPM is processing a command or generating a
response.

10.4 Exceptions and Clarifications

Vendor-specific operations may access and modify Shielded Locations on a TPM under the following
circumstances.

1 A vendor-specific operation may use the standard TPM authorization mechanism.

1 A vendor-specific capability may read any TPM-resident structure that is not required to be in a

Shielded Location at al | ti mes if the usage

authorization mechanism.

EXAMPLE A vendor-specific command may use the public portion of a key. If the key is a user key, no
authorization would be required.
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Trusted Platform Module Library Part 1: Architecture

NOTE Among other things, the exception above enables access to a Shielded Location, s o t he structurebo
access authorization may be checked.

1 Vendor-specific operations may use a sequence of Protected Capabilities.

1 Vendor-specific operations may use the standard TPM command interface or use a vendor-
defined interface.

These clarifications serve to approve specific legitimate interpretations of the requirements.

1 A vendor-specific operation that takes advantage of exceptions and clarifications to the
Aprotectiond requirements should be defined as par
vendor-specific command or capability should be evaluated to determine whether it meets
Platform-specific TPM and System Security Targets.

1 If a TPM stores vendor-specific cipher-text that is protected against subversion to the same or
greater extent as internal TPM-resources stored outside the TPM with TCG-defined methods,
then that cipher-text does not require protection from physical attack. If the TPM stores only
vendor-specific cipher-text that does not require protection from physical attack, that location may
be excluded from analysis when deter mininogl whet he
protectiond requirements specified by TCG.

1 If a TPM uses external memory for non-volatile storage of TPM state (including seeds and proof
values), movement of the TPM state to and from the NV memory constitutes a vendor-defined
operation that is allowed by this specification. The protection profile of that TPM should include a
description of the protections of that data to ensure confidentiality and integrity of the data and to
mitigate against rollback attacks.
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11 TPM Architecture

11.1 Introduction

This clause describes the overall operation of the TPM and the functional units required for its operation.
The major elements of the architecture are shown in Figure 2.

Data communication path

11.4.4 Asymmetric Engine(s)

11.4.8 Key Generation

11.4.2 Hash Engine(s)

11.4.10 RNG

11.4.6 Symmetric Engine(s)

11.8 Power Detection

12 & 13 Management

Execution Engine
(Parts 3 & 4)

11.5 Authorization

11.6 Volatile Memory

9 PCR Banks
11.7 Non-Volatile Memory* 1 Keys in use
i Platform Seed 9 Sessions
9 Endorsement Seed 9 Etc.

1 Storage Seed
1 Monotonic counters
1 Etc.

* NV memory may be provided by a system chip with the data going
to/from NV in a protected form. What is kept in the ATPMoin that
case is a cached copy of the NV contents.

Figure 2 8 Architectural Overview

11.2 TPM Command Processing Overview

Figure 3 is a high-level flow diagram for a TPM command. The figure shows only the normal flow for a
command that executes successfully. The tabs on a box indicate the name of the module performing the
operation. Additional details for each of the modules shown in Figure 3 are in this clause and in clauses
dedicated to those modules.

The partitioning of functions in Figure 3 is illustrative and not normative.
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The flow assumes that the command has been placed in an input buffer that is accessible to the Execute
Command module (this name is used because of its similarity to the ExecCommand() function in the
reference code that performs the functions illustrated here).

NOTE 1 The mechanism for getting the command into the TPM buffer and providing the command-available
indication is specific to each physical interface and is defined in interface-specific documents.

The command structure includes a standard header (see 18) that Execute Command validates. It then
determines if the command requires access to any Shielded Location that is identified by a handle. If so, it
calls the Handle module to verify that the handle references the right type of resource for the command
and that the resource is currently loaded on the TPM.

When control returns to Execute Command, it checks the tag parameter in the command header to
determine if authorization values are provided. If so, Authorizations is called to validate that each of the
authorizations is correct. The authorizations are associated with a handle value, so the authorization is
specific to a particular entity.

After validating the authorizations, Execute Command calls Command Dispatch to unmarshal the
remaining command parameters and validate that the required parameters of the required type are
present. All parameters are validated to meet the requirements of its data type as defined in TPM 2.0 Part
2 even if the parameter will subsequently be discarded because of optional behavior of a command.

After unmarshaling the parameters, Command Dispatch calls the command-specific library function to
execute the specific command. Additional parameter checking may be required in the command-specific
actions.

The command processing is structured so that changes to the TPM state do not occur until the TPM can
validate that the command parameters are correct and that the resources necessary to complete the
command are available. Only then will it make irreversible changes to the TPM state. This structuring
ensures that when the TPM returns an error, the TPM will be in the same state as before command
actions modified the data in any Shielded Location.

NOTE 2 Requiring that the TPM retain its state minimizes the interference between applications and helps
prevent system instability due to careless use of the TPM by applications.

There are several classes of operations that return an error but may change TPM state.

1 An authorization failure may update the dictionary attack mechanism.

1 The self test mechanism has state (for example, which algorithms have been tested) that is
considered to be different from the command execution state. Changes to this state may occur
regardless of the command return code. For example, an implicit self test invoked to test an
algorithm required by the command may mark the algorithm as tested.

1 If a self test fails, the TPM will go into Failure Mode.

When the command actions are complete, the Command Dispatch marshals response parameters into
the output buffer. If the command had authorizations, Acknowledge is called to construct acknowledge
session values for the response.

If the command encounters an error, the response packet will contain a code that is characteristic of the
error and, when possible, an indication of whether the error was associated with a handle, an
authorization session, or a command parameter. No additional qualifying data is present. In most cases,
the error code and parameter location value suffice to isolate the problem.

NOTE 3 In the case of a self-test failure, the TPM response code is not sufficient to diagnose the problem.
Therefore, a reporting scheme is provided so that the failure cause can be read. However, error
report contents vary by vendor and are not standardized. There is thus no need to standardize self-
test response codes because no standard remediation is possible for most self-test failures.
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After constructing the response, including acknowledge sessions, the TPM indicates to the interface that
the response is ready to be returned.

The TPM command/response structure is described in Clause 17.10 (see clause 19 for a description of
the methods for creating the values that authorize use of a TPM Shielded Location and clause 39 for
response code formatting information).

During the processing of these commands, the TPM uses other modules that the following parts of this
clause will describe.
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Part 1: Architecture Trusted Platform Module Library
Figure 39 Command Execution Flow

11.3 1/O Buffer

The 1/O buffer is the communications area between a TPM and the host system. The system places
command data in the 1/0 buffer and retrieves response data from the buffer.

A description of the physical processes used to move I/O buffer data to/from the system is beyond the
scope of this specification. Platform-specific working groups within the TCG produce the specifications for
the physical interfaces to the TPM on their platforms. Those specifications detail the interactions between
system software and the TPM 1/O buffer.

There is no requirement that the I/O buffer be physically isolated from other parts of the system. It can be
a shared memory. However, when processing of a command begins, the implementation must ensure
that the TPM is using the correct values. For example, if the TPM performs a hash of the command data
as part of the authorization processing, the TPM needs to protect the validated command data from
modification. That is, before the data is validated, it is required to be protected from modification. Before
the data is modified, it is required to be in a Shielded Location.

11.4 Cryptography Subsystem

11.4.1 Introduction

The Cryptography subsystem i mpl ements t healedl ByMlides cr ypt
Command Parsing module, the Authorization Subsystem, or the Command Execution module. The TPM

employs conventional cryptographic operations in conventional ways. These operations include

hash functions,

asymmetric encryption and decryption,

asymmetric signing and signature verification,

symmetric encryption and decryption,

symmetric sighing (HMAC and SMAC) and signature verification, and

=A =4 =4 -4 -4 -4

key generation.

The remainder of this clause describes some algorithms usually found in a TPM to show how they are
handled. These descriptions illustrate, but do not limit, the choice of available algorithms.

11.4.2 Symmetric Block Cipher MAC Algorithms
The TPM may implement Symmetric Block Cipher Message Authentication Code (SMAC).
An SMAC is a form of symmetric signature over some data using a symmetric block cipher algorithm. It

provides assurance that protected data was not modified and that it came from an entity with access to a
key value. To have usefulness in protecting data, the key value needs to be a secret or a shared secret.

11.4.3 Hash Functions

Hash functions may be used directly by external software or as the side effect of many TPM operations.
The TPM uses hashing to provide integrity checking and authentication as well as one-way functions, as
needed (such as, KDF).
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A TPM should implement an approved hash algorithm that has approximately the same security strength
as its strongest asymmetric algorithm.

EXAMPLE An ECC with a 384-bit key has a security strength of 192 bits. SHA384, with 192 bits of security,
would meet the preceding requirement above.

NOTE The TCG may create sets of algorithms that do not have the same security strength for the hash and
asymmetric algorithms.

A hash function will be denoted by Haigorithm() With the algorithm subscript indicating the hash algorithm or
the parameter that contains the hash algorithm identifier. In some cases, the algorithm subscript is
missing, in which case the algorithm will be determined by context.

The Command Dispatch module will use the hash function when validating certain types of

authorizations. Hash functions are also used in support of other operations in the TPM such as PCR
Extend.

11.4.4 HMAC Algorithm

The TPM implements the Hash Message Authentication Code (HMAC) algorithm described in ISO/IEC
9797-2.

An HMAC is a form of symmetric sighature over some data. It provides assurance that protected data was
not modified and that it came from an entity with access to a key value. To have usefulness in protecting
data, the key value needs to be a secret or a shared secret.
ISO/IEC 9797-2 defines the HMAC operation as:

HMAC(y, text) =H((y § OPAD|| H((y § IPAD || text)) @)
(See ISO/IEC 9797-2 for a description of parameters.)

Performing the HMAC computation requires selection of a hash algorithm. This specification modifies the
notation from ISO/IEC 9797-2 to be:

HMAGhashaig(K, texi (2)
If the algorithm subscript is not present, the hash algorithm is implied by the context.

The Command Dispatch module may use the HMAC function to validate an authorization. The HMAC
function may be used by the Command Execution module in support of its operations.

11.45 Asymmetric Operations

A TPM uses asymmetric algorithms for attestation, identification, and secret sharing. A TPM may support
any asymmetric algorithm to which the TCG has assigned an identifier. An asymmetric algorithm identifier
will indicate a family of algorithms and methods that are used with that algorithm.

The methods for using an asymmetric algorithm are found in algorithm-specific annexes to this TPM 2.0
Part 1. Currently, the only supported asymmetric algorithms are RSA (described in Annex B ) and ECC
using prime curves (described in Annex B).

A TPM is required to implement at least one asymmetric algorithm.
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Part 1: Architecture Trusted Platform Module Library
11.4.6 Signature Operations

11.4.6.1 Signing

The TPM may sign using either an asymmetric or a symmetric algorithm. The method of signing depends
on the type of the key. For an asymmetric algorithm, the methods of signing are dependent on the
algorithm (RSA or ECC). For symmetric signatures, HMAC and SMAC signing schemes are defined. If a
key may be used for signing, then it will have the sign attribute.

NOTE 1 The signing schemes for RSA are described in B.6 (RSASSA_PKCS1vl1_5) and B.7 (RSASSA_PSS).
The signing schemes for ECC are described in C.4 (EC Signing).

NOTE 2 Symmetric signing (HMAC and SMAC) may only be performed with unrestricted signing keys.

A key with a sign attribute may also have a restriction on the contents of the message that can be signed
with the key. When a key has this restriction, the TPM will not use the key to sign message digests that
the TPM did not compute.

Any attestation message produced by a TPM will have a header (TPM_GENERATED_VALUE) to identify
the data as being produced within a TPM. If a restricted key is used to sign this data, then a relying party
can have assurance that the message data came from a TPM.

To allow a restricted key to sign an externally generated message, the TPM is used to produce the
message digest. When the TPM computes the digest, it will validate that the message does not begin with
TPM_GENERATED_VALUE. If it does, then the TPM will not produce the special certification (a ticket)
that indicates that the digest was produced by the TPM and is safe to sign with a restricted key.

A key designated as a signing key may be used in any command that uses a signing key. For some
commands, the signing scheme may be specified in the command. Not all schemes are valid for all keys,
and the TPM generates an error if the scheme is not allowed with the indicated key type.

EXAMPLE 1 The RSASSA-PKCS1-vl_5 signing scheme is not valid with an ECC key.

EXAMPLE 2 A key that has the "restricted" attribute may only be used with one signing scheme. If it is limited to
be used with RSASSA-PSS, it may not be used with RSASSA-PKCS1-vl_5.

A restricted signing key is required to have a signing scheme specified in the key definition and that is the
only signing scheme that is allowed to be used with the key. For an unrestricted key, the key definition
may contain a signing scheme selection, or the signing scheme may be determined when the key is used.

To defer the signing scheme selection, the key would be created with TPM_ALG_NULL as the signing
scheme selection.

11.4.6.2 Signature Verification

TPM2_VerifySignature() validates a signature over a digest. The command takes a handle of a public
key, a digest, and a block that contains the signature over the digest.

The TPM validates that the signature scheme is compatible with the selected key. In general, the TPM will
be able to validate any signature over a digest that it could have produced.

If the signature is valid, the TPM will produce a ticket.

11.4.6.3 Tickets

A ticket is an HMAC signature that uses a proof value as the HMAC key.
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NOTE Hierarchy proof values are described in detail in14.4.
The TPM uses tickets for two purposes:

1 re-signing data. After checking an asymmetric signature, the TPM re-signs the digest using a TPM
symmetric key. The TPM can later re-verify a signature without having to load the asymmetric
key; and

1 expanding state memory. When hashing an external message, the TPM has some state that
indicates the message did not start with TPM_GENERATED_VALUE. This state information
cannot be retained indefinitely in the TPM. A ticket allows this state to be stored off of the TPM in
a way that is easy for the TPM to validate. When a digest is later presented to the TPM to be
signed, the ticket is provided allowing the TPM to validate that the digest to be signed is safe to
sign.

The proof value used for a ticket will minimally have a number of bits equal to the size of the digest
produced by the hash algorithm.

EXAMPLE A proof value of 256 bits is required for a SHA256 ticket.
There are five different ticket types:

1) TPMT_TK_CREATION i this ticket type is produced when an object is created (TPM2_Create() or
TPM2_CreatePrimary()). The ticket is used in TPM2_CertifyCreation() so that the TPM can certify
that it created a specific object and the environmental parameters (PCR) that were extant when the
object was created. This avoids having the digest of the creation data be a permanent part of an
objectds data structure.

2) TPMT_TK VERIFIED 1 this ticket type is produced by TPM2_VerifySignature() and used by
TPM2_PolicyAuthorize(). If a signature is signed by an asymmetric key, the signature verification
might be time consuming. If the same authorization is going to be used many times (such as an
authorization for TPM2_PolicyAuthorize()), there is a performance advantage to having the
asymmetric authorization converted so that it uses symmetric cryptography which is usually faster.
This ticket is the symmetric equivalent authorization.

3) TPMT_TK AUTH i this ticket is produced by TPM2_ PolicySigned() or TPM2_PolicySecret() and
used in TPM2_PolicyTicket(). A policy authorization can be tied to a specific policy session or allowed
to be used in any policy. When it can be used in any policy, it has a time at which it expires (which
can be some arbitrary time in the future). The long-lived authorization may be given in
TPM2_PolicySigned()/TPM2_PolicySecret() and a ticket is produced that is used to verify the
authorization parameters (what was authorized) and the time in the future when the authorization
expires. This ticket is then processed by TPM2_PolicyTicket() and, until the ticket expires, will have
the same effect on the policyDigest computation as the original authorization.

NOTE If produced by TPM2_PolicySigned(), the ticket will use the TPM_ST_AUTH_SIGNED structure tag
and if produced by TPM2_PolicySecret(), the ticket will use the TPM_ST_AUTH_SECRET structure
tag. TPM2_PolicyTicket() will use this tag to indicate which command code to use
(TPM_CC_PolicySigned/TPM_CC_PolicySecret) when extending policyDigest.

4) TPMT_TK_HASHCHECK i This ticket is used to indicate that a digest of external data is safe to sign
using a restricted signing key. A restricted signing key may only sign a digest that was produced by
the TPM. If the digest was produced from externally provided data, there needs to be an indication
that the data did not start with the same first octets as are used for data that is generated within the
TPM. This prevents ff or g eticketassused to provide the ewdened thabtime
data used in the digest was checked by the TPM and is safe to sign. Assuming that the external data
is "safe", this type of ticket is produced by TPM2_Hash() or TPM2_SequenceComplete() and used by
TPM2_Sign().
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5) NULL Ticket i A NULL Ticket is produced when a response has a ticket, but no ticket is produced. An
example is TPM2_PolicySecret() with an expiration time of zero. It does not produce a ticket because,
since the expiration time was zero, the authorization expires immediately. In this case, the TPM will
return a NULL Ticket. A NULL Ticket may also be used as an input parameter when the command
requires a ticket, but no ticket data is available.

11.4.7 Symmetric Encryption

The TPM uses symmetric encryption to encrypt some command parameters (typically, authentication
information) and to encrypt Protected Objects stored outside it. Cipher Feedback mode (CFB) is the only
block cipher mode required by this specification.

Any symmetric block cipher supported by a TPM may be used for parameter encryption. However weak
keys are not permitted to be used. Additionally, a TPM should support XOR obfuscation, which is a hash-
based stream cipher. XOR obfuscation may be used only for confidential parameter passing.

NOTE XOR allows an application to have confidential and integrity-protected interactions with only one
algorithm in common with the TPM (a hash).

When paired with an asymmetric key 6 as in an ECC decrypting key 8 a symmetric key is required to
have as many bits of security strength as the asymmetric key with which it is paired.

EXAMPLE 1 SP800-57 classifies 2048-bit RSA as providing 112 bits of security. AES with 128- or 256-bit keys
provides adequate symmetric security for pairing with a 2048-bit RSA key.

EXAMPLE 2 A prime-modulus ECC key has a security strength that is half the size of the prime modulus. AES
with 128- or 256-bit keys is suitable for pairing with a 256-bit ECC key, but AES with 128-bit keys is
not recommended for pairing with a 384-bit ECC key.

When a symmetric key is used for data encryption, the encrypted data has an HMAC. This HMAC is
checked before the data is decrypted. Verification that the decrypted data is properly associated with the
symmetric key is intended to make it more difficult to perform power analysis. To defeat the protections, it
would be necessary to defeat two different families of protection rather than one as would exist if the
integrity protection were applied to the clear text rather than the cipher text.

11.4.7.1 Block Cipher Modes

The block cipher modes referenced in this specification are defined in ISO/IEC 10116:2006. That
specification allows parameterization of most of the modes. In a TPM implementation, the parameters are
fixed, as defined in Table 1.

Table 1 8 Block Cipher Parameters

Mode [Common Name Parameter Comments
CTR |Counter j=n size of the plaintext variable
OFB | Output Feedback j=n size of the plaintext variable
CBC | Cipher-block Chaining m=1 interleave factor
r=n size of feedback buffer
CFB [ Cipher-feedback k=n size of feedback variable
i=n size of plaintext variable
ECB |Electronic Code Book none
NOTE n is the input block size of the cipher.
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11.4.7.2 Cipher Feedback (CFB) Mode

CFB is used when a symmetric block cipher is chosen as the encryption algorithm associated with a
session. When used for parameter encryption, the key and Initialization Vector (IV) are derived from a
per-session key so that reuse of the same key and IV is statistically unlikely.

NOTE ISO/IEC 10116 use the term Start Variable instead of Initialization Vector (1V).
CFB is also used for symmetric encryption of the sensitive area of an object when the object is not stored

in a Shielded Location. When used in this way, the key and IV are derived from a secret. In some cases,
the IV is set to zero.

11.4.7.3 XOR Obfuscation

XOR obfuscation resembles Counter mode (CTR) block encryption, but it uses a KDF as the pseudo-
random function instead of a symmetric block cipher.

XOR obfuscation reduces to one (a hash) the number of algorithms that a caller needs in common with
the TPM in order to use the TPM with some level of confidentiality and authentication.

This specificationd6s XOR s c h d.hdusdsiafiffeeent ormblationrfor inphtat us e d
into the hash function.

When this specification calls for use of XOR obfuscation, it uses a function reference. The function
prototype is:

XOR(data, hashAlg, key, contextU, contextV (3)
where
data a variable-sized buffer containing the data to be obfuscated
hashAlg the hash algorithm to be used in the KDF
key a variable-sized value containing a secret key
contextU a variable-sized value used to qualify one of the parties to the operation

(often a nonce value)

contextV a variable-sized value used to qualify one of the parties to the operation
(often a nonce value)

The XOR() function uses the hash, key, contextU, and contextV parameters in a call to KDFa() to
produce a maskvalue:

maskh KDFa (hashAlg, keyii X O RontextU, contextV, data.si##8) 4)
NOTE The AXORO valud8is defined in

The octetsof maskar e t hen XORtetdofdatabuffet he o

11.4.8 Extend

The Extend operation is used to make incremental updates to a digest value. It is useful for
updating PCR, auditing, and constructing policy. Extend uses a hash function to combine new
data with an existing digest. Its notation is:
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digestewn Hhasnhaig(digestia || datanew) (5)
where
digestew the value of the digest (such as, a PCR) after the Extend operation
Hhashalg the hash function using a context-specific algorithm (such as, the hash
algorithm associated with a specific bank of PCR)
digestiq the value of the digest before the Extend operation
datanew a variable number of octets of data that are to be hashed with the initial

value of digestoq to produce Extend results

The Extend operation may also apply to an NV Index that has the TPMA_NV_EXTEND attribute.

11.4.9 Key Generation

Key generation produces two different types of keys. The first, an ordinary key, is produced using the
random number generator (RNG) to seed the computation. The result of the computation is a secret key
value kept in a Shielded Location.

The second type, a Primary Key, is derived from a seed value, not the RNG directly. The RNG usually
generates the seed that is persistently stored on the TPM. Generation of a Primary Key from a seed is
based on use of an approved key derivation function (KDF). The KDF from SP800-108 is widely used in
this specification.

This specification places no upper limit on the time allowed to generate a key. Platform-specific
specifications may limit the time for generating various key types.

Depending on the application, the TPM may generate a key by

9 using bits from the RNG, or

1 deriving the key from another secret value.

There are many ways to generate keys; these methods are described in detail in each clause where
generation of a key is required.

11.4.10 Key Derivation Function

11.4.10.1 Introduction

The TPM uses a hash-based function to generate keys for multiple purposes. This specification uses two
different schemes: one for ECDH and one for all other uses of a KDF.

The ECDH KDF is from SP800-56A. The Counter mode KDF, from SP800-108, uses HMAC as the
pseudo-random function (PRF). It is referred to in the specification as KDFa().

11.4.10.2 KDFa()

With the exception of ECDH, KDFa&() is used in all cases where a KDF is required. KDFa() uses Counter
mode from SP800-108, with HMAC as the PRF.

As defined in SP800-108, the inner loop for building the key stream is:
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