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Copyright Licenses:
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iSource Codeodo) a worl dwi de, irrevocabl e, repnodugeg xcl usi v
create derivative works, distribute, display and perform the Source Code and derivative works
thereof, and to grant others the rights granted herein.

1 The TCG grants to the user of the other parts of the specification (other than the Source Code) the
rights to reproduce, distribute, display, and perform the specification solely for the purpose of
developing products based on such documents.

Source Code Distribution Conditions:

1 Redistributions of Source Code must retain the above copyright licenses, this list of conditions and
the following disclaimers.

1 Redistributions in binary form must reproduce the above copyright licenses, this list of conditions and
the following disclaimers in the documentation and/or other materials provided with the distribution.

Disclaimers:

1 THE COPYRIGHT LICENSES SET FORTH ABOVE DO NOT REPRESENT ANY FORM OF
LICENSE OR WAIVER, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, WITH
RESPECT TO PATENT RIGHTS HELD BY TCG MEMBERS (OR OTHER THIRD PARTIES) THAT
MAY BE NECESSARY TO IMPLEMENT THIS SPECIFICATION OR OTHERWISE. Contact TCG
Administration (admin@trustedcomputinggroup.org) for information on specification licensing rights
available through TCG membership agreements.

1 THIS SPECIFICATION IS PROVIDED "AS IS" WITH NO EXPRESS OR IMPLIED WARRANTIES
WHATSOEVER, INCLUDING ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE, ACCURACY, COMPLETENESS, OR NONINFRINGEMENT OF
INTELLECTUAL PROPERTY RIGHTS, OR ANY WARRANTY OTHERWISE ARISING OUT OF ANY
PROPOSAL, SPECIFICATION OR SAMPLE.

1 Without limitation, TCG and its members and licensors disclaim all liability, including liability for
infringement of any proprietary rights, relating to use of information in this specification and to the
implementation of this specification, and TCG disclaims all liability for cost of procurement of
substitute goods or services, lost profits, loss of use, loss of data or any incidental, consequential,
direct, indirect, or special damages, whether under contract, tort, warranty or otherwise, arising in any
way out of use or reliance upon this specification or any information herein.

Any marks and brands contained herein are the property of their respective owners.
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Table 130 TPM2_GetTestResult Command...........ccccceeeeeeeiiicivnnnennnn.
Table 14 0 TPM2_GetTestResult RESPONSE..........ccvcvveeevieeeeiiiciiviinenn.
Table 150 TPM2_StartAuthSession Command ..........cccccceeeeiicvnnnen...
Table 16 0 TPM2_StartAuthSession RESPONSE.........ccccevveeeeeiiivnnnennnn.
Table 17 8 TPM2_PolicyRestart Command...........cccceivveeeinniereeniinen.
Table 18 0 TPM2_PolicyRestart RESPONSE ....cccceevvevvvveiiieeeeeiieiiieeeenn.
Table 199 TPM2_Create Command ..........cooovueeriiniiiienniiieeeeieee e
Table 20 0 TPM2_Create RESPONSE.....c.cuieiuiraiiieiieeaieeesieeesieeesieeans
Table 210 TPM2_Load COMMANd .........ccceevueiiiiieiiee et nieeeseee e
Table 22 0 TPM2_Load RESPONSE........cccueeiuieiiiiieeaieeaiieeesiieeenieeenieens
Table 230 TPM2_LoadExternal Command............cccccveeeeeeeeeiecrvnvennnnn.
Table 240 TPM2_LoadExternal RESPONSE ........cccccccvvvveeiiiireeniiineene
Table 250 TPM2_ReadPublic Command..............ccccvveeeeeeeeeiicinneenenn.
Table 26 0 TPM2_ReadPublic RESPONSE .......ccceevviviiiiiiieeee e
Table 27 0 TPM2_ActivateCredential Command............cc.ccoeeevvvveennn.
Table 28 0 TPM2_ActivateCredential RESpPoONSse ........cccccveeeevviivvvennnnn.
Table 29 0 TPM2_MakeCredential Command...........ccccccveeeeevicvnnnnnnnn.
Table 30 8 TPM2_MakeCredential RESPONSE .......cccvveeviiiieeiiiiieennee
Table 310 TPM2_Unseal Command ..........cccceeiiieeniieiiieeenieeeneeesieenns
Table 320 TPM2_Unseal RESPONSE ......c.coevueeiiieeiiieiieee e sieee s
Table 330 TPM2_ObjectChangeAuth Command............cccccceecvverenen.
Table 34 8 TPM2_ObjectChangeAuth Response............cccceeevcvveeeennee.
Table 350 TPM2_CreateLoaded Command ..........cccccoeeeeeeeiiicvnnnennnn.
Table 36 8 TPM2_CreateLoaded ReSpPONSE.........ccccuvvveeiivireesiiinnenne
Table 37 0 TPM2_Duplicate Command .........cccccceevvvvviieeeeeeee e,
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Table 380 TPM2_DUPICAtE RESPONSE. ... .ciiiiiiiiiiitiiee ettt e e e sba e e e s sbr e e e e sbneee e e 76
Table 390 TPM2_Rewrap COMMANG........ccoiiiiiiiiiiiiee ittt et e et e e e s sbe e e e s sbreeeesbeeeeeaa 79
Table 40 0 TPM2_REWrap RESPONSE ......cuvieiiiiieeiiiiieeeiteeeesstieeesstaeeesstaeeesstaeeesstaseessstseeessssseeessnsseeessns 79
Table 410 TPM2_IMPOrt COMMANT ......c.viiieiiiiiee e iieie e e siiee e e sttt e e e st e e s steeeeessbaeeesssbaeaeesstaeeeesssseeesssaeeessns 83
Table 42 0 TPM2_IMPOIt RESPONSE ....cciuviieeiiiiiiee e iiiieeestteeeestaeeesstaeeesstaeeeesstaeeessntaeeesstseeessssaeaessssseeessns 83
Table 43 0 Padding SChemeE SEIECHON ......ccciiiiiii ettt e et e e et e e e snra e e e e sntaeee e e 85
Table 44 0 Message Size Limits Based 0N Padding..........ccooiuiiiiiiiiiie it iiiie e siiee e siaee e sineeessnrneee e 86
Table 450 TPM2_RSA _ENCrypt COMMANG.......ciiiiiiiieiiiiiee e iiiie e e siiee e s stieeeestaee e s sntaeeessntaeeessnbaeeessraeeesans 87
Table 46 0 TPM2_RSA _ENCIYPt RESPONSE ...ccieeiiiiiiiieiite e e e e st iee e e et e sa s e e e e e s s ssstnbaeeeeaesssnntanneeeeaeseanns 87
Table 47 0 TPM2_RSA_Decrypt COMMANG ......ccooiiiiiiiiiie e i cciisieee e e e et e sittete e e e e e s sssanbeeeeeaessssnsnnneeeaassennnns 90
Table 48 0 TPM2_RSA DeECIYPt RESPONSE ...cciiiiiiiieiiieieieessiiitteaeeeee s e iasitteaeeeeesssassstarreeaessssnstaneeeeaesseannns 90
Table 490 TPM2_ECDH_KeyGen COMIMANG........cuuiiiiiiiiiiiiiiiiee it ee s sbiee e steee et eessibeeeessibeeeessaraeee s e 93
Table 500 TPM2_ECDH_KeYGEN RESPONSE ...ccciiuriiieiiiiiieeiiiieee e iteeeesstieeessibeeeessibaeeesstaeeessebeeeessbaeeesaes 93
Table 51 0 TPM2_ECDH_ZGeN COMMANG .......ciiiiiiiiieiiiiieeeiiiieeeiieeeeestaeeeestseessanraeessstasessssseeessnsseeessns 96
Table 52 0 TPM2_ECDH_ZGEN RESPONSE .....vviieiiiiiieeiiutiieeeiieeeessiaeeesstaeeeesstseeesssbaesaestasessssseeesssssesessns 96
Table 530 TPM2_ECC_Parameters COMMANG .........ccciiuieeiiiuuieeaiiiueeesiieeeeeitreeesssaeesssssssesssssseeessnseesssns 99
Table 54 0 TPM2_ECC_Parameters RESPONSE ........cceiiuiieeiiiiiieeaiiieeeeiiieeeesiaeeesssaeessssseesssssseesssnseesssns 99
Table 550 TPM2_ZGen_2Phase COMMANG .......cccoiiuiiiiiiieeeiiiiiiereeieeeesesittereeeeeessasastsaeeesesssessnrssseeseeas 102
Table 56 0 TPM2_ZGeN_2Phase RESPONSE .....cuiiiuiiiiiiitiieeeiiieteesitiieeeaibeaeeesnssseeessssseeesnssseeesnssseessnsseees 102
Table 570 TPM2_ECC _ENCrypt COMMANG ....cciieiiiiiiiiiiieieeeiesiine e e eeeesssinteaeeeeeeesssnnnnaeeeeeeesnsnnnnnnneaeees 105
Table 58 0 TPM2_ECC _ENCIYPt RESPONSE ....ciiieiiiiiiiiieieeeeeieiiiieieeeeeessasssteeeeeeeeesasnnstaaneeeeessassnrssneeeees 105
Table 59 0 TPM2_ECC _Decrypt COMMANG .........coiiiutriiiiieeeiiiiiiieieeee e e sesiirree e e e e e s e sanraaeeeaeeesesnnraaneeeeeas 108
Table 600 TPM2_ECC_DeECIYPt RESPONSE......ccciitiiiiiitiiie ittt ittt e ettt e e sttt e e siee e e e sbee e e e seereeesnnneeeas 108
Table 61 0 Symmetric ChaiNING PrOCESS .......iiuuiiiiiiuiiie ettt et e e s ee e e s nneeeas 111
Table 629 TPM2_EncryptDecrypt COMMEANG...........uuiiiiiiiiiiiiiiie ettt e e 113
Table 63 0 TPM2_ENCryptDECIYPt RESPONSE ......cciuiieiuiiiaiiieeiiee it e siteeasteeesteeesbee e seeeeseeesnbeessnbeeaaneeenees 113
Table 64 0 TPM2_EncryptDecrypt2 COMMANG. .........ooiuiiiiiiiaiiie et aieeeiee et stee et eseee s ae e e sneeeesnee e e 116
Table 650 TPM2_ENCryptDeCryPt2 RESPONSE ....cccueiiiuiiiiiiieaiiie et e aiieeasteeasteeesnbeeestteesmeeeanaeeesnbeeesneee e 116
Table 66 0 TPM2_Hash COMMANG.............c.c.uuiiiiiiiiiiiee e e e e e e e e e e e e e e s e aabeeeeeeeeas 119
Table 67 0 TPM2_HASh RESPONSE .....ccoiuviiiiiiiiiieeiiiiee ettt e sttt e e sttt e e st e e e sseaeaessssaeeessaaeeesssaeeesnnneees 119
Table 68 0 TPM2 _HMAC COMMANG........cccuiiiiiie ettt e e e e e e e e st e e e e e e e s e s aaba e e e e s eeesesaabaeeeeaeeas 122
Table 69 0 TPM2_ _HMAC RESPONSE .....cociiiiiieeiee e e e e eiiieteeeee e e s e siateaeeaeeeasassastaaeeeaeeesasssstaaeeeeeessaassrerneeeees 122
Table 70 0 TPM2_MAC COMMEANG .....ccoiiiiiiiiieiie e e e e st e e e e e e s e st eeeeae e e s s st e aeeeaeeesasastaaeeeeeeesaasnrnaneeeees 125
Table 710 TPM2_IMAC RESPONSE.....coiiiiiiieiitiiie ettt ettt ettt e ettt e s bt e e s tbe e e e abbe e e e sbaeeeesnbreeesneeeeas 125
Table 720 TPM2_GetRandom COMMEANG.........ccoiiiiiiiiiiiiiee ettt et e e e e ee e e nneeees 128
Table 730 TPM2_GetRanNdOM RESPONSE ... .uuiiiiiiiiiee ittt sttt et et e s e e e sebreeesneeeeas 128
Table 749 TPM2_StirRandom COMMANT ..........cooiuiiiiiiiiiiee ittt et eeseereeesanreees 131
Table 759 TPM2_StrRandOmM RESPONSE........uuiiiiiiiiiie ittt ettt ettt sea e e anneees 131
Table 76 0 Hash SeIeCtioN MALIX .......ccoiuriiiiiiiiii ettt e e e e e annee s 133
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Table 770 TPM2_HMAC_Start COMMANG ........coiiiiiiiiiiiiiie ettt ettt et e e seere e e anneees 135
Table 78 3 TPM2_HMAC_Start RESPONSE ........ciiiiiiiiiiiiiiie ettt ettt ettt ettt et e e e e seane e e sanneeas 135
Table 79 0 AIgOrithm SEIECHON MALIIX........uiiiiiiiieeiiiiie ettt s e e st e e s e e e ssrea e e e ssaaeeesseaeeesnnnaees 137
Table 80 0 TPM2_MAC_Start COMMANG........ccccciiiiiiiiiiiiiee et e e e s e erbeee e e e e e e s e saaba e e e e eeaesesanraeeeeaeeas 138
Table 81 0 TPM2_MAC_Start RESPONSE ....ccciviiiieiiiiieeitiieeesiiteeeesstieeeesttaeeessssaeeesssseeeesnsaseeesnssseeesnssseees 138
Table 82 0 TPM2_HashSequenceStart COMMANG .........c..euviiuiiiieiiiiiee i e siiieeeseee e seee e seeaeeesneeees 141
Table 830 TPM2_HashSequenceStart RESPONSE ........ccuuiiiiiiiiieiiiiieeiiiieeessieaeeesseeeeesnseaeeesseneeesnnseees 141
Table 84 0 TPM2_SequenceUpdate COMMANG .........ooiiiuiiiieiiiiiee et siieeeesiteeeeseeeeesieaeeeseeaeessnnseees 144
Table 850 TPM2_Sequencelpdate RESPONSE.......cccuuviiiiieeiiiiiiiiieeeie s es s sitrrer e e e e e s s sanrraeeeee e s s s snnrneeeeeees 144
Table 86 0 TPM2_SequenceComplete COMMANG .........oovieeiiiiiiiiiieeee e e e e e snnrrrreeee s 147
Table 87 0 TPM2_SequenceComplete RESPONSE .......uuuiiiieeiiiiiieiieeie e e e sitrtee e e e e e s e s e e e e e e s e snnaeeneeeees 147
Table 88 3 TPM2_EventSequenceComplete COMMEANG .......ccuveiiiiiiiiiiiiiieie e 150
Table 89 8 TPM2_EventSequenceComplete RESPONSE........ccuuviiiiiiiiiiiiiiie i 150
Table 90 8 TPM2_Certify COMMANT .........oiiiiiiiiie ittt et e b e sab e sabe e s be e e snbe e e naeeenees 155
Table 91 0 TPM2_Certify RESPONSE ....cccueiiiiiiiiiie ettt ettt ettt e sbae e sabe e s abbe e sabeesbe e e snbeeeneeennns 155
Table 92 8 TPM2_CertifyCreation COMMANG .........cccoiiiiiiitieeiiie et ateeeiee et sbee e seee s sbessbe e sebe e saee e e 158
Table 93 0 TPM2_CertifyCreation RESPONSE. .........cuuiiiiiiiieeiiieee e iiieeeestieeeessseaeeesssbeeeesnseaeeessereeesnsseees 158
Table 94 0 TPM2_QuUOtE COMMAN ........cccuiiiiiiieee it e e e e s e st e e e e e e s e sttt e e e e e e e s e saabraeeeeeeesasnnnreaneeaeeas 161
Table 950 TPM2_QUOLE RESPONSE ....ciiiuiiiiieiitiiieeitiieaeatsiee e stseeeestseeesabeeeaesssaeeessssseeesseseeesnssseeesnnseees 161
Table 96 0 TPM2_GetSessionAuditDigest COMMANT ....cccccoiiiiiiierieree it e e srerr e e e sanreereeee e 164
Table 97 0 TPM2_GetSessionAuditDIgest RESPONSE .....cc.cceiiicuviiiieeeeeiieiiieeee e e e e s e sereer e e e e e s s snnaereeeeees 164
Table 98 0 TPM2_GetCommandAuditDigest COMMANG ..........ccuvvieeieeiiiiiiiiiie e e sireee e e e e e s senrreee e e 167
Table 99 0 TPM2_GetCommandAuditDIgest RESPONSE.........cuueiiiiiiiiiiiiiiiee et 167
Table 100 8 TPM2_GetTime COMIMANG ........iiuiiiiiiiuiieeeiitiete e eiieee ettt e et e e e sibe e e e sabeeeesbbeeeesnereeesnnneeeas 170
Table 101 8 TPM2_GetTiME RESPONSE .....ccciitiiiieitiieeeitieee e ettt e ettt e st e e s bbe e e e stee e e e sbaeeeessbreeesnnneeeas 170
Table 102 8 TPM2_CertifyX509 COMMANG .........eeiitiieiiiiiaiieeaiee et eeeesiee et st eesebeeseeessbee e smbeeenneeeneee 173
Table 1033 TPM2_CertifyX509 RESPONSE ... .uueiiiitiiiieiiiite ettt ettt ettt e e et e e e e s e e saneeeas 173
Table 104 & TPM2_Commit COMMANT.......ccoiiuiiiiiiiiiiee ittt e e e stb et e e sbne e e e sbereeesneneeas 177
Table 1058 TPM2_COMMIt RESPONSE ......cciiiiiiiieiiiieeeiiieeeesiieeeeastaeeeestbeeeessseaeeessseaeeesasseeeesnstaeeesnsseees 177
Table 106 8 TPM2_EC_Ephemeral COMMAaNG..........coiiiiiiiiiiiiiiiee it siiiee et e e eessaaeeesneaeeesnneaees 180
Table 107 8 TPM2_EC _Ephemeral RESPONSE .........uuiiiiiiiii ettt sttee et e eesneaeeesnaaeeesnnneees 180
Table 108 8 TPM2_VerifySignature COMMANG ........ccuviiiiieeiiiiiiiiiee e e se e e e e e e s e sanrrae e e e e e e s e snnraaeeeaees 183
Table 109 8 TPM2_VerifySignature RESPONSE .......cccuuviiiiiie ettt e e s s st e e e e e s e srae e e e e e e s e eanraaneeeees 183
Table 110 8 TPM2_SigN COMMANG ....coiiuiiiiiiiiiieeiieiee ettt ettt ettt e sbee e e e sabe e e e saeeeaesnaeeeessbreeesnneeeas 186
Table 111 8 TPM2_SigN RESPONSE ...cooiiuiiiiiiiiiiieeitiete ettt ettt ettt e st e e e e stbe e e e aabe e e e sbaeeeeanbreeesnneeeeas 186
Table 112 0 TPM2_SetCommandCodeAuditStatus Command...........coovviviiiiiireeeiiniiiieeeee e seseieeneeeeens 190
Table 113 8 TPM2_SetCommandCodeAuditStatus RESPONSE .........eeviiiiiiieiiiiiieiiiiee e 190
Table 114 8 TPM2_PCR_EXtend COMMANT ........cocuiiiiiiiiiieiiiiiee ettt e e 194
Table 1158 TPM2_PCR_EXIENA RESPONSE......ciiiiiiiiiiiiiiie ettt sannee s 194
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Table 116 &
Table 117 9
Table 118 &
Table 119 6
Table 120 6
Table 121 &
Table 122 &
Table 123 &
Table 124 &
Table 125 &
Table 126 &
Table 127 9
Table 128 &
Table 129 &
Table 130 &
Table 131 6
Table 132 &
Table 133 &
Table 134 &
Table 135 &
Table 136 &
Table 137 &
Table 138 &
Table 139 6
Table 140 9
Table 141 6
Table 142 &
Table 143 &
Table 144 &
Table 145 &
Table 146 &
Table 147 &
Table 148 &
Table 149 9
Table 150 &
Table 151 9
Table 152 9
Table 153 &
Table 154 &

Family

TPM2_PCR_EVENT COMMANG ...eiiiiiiiiiiiiiie ettt e e e e 197
TPM2_PCR_EVENT RESPONSE ....ceeiiiiiiiiiiiiiiiit ettt e s e e 197
TPM2_PCR_Read COmMMaAaNGd........ccoooeiiieii e 200
TPM2_PCR_REAd RESPONSE ....oeiiiiiiiiiiiitiei ittt ettt e e e e e e e e e snnbeeeaaae s 200
TPM2_PCR_Allocate COMMANG........ccoooeiiie i 203
TPM2_PCR_AIOCAtE RESPONSE ...coeiiiiiiitiiiiiee e ettt ettt e e e e e e e e e e e e s e saabeeeeaae s 203
TPM2_PCR_SetAuthPolicy COMMEANG ........coiiiiiiiiiiiiiiie e 206
TPM2_PCR_SetAuthPolICY RESPONSE ......ueiiiiiiiiiiiiiiiie ettt 206
TPM2_PCR_SetAuthValue Command ..........coeooiiiiiiiieiie e e snnraeee e e 209
TPM2_PCR_SetAuthValug RESPONSE .......uiiiiiei it ie e e e e e et e e e e s e seare e e e e e s e sanraaeeeae s 209
TPM2_PCR_ReESEt COMMANG .....eviiiieiiiiiiiiiiee e ce e ittt ie e e e e st e e e e e e s s snntnae e e e e e e s e snnrnaeeeaees 212
TPM2_PCR_RESEE RESPONSE.....ceiiiieiiiiiitieiiteeeae it e e e s e e e e e s e rr e e e e s s e snnrneeeeeees 212
TPM2_PolicySigned COMMANG ........ooeiiiiiieeiiiiee ettt e e e sebee e e 227
TPM2_PolicySigNed RESPONSE........iiiiiiiiiiiiee ettt ettt a et ibe e snbe e 227
TPM2_PolicySecret COMMENG .........ooiiiiiiieeiiiiie ettt e e e 230
TPM2_POliCYSECIet RESPONSE. ...ttt ettt e e e e e b e e e e e 230
TPM2_PolicyTicket COMMEANT ......cooiiiiiiiiiiiiie e e e e e e 233
TPM2_POlCYTICKET RESPONSE .....iiiiiiiiiiiiieiie ettt ettt e e e et e e e e e raabeeeeaae s 233
TPM2_POlICYOR COMMEANG .....ciiiiiiiieeiiiiite ettt e e e e e e e e e e e e e sanbreeeaae s 236
TPM2_POlICYOR RESPONSE. ... ..utiiieieeeiiiiiitieeeeeeeaiaaiateereeaesssssststeeeeaeesssssraseeeeeessasnnnraneeeeees 236
TPM2_PolicyPCR COMMANT .......coiiieiiiiiiiiieiiee e e ee e e s e s st e e e e e s s snraae e e e e e e s e snnraaeeaeees 240
TPM2_POlCYPCR RESPONSE ....uvviiiiieiiiiiiiiiiie e e e e e sietitee e e e e e e st ta e e e e e e s s snntaae e e e e e e s e snnraaeeaaees 240
TPM2_PolicyLocality COMMANG ........ccooiiiiiiiiiiiieeiiiiee ettt 243
TPM2_PolicyLOCality RESPONSE .....iiiiieiiiiiieeiiieee ettt et e e e 243
TPM2_POlICYNV COMMANG.......ciiiiiiiieiiiiiie ettt et e e e snbee e e e 246
TPM2_POHCYNV RESPONSE ....iteiiiiitiiee ettt ettt e e e e e e e e eees 246
TPM2_PolicyCounterTimer COMMANG .........ocueiiiiiiieeeiiieie ettt 249
TPM2_PolicyCounterTimer RESPONSE .......cciiiiiieiiiiiie ettt 249
TPM2_PolicyCommandCode COMMANT ..........ooiiiiiiiiiiiaaiea it 252
TPM2_PolicyCommandCode RESPONSE......ccuuiiiiiiiiiiiiiie ettt 252
TPM2_PolicyPhysicalPresence COmMmMaNd...........ccuuuiiiiiiiiiiiiiiiiieee e 255
TPM2_PolicyPhysicalPresence RESPONSE .......cccicuiiiiiiieee ettt e e saan e e 255
TPM2_PolicyCpHash ComMMaNGd...........cccuviiiiieiiiiiceiie e errae e e 258
TPM2_PolicyCpHaSh RESPONSE .......cooiiiiiiieiiiie ettt 258
TPM2_PolicyNameHash COmMMANd .........ccooiiiiiiiiiiiieee e 261
TPM2_PolicyNameHash RESPONSE .........uuiiiiiiiieiiiee ettt 261
TPM2_PolicyDuplicationSelect COmMmMaNd...........coouiiiiiiiiiiiiiiie e 264
TPM2_PolicyDuplicationSelect RESPONSE ........coviiiiiiieiiiiie ettt 264
TPM2_PolicyAuthorize COMMANG ........ocuiiiiiiiiieeiiiee et 267
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Table 155 &
Table 156 &
Table 157 &
Table 158 &
Table 159 &
Table 160 &
Table 161 &
Table 162 &
Table 163 &
Table 164 &
Table 165 &
Table 166 &
Table 167 9
Table 168 &
Table 169 &
Table 170 &
Table 171 6
Table 172 &
Table 173 &
Table 174 &
Table 175 &
Table 176 &
Table 177 9
Table 178
Table 179 9
Table 180 &
Table 181 9
Table 182 9
Table 183 &
Table 184 &
Table 185 &
Table 186 &
Table 187 &
Table 188 &
Table 189 &
Table 190 &
Table 191 9
Table 192 &
Table 193 &

Family

TPM2_PolicyAUtNOriZE RESPONSE......oiiiiiiiiiiiiiie et 267
TPM2_PolicyAuthValue COmMMENG ..........ueiiiiiiiiiiiiiee et 270
TPM2_PolicyAuthValue RESPONSE ...ttt e e 270
TPM2_PolicyPassword COMMANG.............ueiiiiiiiiiiiieiie et eareeee e e 273
TPM2_PolicyPassword RESPONSE .......ccuuuiiiiiiiaaiiiieie ettt e e e eeeaa e 273
TPM2_PolicyGetDigest COMMANT ........c.uuuiiiiiiiaiiiiiie e e e eeeeee s 276
TPM2_PolicyGetDIigest RESPONSE ...ttt e e e raabe e e e e e 276
TPM2_PolicyNVWritten COMMANG.........c.uuuiiiiiiiiiiiiiiiie et 279
TPM2_PolicyNVWIItEN RESPONSE .....cciieiieeiiee e ettt eie s e e s st e e e e s e snbaae e e e e e e s e ennraaeeaeeeas 279
TPM2_PolicyTemplate COmMMAaNG ............uviiiiieiiiiiciieeie e e e e s sanraaeeeae s 282
TPM2_Policy TEMPIAte RESPONSE .....ccciiiiieeiee ettt ie e e e e e s e e e e e e s ennraaeeaeees 282
TPM2_PolicyAuthorizeNV COmMMANG ........ccoiiiiiriiiiiie ettt 285
TPM2_PolicyAUtNOMZENY RESPONSE.....c.uiiiiiiiiiiie ettt e 285
TPM2_CreatePrimary COMMANT .......ccoiiiiiiiiiiiieeiiiiee ettt e e 288
TPM2_CreatePrimary RESPONSE .......cciiiiiie ittt e ettt e s et e e ibe e e e e e e 288
TPM2_HierarchyControl COMMEANG ..........viiiiiiieee ittt 291
TPM2_HierarchyControl RESPONSE .........uuuiiiiiiiiiiiitiiie ittt a e 291
TPM2_SetPrimaryPolicy COMMANG............ooiiiiiiiiiiiiiiie e 294
TPM2_SetPrimaryPoliCy RESPONSE ...ttt 294
TPM2_ChangePPS COMMEANG ....ceiiiiiiiiiiiiiiiieee e e ieiieieeee e e e e e sstereeeeeeessssnnreaeeeeeeesesnnrnaeeeeees 297
TPM2_ChangEPPS RESPONSE.....cuviieeiiiiitiiriiee e e s iiitieeeee et e e sstateeeeeeessssstaareeeeeesaannraaeeaaees 297
TPM2_ChangeEPS COMMANG .....cocieiiiiiiiiiiiiee et ee e e e e e st e e e e e e s e st r e e e e e e s e ennraaeeaaees 300
TPM2_ChangeEPS RESPONSE .........ueiiiiiiiiieiitiie ettt et e st e s b e e e e rebe e e e s snbee e e enees 300
TPM2_Clear COMMEANG. .......coouiiiiiiiiiie ettt e e s snbe e e e e sbbe e e e e snbee e e enees 303
TPM2_Clear RESPONSE .. .eieii ittt ettt ettt ettt e e et e e s bt e e e e ntbe e e e e nnbeeeeenees 303
TPM2_ClearControl COMMANG ..........ccoiiuiiiaiiiiie ettt e e e e e e 306
TPM2_ClearControl RESPONSE ........uiiiiiiiiie ettt e 306
TPM2_HierarchyChangeAuth COMMANG..........cooiiiiiiiiiiiiie et 309
TPM2_HierarchyChangeAuth RESPONSE ......coiiiiiiiiiiiiiie et 309
TPM2_DictionaryAttackLockReset COmMmMaNd.............ccooiiiiiiiiiiiiieeeiieeee e 312
TPM2_DictionaryAttackLOCKRESEt RESPONSE ........cuvviiiiiiiiiiiiiiieeee e 312
TPM2_DictionaryAttackParameters Command ...........cccceeviiiiiiiiieeee e 315
TPM2_DictionaryAttackParameters RESPONSE..........uuvivieeiiiiiiiiiiiiee e e e et e e e srraee e 315
TPM2_PP_Commands COMMEANG .......cocuuiiiiiiiieeiiiiee ettt 318
TPM2_PP_CommandS RESPONSE .....cceiiuiiieiiiiiieeiiiie ettt e e sibee e et a e e snbee e e eees 318
TPM2_SetAlgorithmSet COMMANG .......ocueiiiiiiiiee et 321
TPM2_SetAlgorithmSet RESPONSE .....ccovuiiiiiiiiiee ettt 321
TPM2_FieldUpgradeStart COmMMAaNd...........coocueiiiiiiiiieiiiiie et 326
TPM2_FieldUpgradeStart RESPONSE ........coiiiiiiiieiiiiie ettt 326
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Table 194 9
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Table 197 &
Table 198 &
Table 199 &
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Table 201 &
Table 202 &
Table 203 &
Table 204 &
Table 205 &
Table 206 &
Table 207 &
Table 208 &
Table 209 &
Table 210 &
Table 211 &
Table 212 &
Table 213 &
Table 214 &
Table 215 &
Table 216 &
Table 217 9
Table 218 &
Table 219 &
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Trusted Platform Module Library
Part 3: Commands

1 Scope

This TPM 2.0 Part 3 of the Trusted Platform Module Library specification contains the definitions of the
TPM commands. These commands make use of the constants, flags, structures, and union definitions
defined in TPM 2.0 Part 2.

The detailed description of the operation of the commands is written in the C language with extensive
comments. The behavior of the C code in this TPM 2.0 Part 3 is normative but does not fully describe the
behavior of a TPM. The combination of this TPM 2.0 Part 3 and TPM 2.0 Part 4 is sufficient to fully
describe the required behavior of a TPM.

The code in parts 3 and 4 is written to define the behavior of a compliant TPM. In some cases (e.g.,
firmware update), it is not possible to provide a compliant implementation. In those cases, any
implementation provided by the vendor that meets the general description of the function provided in TPM
2.0 Part 3 would be compliant.

The code in parts 3 and 4 is not written to meet any particular level of conformance nor does this
specification require that a TPM meet any particular level of conformance.

2 Terms and Definitions

For the purposes of this document, the terms and definitions given in TPM 2.0 Part 1 apply.

3 Symbols and abbreviated ter ms

For the purposes of this document, the symbols and abbreviated terms given in TPM 2.0 Part 1 apply.
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4 Notati on

41 1 ntroducti on

For the purposes of this document, the notation given in TPM 2.0 Part 1 applies.

Command and response tables use various decorations to indicate the fields of the command and the
allowed types. These decorations are specified in clause 4.2.

4.2 Tabl e Decorations

4,21 I ntroduction

The symbols and terms in the Notation column of Table 1 are used in the tables for the command
schematics. These values indicate various qualifiers for the parameters or descriptions with which they
are associated.

Table 13 Command Modifiers and Decoration

Notation Meaning
+ A Type decoration i See clause 4.2.2
@ A Name decoration - See clause 4.2.3
+PP A Description modifier i See clause 4.2.4
+PP} A Description modifier i See clause 4.2.5
{NV} A Description modifier i See clause 4.2.6
{F} A Description modifier i See clause 4.2.7
{E} A Description modifier i See clause 4.2.8
Auth Index: | A Description modifier i See clause 4.2.9
Auth Role: A Description modifier i See clause 4.2.10

4.2.2 Ty pecor at i on
When appended to a value in the Type column of a command, this symbol indicates that the parameter is

all owed to use the Anull 6 val ue,Gofditidnd €ped)aTheanulltvaluee ( s ee
is usually TPM_RH_NULL for a handle or TPM_ALG_NULL for an algorithm selector.

NOTE This decoration is not appended to response parameters

4.2.3 Name@
A Name decorationi When this symbol precedes a handle parameter

that an authorization session is required for use of the entity associated with the handle. If a handle does
not have this symbol, then an authorization session is not allowed.

4.2.4 DescriptionPModifier +

This modifier may follow TPM_RH_PLATFORM in the fADesc
Presence is required when platformAuth/platformPolicy is provided.

Family fA2.00 TCG PUBLIC REVIEW Page 2
Level 00 Revision 01.64 Copyright © TCG 2006-2021 December 24, 2020



Part 3: Commands Trusted Platform Module Library

4.2.5 Description{NPcPdi fier

This modifier may follow TPM_RH_PLATFORM to indicate that Physical Presence may be required when
platformAuth/platformPolicy is provided. The commands with this notation may be in the setList or
clearList of TPM2_PP_Commands().

4.2.6 Description NWgdi fier

This modifier may follow the commandCodei n t he fDescriptiono column to in
may result in an update of NV memory and be subject to rate throttling by the TPM. If the command code
does not have this notation, then a write to NV memory does not occur as part of the command actions.

Any command that uses authorization may cause a write to NV if there is an authorization failure. A TPM
may use the occasion of command execution to update the NV copy of clock.

427 Description FModi fier

This modifier indicates that the Aflushedo attribute
modifier may follow the commandCodei n t he fADescriptiond column to indic
context used by the command will be flushed from the TPM when the command completes. This may be

combined with the {NV} modifier but not with the {E} modifier.

EXAMPLE 1 {NV F}

EXAMPLE 2 TPM2_SequenceComplete() will flush the context associated with the sequenceHandle.

4.2.8 Description EModi fi er

This modifieri ndi cates that the fAextensiveo attribute wildl b e
modifier may follow the commandCodei n t he f@ADescriptiond column to indi
flush many objects and re-enumeration of the loaded context likely will be required. This may be

combined with the {NV} modifier but not with the {F} modifier.

EXAMPLE 1 {NV E}
EXAMPLE 2 TPM2_Clear() will flush all contexts associated with the Storage hierarchy and the Endorsement
hierarchy.

4.2.9 Aut h | ndex

When a handle hasafi @0 decoration, the ADescriptiondo column wil
handle. This entry indicates the number of the authorization session. The authorization sessions

associated with handles will occur in the session area in the order ofthe handl es wi th the i @o
Sessions used only for encryption/decryption or only for audit will follow the handles used for

authorization.

4210 Aut h Rol e

This wildl be in the fiDescriptionodo column of aERandle w
ADMIN or DUP.

If the handle has the Auth Role of USER and the handle is an Object, the type of authorization is
determined by the setting of userWithAuth in the Object's attributes. If the handle is TPM_RH_OWNER,
TPM_RH_ENDORSEMENT, or TPM_RH_PLATFORM, operation is as if userWithAuth is SET. If the
handle references an NV Index, then the allowed authorizations are determined by the settings of the
attributes of the NV Index as described in TPM 2.0 Part 2, "TPMA_NV (NV Index Attributes)."
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If the Auth Role is ADMIN and the handle is an Object, the type of authorization is determined by the
setting of adminWithPolicy in the Object's attributes. If the handle is TPM_RH_OWNER,
TPM_RH_ENDORSEMENT, or TPM_RH_PLATFORM, operation is as if adminWithPolicy is SET. If the
handle is an NV index, operation is as if adminWithPolicy is SET (see 5.6 €)2)).

If the DUP role is selected, authorization may only be with a policy session (DUP role only applies to
Objects).

When either ADMIN or DUP role is selected, a policy command that selects the command being
authorized is required to be part of the policy.

EXAMPLE TPM2_Certify requires the ADMIN role for the first handle (objectHandle). The policy authorization
for objectHandle is required to contain TPM2_PolicyCommandCode(commandCode ==
TPM_CC_Certify). This sets the state of the policy so that it can be used for ADMIN role
authorization in TPM2_Certify().

43 Handl e and Parameter Demarcation
The demarcations between the header, handle, and parameter parts are indicated by:

Table 2 0 Separators

Separator Meaning

the values immediately following are in the handle area

the values immediately following are in the parameter area

44 Aut horizationSize and Parameter Si ze

Authorization sessions are not shown in the command or response schematics. When the tag of a
command or response is TPM_ST SESSIONS, then a 32-bit value will be present in the
command/response buffer to indicate the size of the authorization field or the parameter field. This value
shall immediately follow the handle area (which may contain no handles). For a command, this value
(authorizationSize) indicates the size of the Authorization Area and shall have a value of 9 or more. For a
response, this value (parameterSize) indicates the size of the parameter area and may have a value of
zero.

If the authorizationSize field is present in the command, parameterSize will be present in the response,
but only if the responseCode is TPM_RC_SUCCESS.

When authorization is required to use the TPM entity associated with a handle, then at least one session
will be present. To indicate this, the command tag Description field contains TPM_ST_ SESSIONS.
Addional sessions for audit, encrypt, and decrypt may be present.

When the command tag Description field contains TPM_ST _NO_SESSIONS, then no sessions are
allowed and the authorizationSize field is not present.

When a command allows use of sessions when not required, the command tag Description field will
indicate the types of sessions that may be used with the command.

45 Return Code Ali as
For the RC_FMT1 return codes that may add a parameter, handle, or session number, the prefix
TPM_RCS_is an alias for TPM_RC_.

TPM_RC n is added, where n is the parameter, handle, or session number. In addition, TPM_RC H is
added for handle, TPM_RC_P for parameter, and TPM_RC_S for session errors.

NOTE TPM_RCS_ is a programming convention. Only add numbers to TPM_RCS_ return codes, never
TPM_RC_ return codes. Only return codes that can have a number added have the TPM_RCS_
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alias defined. Attempting to use a TPM_RCS_ return code that does not have the TPM_RCS_
alias will cause a compiler error.

EXAMPLE 1 Since TPM_RC_VALUE can have a number added, TPM_RCS_VALUE is defined. A
program can use the construct "TPM_RCS_VALUE + number". Since TPM_RC_SIGNATURE
cannot have a number added, TPM_RCS_SIGNATURE is not defined. A program using the
construct "TPM_RCS_SIGNATURE + number" will not compile, alerting the programmer that the
construct is incorrect.

By convention, the number to be added is of the form RC_CommandName_ParameterName where
CommmandName is the name of the command with the TPM2_ prefix removed. The parameter name
alone is insufficient because the same parameter name could be in a different position in different
commands.

EXAMPLE 2 TPM2_HMAC_Start() with parameters that result in TPM_ALG_NULL as the hash algorithm will
returns TPM_RC_VALUE plus the parameter number. Since hashAlg is the second parameter,
This code results:

#define RC_HMAC_Start_hashAlg (TPM_RC_P + TPM_RC_2)

return TPM_RCS_VALUE + RC_HMAC_Start_hashAlg;
5 Command Processing

51 I ntroducti on

Clause 5 defines the command validations that are required of any implementation and the response
code returned if the indicated check fails. Unless stated otherwise, the order of the checks is not
normative and different TPM may give different responses when a command has multiple errors.

In the description below, some statements that describe a check may be followed by a response code in
parentheses. This is the normative response code should the indicated check fail. A normative response
code may also be included in the statement.

5.2 Command Header Validati on

Before a TPM may begin the actions associated with a command, a set of command format and
consistency checks shall be performed. These checks are listed below and should be performed in the
indicated order.

a] The TPM shall successfully unmarshal a TPMI_ST _COMMAND_TAG and verify that it is either
TPM_ST _SESSIONS or TPM_ST_NO_SESSIONS (TPM_RC_BAD_TAG).

b) The TPM shall successfully unmarshal a UINT32 as the commandSize. If the TPM has an interface
buffer that is loaded by some hardware process, the number of octets in the input buffer for the
command reported by the hardware process shall exactly match the value in commandSize
(TPM_RC_COMMAND_SIZE).

NOTE A TPM can have direct access to system memory and unmarshal directly from that memory.

5] The TPM shall successfully unmarshal a TPM_CC and verify that the command is implemented
(TPM_RC_COMMAND_CODE).

5.3 Mode Checks

The following mode checks shall be performed in the order listed:
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a) If the TPM is in Failure mode, then the commandCode is TPM_CC_GetTestResult or
TPM_CC_GetCapability (TPM_RC_FAILURE) and the command tag is TPM_ST_NO_SESSIONS
(TPM_RC_FAILURE).

NOTE 1 In Failure mode, the TPM has no cryptographic capability and processing of sessions is not
supported.

b The TPM is in Field Upgrade mode (FUM), the commandCode is TPM_CC_FieldUpgradeData
(TPM_RC_UPGRADE).

¢] If the TPM has not been initialized (TPM2_Startup()), then the commandCode is TPM_CC_Startup
(TPM_RC_INITIALIZE).

NOTE 2 The TPM can enter Failure mode during _TPM_Init processing, before TPM2_Startup(). Since
the platform firmware cannot know that the TPM is in Failure mode without accessing it, and
since the first command is required to be TPM2_Startup(), the expected sequence will be that
platform firmware (the CRTM) will issue TPM2_Startup() and receive TPM_RC_FAILURE
indicating that the TPM is in Failure mode.

There can be failures where a TPM cannot record that it received TPM2_Startup(). In those
cases, a TPM in failure mode may process TPM2_GetTestResult(), TPM2_GetCapability(), or
the field upgrade commands. As a side effect, that TPM may process TPM2_GetTestResult(),
TPM2_GetCapability() or the field upgrade commands before TPM2_Startup().

This is a corner case exception to the rule that TPM2_Startup() must be the first command.

The mode checks may be performed before or after the command header validation.

54 Handl e Area Validation

After successfully unmarshaling and validating the command header, the TPM shall perform the following
checks on the handles and sessions. These checks may be performed in any order.

NOTE 1 A TPM is required to perform the handle area validation before the authorization checks because an
authorization cannot be performed unless the authorization values and attributes for the referenced
entity are known by the TPM. For them to be known, the referenced entity must be in the TPM and
accessible.

a) The TPM shall successfully unmarshal the number of handles required by the command and validate
that the value of the handle is consistent with the command syntax. If not, the TPM shall return
TPM_RC_VALUE.

NOTE 2 The TPM is permitted to unmarshal a handle and validate that it references an entity on the
TPM before unmarshaling a subsequent handle.

NOTE 3 If the submitted command contains fewer handles than required by the syntax of the command,
the TPM is permitted to continue to read into the next area and attempt to interpret the data as
a handle.

b) For all handles in the handle area of the command, the TPM will validate that the referenced entity is
present in the TPM.

1) If the handle references a transient object, the handle shall reference a loaded object
(TPM_RC_REFERENCE_HO + N where N is the number of the handle in the command).

NOTE 4 If the hierarchy for a transient object is disabled, then the transient objects will be flushed
so this check will fail.

2) If the handle references a persistent object, then

i) the hierarchy associated with the object (platform or storage, based on the handle value) is
enabled (TPM_RC_HANDLE);
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5.5

a)

by

G}

d)

i) the handle shall reference a persistent object that is currently in TPM non-volatile memory
(TPM_RC_HANDLE);

i) if the handle references a persistent object that is associated with the endorsement hierarchy,
that the endorsement hierarchy is not disabled (TPM_RC_HANDLE); and

NOTE 5 The reference implementation keeps an internal attribute, passed down from a primary
key to its descendents, indicating the object's hierarchy.

iv) if the TPM implementation moves a persistent object to RAM for command processing then
sufficient RAM space is available (TPM_RC_OBJECT_MEMORY).
3) If the handle references an NV Index, then
i) an Index exists that corresponds to the handle (TPM_RC_HANDLE); and
i) the hierarchy associated with the existing NV Index is not disabled (TPM_RC_HANDLE).

ii) If the command requires write access to the index data then TPMA_NV_WRITELOCKED is
not SET (TPM_RC_NV_LOCKED)

iv) If the command requires read access to the index data then TPMA_NV_READLOCKED is
not SET (TPM_RC_NV_LOCKED)

4) If the handle references a session, then the session context shall be present in TPM memory
(TPM_RC_REFERENCE_HO + N).

5) If the handle references a primary seed for a hierarchy (TPM_RH_ENDORSEMENT,
TPM_RH_OWNER, or TPM_RH_PLATFORM) then the enable for the hierarchy is SET
(TPM_RC_HIERARCHY).

6) If the handle references a PCR, then the value is within the range of PCR supported by the TPM
(TPM_RC_VALUE)

NOTE 6 In the reference implementation, this TPM_RC_VALUE is returned by the unmarshaling
code for a TPMI_DH_PCR.

Session Area Validati on

If the tag is TPM_ST_SESSIONS and the command requires TPM_ST_NO_SESSIONS, the TPM will
return TPM_RC_AUTH_CONTEXT.

If the tag is TPM_ST_NO_SESSIONS and the command requires TPM_ST_SESSIONS, the TPM will
return TPM_RC_AUTH_MISSING.

If the tag is TPM_ST_SESSIONS, the TPM will attempt to unmarshal an authorizationSize and return
TPM_RC_AUTHSIZE if the value is not within an acceptable range.

1) The minimum value is (sizeof(TPM_HANDLE) + sizeof(UINT16) + sizeof(TPMA_SESSION) +
sizeof(UINT16)).

2) The maximum value of authorizationSize is equal to commandSize i (sizeof(TPM_ST) +
sizeof(UINT32) + sizeof(TPM_CC) + (N * sizeof(TPM_HANDLE)) + sizeof(UINT32)) where N is
the number of handles associated with the commandCode and may be zero.

NOTE 1 (sizeof(TPM_ST) + sizeof(UINT32) + sizeof(TPM_CCQC)) is the size of a command header.
The last UINT32 contains the authorizationSize octets, which are not counted as being in
the authorization session area.

The TPM will unmarshal the authorization sessions and perform the following validations:

1) If the session handle is not a handle for an HMAC session, a handle for a policy session, or,
TPM_RS_PW then the TPM shall return TPM_RC_HANDLE.
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2) If the session is not loaded, the TPM will return the warning TPM_RC_REFERENCE_SO + N
where N is the number of the session. The first session is session zero, N = 0.

NOTE 2 If the HMAC and policy session contexts use the same memory, the type of the context is
required to match the type of the handle.

3) If the maximum allowed number of sessions have been unmarshaled and fewer octets than
indicated in authorizationSize were unmarshaled (that is, authorizationSize is too large), the TPM
shall return TPM_RC_AUTHSIZE.

4) The consistency of the authorization session attributes is checked.
i) Only one session is allowed for:

(a) session auditing (TPM_RC_ATTRIBUTES) i this session may be used for encrypt or
decrypt but may not be a session that is also used for authorization (including a policy
session);

(b) decrypting a command parameter (TPM_RC_ATTRIBUTES) i this may be any of the
authorization sessions, or the audit session, or a session may be added for the single
purpose of decrypting a command parameter, as long as the total number of sessions
does not exceed three; and

(c) encrypting a response parameter (TPM_RC_ATTRIBUTES) 1 this may be any of the
authorization sessions, or the audit session if present, ora session may be added for the
single purpose of encrypting a response parameter, as long as the total humber of
sessions does not exceed three.

NOTE 3 A session used for decrypting a command parameter can also be used for
encrypting a response parameter.

ii) If a session is not being used for authorization, at least one of decrypt, encrypt, or audit must
be SET. (TPM_RC_ATTRIBUTES).

5 An aut horizati on session i s present for each

(TPM_RC_AUTH_MISSING).

56 Authiozati on Checks

After unmarshaling and validating the handles and the consistency of the authorization sessions, the
authorizations shall be checked. Authorization checks only apply to handles if the handle in the command
schemati c has t hAathofization ctiexks mustbe pedonmed in this order.

a)] The public and sensitive portions of the object shall be present on the TPM
(TPM_RC_AUTH_UNAVAILABLE).

by If the associated handle is TPM_RH_PLATFORM, and the command requires confirmation with
physical presence, then physical presence is asserted (TPM_RC_PP).

;] If the object or NV Index is subject to DA protection, and the authorization is with an HMAC or
password, then the TPM is not in lockout (TPM_RC_LOCKOUT).

NOTE 1 An object is subject to DA protection if its noDA attribute is CLEAR. An NV Index is subject to
DA protection if its TPMA_NV_NO_DA attribute is CLEAR.

NOTE 2 An HMAC or password is required in a policy session when the policy contains
TPM2_PolicyAuthValue() or TPM2_PolicyPassword().

d) If the command requires a handle to have DUP role authorization, then the associated authorization
session is a policy session (TPM_RC_AUTH_TYPE).

g] If the command requires a handle to have ADMIN role authorization:
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fl

1) If the entity being authorized is an object and its adminWithPolicy attribute is SET, or a hierarchy,
then the authorization session is a policy session (TPM_RC_AUTH_TYPE).

NOTE 3 If adminWithPolicy is CLEAR, then any type of authorization session is allowed.

2) If the entity being authorized is an NV Index, then the associated authorization session is a policy
session.

NOTE 4 The only commands that are currently defined that require use of ADMIN role authorization
are commands that operate on objects and NV Indices.

If the command requires a handle to have ADMIN or DUP role authorization and the entity is being
authorized with a policy session, that TPM2_PolicyCommandCode is part of the policy.
(TPM_RC_POLICY_FAIL).

g) If the command requires a handle to have USER role authorization:

1) If the entity being authorized is an object and its userWithAuth attribute is CLEAR, then the
associated authorization session is a policy session (TPM_RC_POLICY_FAIL).

NOTE 5 There is no check for a hierarchy, because a hierarchy operates as if userWithAuth is SET.

2) If the entity being authorized is an NV Index;

i) if the authorization session is a policy session;
(a) the TPMA_NV_POLICYWRITE attribute of the NV Index is SET if the command modifies
the NV Index data (TPM_RC_AUTH_UNAVAILABLE);
(b) the TPMA_NV_POLICYREAD attribute of the NV Index is SET if the command reads the
NV Index data (TPM_RC_AUTH_UNAVAILABLE);
ii) if the authorization is an HMAC session or a password;
(a) the TPMA_NV_AUTHWRITE attribute of the NV Index is SET if the command modifies
the NV Index data (TPM_RC_AUTH_UNAVAILABLE);
(b) the TPMA _NV_AUTHREAD attribute of the NV Index is SET if the command reads the
NV Index data or is TPM2_PolicySecret (TPM_RC_AUTH_UNAVAILABLE).
k] If the authorization is provided by a policy session, then:

1) if policySessionY timeOut has been set, the session shall not have expired
(TPM_RC_EXPIRED);

2) if policySessionY cpHash has been set, it shall match the cpHash of the command
(TPM_RC_POLICY_FAIL);

3) if policySessionY commandCode has been set, then commandCode of the command shall match
(TPM_RC_POLICY_CC);

4) policySessionY policyDigest shall match the authPolicy associated with the handle
(TPM_RC_POLICY_FAIL);

5) if policySessionY pcrUpdateCounter has been set, then it shall match the value of
pcrUpdateCounter (TPM_RC_PCR_CHANGED);

6) if policySessionY commandLocality has been set, it shall match the locality of the command
(TPM_RC_LOCALITY),

7) if policySessi occontaingp H ateniplate, and the command is TPM2_Create(),
TPM2_CreatePrimary(), or TPM2_CreateLoaded(), then the inPublic parmeter matches the
contentsofpol i cySessi amYcpHash;
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8) if the policy requires that an authValue be provided in order to satisfy the policy, then
session.hmac is not an Empty Buffer.

i If the authorization uses an HMAC, then the HMAC is properly constructed using the authValue
associated with the handle and/or the session secret (TPM_RC_AUTH_FAIL or
TPM_RC_BAD_AUTH).

NOTE 6 A policy session can require proof of knowledge of the authValue of the object being
authorized.

il If the authorization uses a password, then the password matches the authValue associated with the
handle (TPM_RC_AUTH_FAIL or TPM_RC_BAD_AUTH).

If the TPM returns an error other than TPM_RC_AUTH_FAIL then the TPM shall not alter any TPM state.
If the TPM returns TPM_RC_AUTH_FAIL, then the TPM shall not alter any TPM state other than
failedTries.

NOTE 7 The TPM is permitted to decrease failedTries regardless of any other processing performed by the
TPM. That is, the TPM can exit Lockout mode, regardless of the return code.

5.7 Parameter Decryption

If an authorization session has the TPMA_SESSION.decrypt attribute SET, and the command does not
allow a command parameter to be encrypted, then the TPM will return TPM_RC_ATTRIBUTES.
Otherwise, the TPM will decrypt the parameter using the values associated with the session before
parsing parameters.

NOTE The size of the parameter to be encrypted can be zero.
58 Parameter Unmarshaling
5.8.1 I ntroduction

The detailed actions for each command assume that the input parameters of the command have been
unmarshaled into a command-specific structure with the structure defined by the command schematic.
Additionally, a response-specific output structure is assumed which will receive the values produced by
the detailed actions.

NOTE An implementation is not required to process parameters in this manner or to separate the
parameter parsing from the command actions. This method was chosen for the specification so that
the normative behavior described by the detailed actions would be clear and unencumbered.

Unmarshaling is the process of processing the parameters in the input buffer and preparing the
parameters for use by the command-specific action code. No data movement need take place but it is
required that the TPM validate that the parameters meet the requirements of the expected data type as
defined in TPM 2.0 Part 2.
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5.8.2 Unmar shaling Errors

When an error is encountered while unmarshaling a command parameter, an error response code is
returned and no command processing occurs. A table defining a data type may have response codes
embedded in the table to indicate the error returned when the input value does not match the parameters
of the table.

NOTE In the reference implementation, a parameter number is added to the response code so that the
offending parameter can be isolated. This is optional.

In many cases, the table contains no specific response code value and the return code will be determined
as defined in Table 3.

Table 38 Unmarshaling Errors

Response Code Meaning

TPM_RC_ASYMMETRIC a parameter that should be an asymmetric algorithm selection does not have a
value that is supported by the TPM

TPM_RC_BAD_TAG a parameter that should be a command tag selection has a value that is not
supported by the TPM

TPM_RC_COMMAND_CODE | a parameter that should be a command code does not have a value that is
supported by the TPM

TPM_RC_HASH a parameter that should be a hash algorithm selection does not have a value that
is supported by the TPM

TPM_RC_INSUFFICIENT the input buffer did not contain enough octets to allow unmarshaling of the
expected data type;

TPM_RC_KDF a parameter that should be a key derivation scheme (KDF) selection does not
have a value that is supported by the TPM

TPM_RC_KEY_SIZE a parameter that is a key size has a value that is not supported by the TPM

TPM_RC_MODE a parameter that should be a symmetric encryption mode selection does not have
a value that is supported by the TPM

TPM_RC_RESERVED a non-zero value was found in a reserved field of an attribute structure (TPMA )

TPM_RC_SCHEME a parameter that should be signing or encryption scheme selection does not have
a value that is supported by the TPM

TPM_RC_SIZE the value of a size parameter is larger or smaller than allowed

TPM_RC_SYMMETRIC a parameter that should be a symmetric algorithm selection does not have a
value that is supported by the TPM

TPM_RC_TAG a parameter that should be a structure tag has a value that is not supported by
the TPM

TPM_RC_TYPE The type parameter of a TPMT_PUBLIC or TPMT_SENSITIVE has a value that is

not supported by the TPM

TPM_RC_VALUE a parameter does not have one of its allowed values

In some commands, a parameter may not be used because of various options of that command.
However, the unmarshaling code is required to validate that all parameters have values that are allowed
by the TPM 2.0 Part 2 definition of the parameter type even if that parameter is not used in the command
actions.
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59 Command Post Processing

When the code that implements the detailed actions of the command completes, it returns a response
code. If that code is not TPM_RC_SUCCESS, the post processing code will not update any session or
audit data and will return a 10-octet response packet.

If the command completes successfully, the tag of the command determines if any authorization sessions
will be in the response. If so, the TPM will encrypt the first parameter of the response if indicated by the
authorization attributes. The TPM will then generate a new nonce value for each session and, if
appropriate, generate an HMAC.

If authorization HMAC computations are performed on the response, the HMAC keys used in the
response will be the same as the HMAC keys used in processing the HMAC in the command.

NOTE 1 This primarily affects authorizations associated with a first write to an NV Index using a bound
session. The computation of the HMAC in the response is performed as if the Name of the Index did
not change as a consequence of the command actions. The session binding to the NV Index will not
persist to any subsequent command.

NOTE 2 The authorization attributes were validated during the session area validation to ensure that only
one session was used for parameter encryption of the response and that the command allowed
encryption in the response.

NOTE 3 No session nonce value is used for a password authorization but the session data is present.

Additionally, if the command is being audited by Command Audit, the audit digest is updated with the
cpHash of the command and rpHash of the response.
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6 Response Values

61 Tag

When a command completes successfully, the tag parameter in the response shall have the same value
as the tag parameter in the command (TPM_ST_SESSIONS or TPM_ST_NO_SESSIONS). When a
command fails (the responseCode is not TPM_RC_SUCCESS), then the tag parameter in the response
shall be TPM_ST_NO_SESSIONS.

A special case exists when the command tag parameter is not an allowed value (TPM_ST_SESSIONS or
TPM_ST_NO_SESSIONS). For this case, it is assumed that the system software is attempting to send a
command formatted for a TPM 1.2 but the TPM is not capable of executing TPM 1.2 commands. So that
the TPM 1.2 compatible software will have a recognizable response, the TPM sets tag to
TPM_ST_RSP_COMMAND, responseSize to 00 00 00 0A1s and responseCode to TPM_RC_BAD_TAG.
This is the same response as the TPM 1.2 fatal error for TPM_BADTAG.

6.2 Response Codes

The normal response for any command is TPM_RC_SUCCESS. Any other value indicates that the
command did not complete and the state of the TPM is unchanged. An exception to this general rule is
that the logic associated with dictionary attack protection is allowed to be modified when an authorization
failure occurs.

Commands have response codes that are specific to that command, and those response codes are
enumerated in the detailed actions of each command. The codes associated with the unmarshaling of
parameters are documented Table 3. Another set of response code values are not command specific and
indicate a problem that is not specific to the command. That is, if the indicated problem is remedied, the
same command could be resubmitted and may complete normally.

The response codes that are not command specific are listed and described in
Table 4.

The reference code for the command actions may have code that generates specific response codes
associated with a specific check but the listing of responses may not have that response code listed.
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Table 4 8 Command-Independent Response Codes

Response Code

Meaning

TPM_RC_CANCELED

This response code may be returned by a TPM that supports command cancel.
When the TPM receives an indication that the current command should be
cancelled, the TPM may complete the command or return this code. If this code
is returned, then the TPM state is not changed and the same command may be
retried.

TPM_RC_CONTEXT_GAP

This response code can be returned for commands that manage session
contexts. It indicates that the gap between the lowest nhumbered active session
and the highest numbered session is at the limits of the session tracking logic.
The remedy is to load the session context with the lowest number so that its
tracking number can be updated.

TPM_RC_LOCKOUT

This response indicates that authorizations for objects subject to DA protection
are not allowed at this time because the TPM is in DA lockout mode. The remedy
is to wait or to exeucte TPM2_DictionaryAttackLockoutReset().

TPM_RC_MEMORY

A TPM may use a common pool of memory for objects, sessions, and other
purposes. When the TPM does not have enough memory available to perform
the actions of the command, it may return TPM_RC_MEMORY. This indicates
that the TPM resource manager may flush either sessions or objects in order to
make memory available for the command execution. A TPM may choose to
return TPM_RC_OBJECT_MEMORY or TPM_RC_SESSION_MEMORY if it
needs contexts of a particular type to be flushed.

TPM_RC_NV_RATE

This response code indicates that the TPM is rate-limiting writes to the NV
memory in order to prevent wearout. This response is possible for any command
that explicity writes to NV or commands that incidentally use NV such as a
command that uses authorization session that may need to update the dictionary
attack logic.

TPM_RC_NV_UNAVAILABLE

This response code is similar to TPM_RC_NV_RATE but indicates that access to
NV memory is currently not available and the command is not allowed to proceed
until it is. This would occur in a system where the NV memory used by the TPM
is not exclusive to the TPM and is a shared system resource.

TPM_RC_OBJECT_HANDLES

This response code indicates that the TPM has exhausted its handle space and
no new objects can be loaded unless the TPM is rebooted. This does not occur in
the reference implementation because of the way that object handles are
allocated. However, other implementations are allowed to assign each object a
unique handle each time the object is loaded. A TPM using this implementation
would be able to load 224 objects before the object space is exhausted.

TPM_RC_OBJECT_MEMORY

This response code can be returned by any command that causes the TPM to
need an object 'slot'. The most common case where this might be returned is
when an object is loaded (TPM2_Load, TPM2_CreatePrimary(), or
TPM2_ContextLoad()). However, the TPM implementation is allowed to use
object slots for other reasons. In the reference implementation, the TPM copies a
referenced persistent object into RAM for the duration of the commannd. If all the
slots are previously occupied, the TPM may return this value. A TPM is allowed
to use object slots for other purposes and return this value. The remedy when
this response is returned is for the TPM resource manager to flush a transient
object.

TPM_RC_REFERENCE_Hx

This response code indicates that a handle in the handle area of the command is
not associated with a loaded object. The value of 'x' is in the range 0 to 6 with a
value of 0 indicating the 15t handle and 6 representing the 7t. Upper values are
provided for future use. The TPM resource manager needs to find the correct
object and load it. It may then adjust the handle and retry the command.

NOTE Usually, this error indicates that the TPM resource manager has a
corrupted database.
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Response Code

Meaning

TPM_RC_REFERENCE_Sx

This response code indicates that a handle in the session area of the command
is not associated with a loaded session. The value of 'x' is in the range 0 to 6 with
a value of 0 indicating the 15tsession handle and 6 representing the 7!". Upper
values are provided for future use. The TPM resource manager needs to find the
correct session and load it. It may then retry the command.

NOTE Usually, this error indicates that the TPM resource manager has a
corrupted database.

TPM_RC_RETRY

the TPM was not able to start the command

TPM_RC_SESSION_HANDLES

This response code indicates that the TPM does not have a handle to assign to a
new session. This respose is only returned by TPM2_StartAuthSession(). It is
listed here because the command is not in error and the TPM resource manager
can remedy the situation by flushing a session (TPM2_FlushContext().

TPM_RC_SESSION_MEMORY

This response code can be returned by any command that causes the TPM to
need a session 'slot'. The most common case where this might be returned is
when a session is loaded (TPM2_StartAuthSession() or TPM2_ContextLoad()).
However, the TPM implementation is allowed to use object slots for other
purposes. The remedy when this response is returned is for the TPM resource
manager to flush a transient object.

TPM_RC_SUCCESS

Normal completion for any command. If the responseCode is
TPM_RC_SUCCESS, then the rest of the response has the format indicated in
the response schematic. Otherwise, the response is a 10 octet value indicating
an error.

TPM_RC_TESTING

This response code indicates that the TPM is performing tests and cannot
respond to the request at this time. The command may be retried.

TPM_RC_YIELDED

the TPM has suspended operation on the command; forward progress was made
and the command may be retried.

See TPM 2.0 Paskibg.odMul ti
NOTE This cannot occur on the reference implementation.
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7 I mpl ementation Dependent

The actions code for each command makes assumptions about the behavior of various sub-systems.
There are many possible implementations of the subsystems that would achieve equivalent results. The
actions code is not written to anticipate all possible implementations of the sub-systems. Therefore, it is
the responsibility of the implementer to ensure that the necessary changes are made to the actions code
when the sub-system behavior changes.
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8 Detailed Actions Assumptions

8.1 I ntroducti on

The C code in the Detailed Actions for each command is written with a set of assumptions about the
processing performed before the action code is called and the processing that will be done after the
action code completes.

82 Pr-processing

Before calling the command actions code, the following actions have occurred.

1 Verification that the handles in the handle area reference entities that are resident on the TPM.

NOTE If a handle is in the parameter portion of the command, the associated entity does not have to be
loaded, but the handle is required to be the correct type.

1 If use of a handle requires authorization, the Password, HMAC, or Policy session associated with the
handle has been verified.

1 If acommand parameter was encrypted using parameter encryption, it was decrypted before being
unmarshaled.

1 If the command uses handles or parameters, the calling stack contains a pointer to a data structure
(in) that holds the unmarshaled values for the handles and command parameters. If the response has
handles or parameters, the calling stack contains a pointer to a data structure (out) to hold the
handles and response parameters generated by the command.

1 All parameters of the in structure have been validated and meet the requirements of the parameter
type as defined in TPM 2.0 Part 2.

1 Space set aside for the out structure is sufficient to hold the largest out structure that could be
produced by the command

83 Post Processing

When the function implementing the command actions completes,

1 response parameters that require parameter encryption will be encrypted after the command actions
complete;

audit and session contexts will be updated if the command response is TPM_RC_SUCCESS; and

1 the command header and command response parameters will be marshaled to the response buffer.

Family fA2.00 TCG PUBLIC REVIEW Page 17
Level 00 Revision 01.64 Copyright © TCG 2006-2021 December 24, 2020



Part 3: Commands Trusted Platform Module Library

9 St aupg

9.1 I ntroducti on

Clause 9 contains the commands used to manage the startup and restart state of a TPM.

92 _TPM_Init

8.2.1 Gener al Description

_TPM_Init initializes a TPM.

Initialization actions include testing code required to execute the next expected command. If the TPM is in
FUM, the next expected command is TPM2_FieldUpgradeData(); otherwise, the next expected command
is TPM2_Startup().

NOTE 1 If the TPM performs self-tests after receiving _TPM_Init() and the TPM enters Failure mode before
receiving TPM2_Startup() or TPM2_FieldUpgradeData(), then the TPM is permitted to accept
TPM2_GetTestResult() or TPM2_GetCapability().

The means of signaling _TPM_Init shall be defined in the platform-specific specifications that define the
physical interface to the TPM. The platform shall send this indication whenever the platform starts its boot
process and only when the platform starts its boot process.

There shall be no software method of generating this indication that does not also reset the platform and
begin execution of the CRTM.

NOTE 2 In the reference implementation, this signal causes an internal flag (s_initialized) to be CLEAR.
While this flag is CLEAR, the TPM will only accept the next expected command described above.
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9.2.2 Detail ed Actions

[L_TPM_Init]] |
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93 TPM2 _Startup

8.3.1 Gener al Deoscript

TPM2_Startup() is always preceded by _TPM_Init, which is the physical indication that TPM initialization
is necessary because of a system-wide reset. TPM2_Startup() is only valid after _TPM_Init. Additional
TPM2_Startup() commands are not allowed after it has completed successfully. If a TPM requires
TPM2_Startup() and another command is received, or if the TPM receives TPM2_Startup() when it is not
required, the TPM shall return TPM_RC_INITIALIZE.

NOTE 1 See 9.2.1 for other command options for a TPM supporting field upgrade mode.

NOTE 2 _TPM_Hash_Start, _TPM_Hash_Data, and _TPM_Hash_End are not commands, and a platform-
specific specification may allow these indications between _TPM_Init and TPM2_Startup().

If in Failure mode, the TPM shall accept TPM2_GetTestResult() and TPM2_GetCapability() even if
TPM2_Startup() is hot completed successfully or processed at all.
A platform-specific specification may restrict the localities at which TPM2_Startup() may be received.

A Shutdown/Startup sequence determines the way in which the TPM will operate in response to
TPM2_Startup(). The three sequences are:

1) TPM Reset i This is a Startup(CLEAR) preceded by either Shutdown(CLEAR) or no
TPM2_Shutdown(). On TPM Reset, all variables go back to their default initialization state.

NOTE 3 Only those values that are specified as having a default initialization state are changed by TPM
Reset. Persistent values that have no default initialization state are not changed by this
command. Values such as seeds have no default initialization state and only change due to
specific commands.

2) TPM Restarti This is a Startup(CLEAR) preceded by Shutdown(STATE). This preserves much of the
previous state of the TPM except that PCR and the controls associated with the Platform hierarchy
are all returned to their default initialization state;

3) TPM Resume i This is a Startup(STATE) preceded by Shutdown(STATE). This preserves the
previous state of the TPM including the static Root of Trust for Measurement (S-RTM) PCR and the
platform controls other than the phEnable.

If a TPM receives Startup(STATE) and that was not preceded by Shutdown(STATE), the TPM shall return
TPM_RC_VALUE.

If, during TPM Restart or TPM Resume, the TPM fails to restore the state saved at the last
Shutdown(STATE), the TPM shall enter Failure Mode and return TPM_RC_FAILURE.

On any TPM2_Startup(),
1 phEnable shall be SET;

9 all transient contexts (objects, sessions, and sequences) shall be flushed from TPM memory;

NOTE 4 See Part 1 Time for a description of the TPMS_TIME_INFO.time behaviour.

1 use of lockoutAuth shall be enabled if lockoutRecovery is zero.

Additional actions are performed based on the Shutdown/Startup sequence.
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On TPM Reset:

f
f
f

=A =4 =4 4 4 -4 -4 -

platformAuth and platformPolicy shall be set to the Empty Buffer,
change nullProof and nullSeed,

For each NV Index with TPMA_NV_WRITEDEFINE CLEAR or TPMA_NV_WRITTEN CLEAR,
TPMA_NV_WRITELOCKED shall be CLEAR,

For each NV Index with TPMA_NV_ORDERLY SET, TPMA_NV_WRITTEN shall be CLEAR unless
the type is TPM_NT_COUNTER,

On a disorderly reset, advance the orderly counters,

For each NV Index with TPMA_NV_CLEAR_STCLEAR SET, TPMA_NV_WRITTEN shall be CLEAR,
tracking data for saved session contexts shall be set to its initial value,

the object context sequence number is reset to zero,

a new context encryption key shall be generated,

TPMS_CLOCK_INFO.restartCount shall be reset to zero,

TPMS_CLOCK_INFO.resetCount shall be incremented,

the PCR Update Counter shall be clear to zero,

NOTE 5 Because the PCR update counter is permitted to be incremented when a PCR is reset, the PCR
resets performed as part of this command can result in the PCR update counter being non-zero
at the end of this command.

phEnableNV, shEnable and ehEnable shall be SET, and

PCR in all banks are reset to their default initial conditions as determined by the relevant platform-
specific specification and the H-CRTM state (for exceptions, see TPM 2.0 Part 1, H-CRTM before
TPM2_Startup() and TPM2_Startup without H-CRTM),

For each ACT the timeout is reset to zero, the signaled attribute is set to CLEAR, its authPolicy is set
to the Empty Buffer, and its hashAlg is set to TPM_ALG_NULL.

NOTE 6 PCR can be initialized any time between _TPM_Init and the end of TPM2_Startup(). PCR that
are preserved by TPM Resume will need to be restored during TPM2_Startup().

NOTE 7 See "Initializing PCR" in TPM 2.0 Part 1 for a description of the default initial conditions for a
PCR.
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On TPM Restart:

il

f
f
f

TPMS_CLOCK_INFO.restartCount shall be incremented,
phEnableNV, shEnable and ehEnable shall be SET,
platformAuth and platformPolicy shall be set to the Empty Buffer,

For each NV index with TPMA_NV_WRITEDEFINE CLEAR or TPMA_NV_WRITTEN CLEAR,
TPMA_NV_WRITELOCKED shall be CLEAR,

For each NV index with TPMA_NV_CLEAR_STCLEAR SET, TPMA_NV_WRITTEN shall be CLEAR,
and

PCR in all banks are reset to their default initial conditions.

If an H-CRTM Event Sequence is active, extend the PCR designated by the platform-specific
specification.

For each ACT the timeout is reset to zero, the signaled attribute is set to CLEAR, its authPolicy is set
to the Empty Buffer and its hashAlg is set to TPM_ALG_NULL.

On TPM Resume:

il

f

the H-CRTM startup method is the same for this TPM2_Startup() as for the previous TPM2_Startup();
(TPM_RC_LOCALITY)

TPMS_CLOCK_INFO.restartCount shall be incremented; and

PCR that are specified in a platform-specific specification to be preserved on TPM Resume are
restored to their saved state and other PCR are set to their initial value as determined by a platform-
specific specification. For constraints, see TPM 2.0 Part 1, H-CRTM before TPM2_Startup() and
TPM2_Startup without H-CRTM.

The ACT timeout, the ACT signaled attribute and the ACT specific authPolicy values are preserved.

Other TPM state may change as required to meet the needs of the implementation.

If the startupType is TPM_SU_STATE and the TPM requires TPM_SU_CLEAR, then the TPM shall return
TPM_RC_VALUE.

NOTE 8 The TPM will require TPM_SU_CLEAR when no shutdown was performed or after
Shutdown(CLEAR).
NOTE 9 If startupType is neither TPM_SU_STATE nor TPM_SU_CLEAR, then the unmarshaling code returns

TPM_RC_VALUE.
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9.3.2 Command and Response

Table 56 TPM2_Startup Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_NO_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_Startup {NV}

TPM_SU startupType TPM_SU_CLEAR or TPM_SU_STATE

Table 6 8 TPM2_Startup Response

Type Name Description

TPM_ST tag see clause 6

UINT32 responseSize

TPM_RC responseCode
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9.3.3 Detail ed Actions

[[Startup]]
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94 TPM2 _ Shut down

89.4.1 Gener al Description
This command is used to prepare the TPM for a power cycle. The shutdownType parameter indicates
how the subsequent TPM2_Startup() will be processed.

For a shutdownType of any type, the volatile portion of Clock is saved to NV memory and the orderly
shutdown indication is SET. NV Indexes with the TPMA_NV_ORDERLY attribute will be updated.

For a shutdownType of TPM_SU_STATE, the following additional items are saved:

9 tracking information for saved session contexts;

1 the session context counter;

1 PCR that are designated as being preserved by TPM2_Shutdown(TPM_SU_STATE);
1 the PCR Update Counter;
l

flags associated with supporting the TPMA_NV_WRITESTCLEAR and TPMA_NV_READSTCLEAR
attributes;

1 the counter value and authPolicy for each ACT; and

NOTE If a counter has not been updated since the last TPM2_Startup(), then the saved value will be one
half of the current counter value.

1 the command audit digest and count.

The following items shall not be saved and will not be in TPM memory after the next TPM2_Startup:
1 TPM-memory-resident session contexts;

1 TPM-memory-resident transient objects; or

1 TPM-memory-resident hash contexts created by TPM2_HashSequenceStart().

Some values may be either derived from other values or saved to NV memory.

This command saves TPM state but does not change the state other than the internal indication that the
context has been saved. The TPM shall continue to accept commands. If a subsequent command
changes TPM state saved by this command, then the effect of this command is nullified. The TPM MAY
nullify this command for any subsequent command rather than check whether the command changed
state saved by this command. If this command is nullified. and if no TPM2_Shutdown() occurs before the
next TPM2_Startup(), then the next TPM2_Startup() shall be TPM2_Startup(CLEAR).
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9.4.2 Command and Response
Table 76 TPM2_Shutdown Command
Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS if an audit session is present;

otherwise, TPM_ST_NO_SESSIONS

UINT32

commandSize

TPM_CC

commandCode

TPM_CC_Shutdown {NV}

- — — |

TPM_SU shutdownType TPM_SU_CLEAR or TPM_SU_STATE
Table 88 TPM2_Shutdown Response
Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize
TPM_RC responseCode
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9.4.3 Detail ed Actions

[[Shutdown]] |
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10 Testing

1001 I ntroducti on

Compliance to standards for hardware security modules may require that the TPM test its functions
before the results that depend on those functions may be returned. The TPM may perform operations
using testable functions before those functions have been tested as long as the TPM returns no value
that depends on the correctness of the testable function.

EXAMPLE TPM2_PCR_Extend() can be executed before the hash algorithms have been tested. However, until
the hash algorithms have been tested, the contents of a PCR cannot be used in any command if that
command may result in a value being returned to the TPM wuser. This means that
TPM2_PCR_Read() or TPM2_PolicyPCR() could not complete until the hashes have been checked
but other TPM2_PCR_Extend() commands may be executed even though the operation uses
previous PCR values.

If a command is received that requires return of a value that depends on untested functions, the TPM
shall test the required functions before completing the command.

Once the TPM has received TPM2_SelfTest() and before completion of all tests, the TPM is required to
return TPM_RC_TESTING for any command that uses a function that requires a test.

If a self-test fails at any time, the TPM will enter Failure mode. While in Failure mode, the TPM will return
TPM_RC_FAILURE for any command other than TPM2_GetTestResult() and TPM2_GetCapability(). The
TPM will remain in Failure mode until the next _ TPM_Init.
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102 TPM2_Sel f Test

10.21 Gener al Description

This command causes the TPM to perform a test of its capabilities. If the fullTest is YES, the TPM will test
all functions. If fullTest = NO, the TPM will only test those functions that have not previously been tested.
If any tests are required, the TPM shall either

1 return TPM_RC_TESTING and begin self-test of the required functions, or

NOTE 1 If fullTest is NO, and all functions have been tested, the TPM shall return TPM_RC_SUCCESS.

1 perform the tests and return the test result when complete. On failure, the TPM shall return
TPM_RC_FAILURE.

If the TPM uses option a), the TPM shall return TPM_RC_TESTING for any command that requires use
of a testable function, even if the functions required for completion of the command have already been
tested.

NOTE 2 This command can cause the TPM to continue processing after it has returned the response. So that
software can be notified of the completion of the testing, the interface can include controls that
would allow the TPM to genebadc¢legraauncd eprmrag@ds swihregn itsh ec di
would be in addition to the interrupt that may be available for signaling normal command completion.
It is not necessary that there be two interrupts, but the interface should provide a way to indicate the
nature of the interrupt (normal command or deferred command).

NOTE 3 The PC Client platform specific TPM, in response to fullTest YES, will not return
TPM_RC_TESTING. It will block until all tests are complete.
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10.2.2 Command and Response

Table 96 TPM2_SelfTest Command

Type Name Description

TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_SelfTest {NV}
—s—sm—m———————— ===

YES if full test to be performed
NO if only test of untested functions required

TPMI_YES_NO fullTest

Table 100 TPM2_SelfTest Response

Type Name Description

TPM_ST tag see clause 6

UINT32 responseSize

TPM_RC responseCode
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10.2.3 Det ai l ed Acti ons

[[SelfTest]] |
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103 TPM2_I ncremental Sel f Test

10.31 Gener al Description

This command causes the TPM to perform a test of the selected algorithms.

NOTE 1 The toTest list indicates the algorithms that software would like the TPM to test in anticipation of
future use. This allows tests to be done so that a future commands will not be delayed due to
testing.

The implementation may treat algorithms on the toTest list as either 'test each completely' or 'test
this combination.’

EXAMPLE If the toTest list includes AES and CTR mode, it can be interpreted as a request to test only AES in
CTR mode. Alternatively, it may be interpreted as a request to test AES in all modes and CTR mode
for all symmetric algorithms.

If toTest contains an algorithm that has already been tested, it will not be tested again.

NOTE 2 The only way to force retesting of an algorithm is with TPM2_SelfTest(fullTest = YES).

The TPM will return in toDoList a list of algorithms that are yet to be tested. This list is not the list of
algorithms that are scheduled to be tested but the algorithms/functions that have not been tested. Only
the algorithms on the toTest list are scheduled to be tested by this command.

NOTE 3 An algorithm remains on the toDoList while any part of it remains untested.

EXAMPLE A symmetric algorithm remains untested until it is tested with all its modes.

Making toTest an empty list allows the determination of the algorithms that remain untested without
triggering any testing.

If toTest is not an empty list, the TPM shall return TPM_RC_SUCCESS for this command and then return
TPM_RC _TESTING for any subsequent command (including TPM2_IncrementalSelfTest()) until the
requested testing is complete.

NOTE 4 If toDoList is empty, then no additional tests are required and TPM_RC_TESTING will not be
returned in subsequent commands and no additional delay will occur in a command due to testing.

NOTE 5 If none of the algorithms listed in toTest is in the toDoList, then no tests will be performed.

NOTE 6 The TPM cannot return TPM_RC_TESTING for the first call to this command even when testing is
not complete because response parameters can only returned with the TPM_RC_SUCCESS return
code.

If all the parameters in this command are valid, the TPM returns TPM_RC_SUCCESS and the toDoList
(which may be empty).

NOTE 7 An implementation is permitted to perform all requested tests before returning TPM_RC_SUCCESS,
or it is permitted to return TPM_RC_SUCCESS for this command and then return
TPM_RC_TESTING for all subsequence commands (including TPM2_IncrementatSelfTest()) until
the requested tests are complete.

Family fA2.00 TCG PUBLIC REVIEW Page 32
Level 00 Revision 01.64 Copyright © TCG 2006-2021 December 24, 2020



Part 3: Commands

10.3.2 Command

and Respons

Table 118 TPM2_Increm

Trusted Platform Module Library

e

entalSelfTest Command

Type Name Description
TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_IncrementalSelfTest {NV}
—s—sm—m———————— ===
TPML_ALG toTest list of algorithms that should be tested

Table 128 TPM2_IncrementalSelfTest Response

Type Name Description

TPM_ST tag see clause 6

UINT32 responseSize

TPM_RC responseCode

TPML_ALG toDolList list of algorithms that need testing
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10.3.3 Det ailed Actions

[[IncrementalSelfTest]] |
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104 TPM2_Get Test Resul't

1041 Gener al Description

This command returns manufacturer-specific information regarding the results of a self-test and an
indication of the test status.

If TPM2_SelfTest() has not been executed and a testable function has not been tested, testResult will be
TPM_RC_NEEDS_TEST. If TPM2_SelfTest() has been received and the tests are not complete,
testResult will be TPM_RC_TESTING.

If testing of all functions is complete without functional failures, testResult will be TPM_RC_SUCCESS. If
any test failed, testResult will be TPM_RC_FAILURE.

This command will operate when the TPM is in Failure mode so that software can determine the test
status of the TPM and so that diagnostic information can be obtained for use in failure analysis. If the
TPM is in Failure mode, then tag is required to be TPM_ST_NO_SESSIONS or the TPM shall return
TPM_RC_FAILURE.

NOTE The reference implementation can return a 32-bit value s_failFunction. This simply gives a unique
value to each of the possible places where a failure could occur. It is not intended to provide a
pointer to the function. __func__ is a pointer to a character string but the failure mode code can only
return 32-bit values. It is expected that the manufacturer can disambiguatethi s val ue i f
TPM goes into failure mode.
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1042 Command and Response

Table 130 TPM2_GetTestResult Command

Type Name Description

TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG | tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_GetTestResult

Table 14 6 TPM2_GetTestResult Response

Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize

TPM_RC responseCode

o e ——
test result data

TPM2B_MAX_ BUFFER outData . . . .
- - contains manufacturer-specific information
TPM_RC testResult
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1043 Det ail ed Actions

[[GetTestResult]] |
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11 Session Commands
111 TPM2_Start Aut hSession

1111 Gener al Description

This command is used to start an authorization session using alternative methods of establishing the
session key (sessionKey). The session key is then used to derive values used for authorization and for
encrypting parameters.

This command allows injection of a secret into the TPM using either asymmetric or symmetric encryption.
The type of tpmKey determines how the value in encryptedSalt is encrypted. The decrypted secret value
is used to compute the sessionKey.

NOTE 1 If tpmKey Is TPM_RH_NULL, then encryptedSalt is required to be an Empty Buffer.

The | abel value of ASECRETO (see ATerms and Def
the secret value.

The TPM generates the sessionKey from the recovered secret value.

No authorization is required for tpmKey or bind.

NOTE 2 The justification for using tpmKey without providing authorization is that the result of using the key is
not available to the caller, except indirectly through the sessionKey. This does not represent a point
of attack on the value of the key. If the caller attempts to use the session without knowing the
sessionKey value, it is an authorization failure that will trigger the dictionary attack logic.

The entity referenced with the bind parameter contributes an authorization value to the sessionKey
generation process.

If both tpmKey and bind are TPM_RH_NULL, then sessionKey is set to the Empty Buffer. If tpmKey is not
TPM_RH_NULL, then encryptedSalt is used in the computation of sessionKey. If bind is not
TPM_RH_NULL, the authValue of bind is used in the sessionKey computation and
policySessionY bindEntity (policySessionY cpHash) is set.

If symmetric specifies a block cipher, then TPM_ALG_CFB is the only allowed value for the mode field in
the symmetric parameter (TPM_RC_MODE).

This command starts an authorization session and returns the session handle along with an initial
nonceTPM in the response.

If the TPM does not have a free slot for an authorization session, it shall return
TPM_RC_SESSION_HANDLES.

| f the TPM i gppémercthe ma ficontextld satuésg then rihg TPM shall return
TPM_RC_CONTEXT_GAP if creating the session would prevent recycling of old saved contexts (See
AContext Managemento in TPM 2.0 Part 1).

If tpmKey is not TPM_ALG_NULL then encryptedSalt shall be a TPM2B_ENCRYPTED_SECRET of the
proper type for tpmKey. The TPM shall return TPM_RC_HANDLE if the sensitive portion of tpmKey is not
loaded. The TPM shall return TPM_RC_VALUE if:

a) tpmKey references an RSA key and
1) the size of encryptedSalt is not the same as the size of the public modulus of tpmKey,
2) encryptedSalt has a value that is greater than the public modulus of tpmKey,

3) encryptedSalt is not a properly encoded OAEP value, or
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4) the decrypted salt value is larger than the size of the digest produced by the nameAlg of tpmKey;
or

NOTE 3 The asymScheme of the key object is ignored in this case and TPM_ALG_OAEP is used, even if
asymScheme is set to TPM_ALG_NULL.

bl tpmKey references an ECC key and encryptedSalt
1) does not contain a TPMS_ECC_POINT or

2) is not a point on the curve of tpmKey;

NOTE 4 When ECC is used, the point multiply process produces a value (Z) that is used in a KDF to
produce the final secret value. The size of the secret value is an input parameter to the KDF
and the result will be set to be the size of the digest produced by the nameAlg of tpmKey.

The TPM shall return TPM_RC_KEY if tpmkey does not reference an asymmetric key. The TPM shall
return TPM_RC_VALUE if the scheme of the key is not TPM_ALG_OAEP or TPM_ALG_NULL. The TPM
shall return TPM_RC_ATTRIBUTES if tpmKey does not have the decrypt attribute SET.

NOTE While TPM_RC_VALUE is preferred, TPM_RC_SCHEME is acceptable.
If bind references a transient object, then the TPM shall return TPM_RC_HANDLE if the sensitive portion
of the object is not loaded.

For all session types, this command will cause initialization of the sessionKey and may establish binding
between the session and an object (the bind object). If sessionType is TPM_SE_POLICY or
TPM_SE_TRIAL, the additional session initialization is:

f set policySessionY policyDigest to a Zero Digest (the digest size for policySessionY policyDigest is
the size of the digest produced by authHash);

authorization may be given at any locality;

authorization may apply to any command code;

authorization may apply to any command parameters or handles;
the authorization has no time limit;

an authValue is not needed when the authorization is used;

the session is not bound;

the session is not an audit session; and

=A =4 =4 =4 -4 -4 -4

the time at which the policy session was created is recorded.

Additionally, if sessionType is TPM_SE_TRIAL, the session will not be usable for authorization but can be
used to compute the authPolicy for an object.

NOTE 5 Although this command changes the session allocation information in the TPM, it does not invalidate
a saved context. That is, TPM2_Shutdown() is not required after this command in order to re-
establish the orderly state of the TPM. This is because the created context will occupy an available
slot in the TPM and sessions in the TPM do not survive any TPM2_Startup(). However, if a created
session is context saved, the orderly state does change.

The TPM shall return TPM_RC_SIZE if nonceCaller is less than 16 octets or is greater than the size of
the digest produced by authHash.

Family fA2.00 TCG PUBLIC REVIEW Page 39
Level 00 Revision 01.64 Copyright © TCG 2006-2021 December 24, 2020



Part 3: Commands

111.2 Command

and

Respons

Trusted Platform Module Library

e

Table 156 TPM2_StartAuthSession Command

Type Name Description
TPM_ST_SESSIONS if an audit, decrypt, or encrypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,

TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_StartAuthSession
handle of a loaded decrypt key used to encrypt salt
TPMI_DH_OBJECT+ tpmKey may be TPM_RH_NULL
Auth Index: None
entity providing the authValue
TPMI_DH_ENTITY+ bind may be TPM_RH_NULL

Auth Index: None

|

initial nonceCaller, sets nonceTPM size for the session

TPM2B_NONCE nonceCaller

shall be at least 16 octets

value encrypted according to the type of tpmKey
TPM2B_ENCRYPTED_SECRET| encryptedSalt If tpmKey is TPM_RH_NULL, this shall be the Empty

Buffer.

TPM_SE

sessionType

indicates the type of the session; simple HMAC or policy
(including a trial policy)

the algorithm and key size for parameter encryption

TPMT_SYM_DEF+ symmetric

may select TPM_ALG_NULL

hash algorithm to use for the session
TPMI_ALG_HASH authHash Shall be a hash algorithm supported by the TPM and

not TPM_ALG_NULL

Table 16 8 TPM2_StartAuthSession Response

TPM2B_NONCE

nonceTPM

Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize

TPM_RC responseCode

the initial nonce from the TPM, used in the computation
of the sessionKey
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11.1.3 Det ail ed Actions

[[StartAuthSession]] |
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11.2 TPM2_PolicyRestart

11.21 Gener al Description

This command allows a policy authorization session to be returned to its initial state. This command is
used after the TPM returns TPM_RC_PCR_CHANGED. That response code indicates that a policy will
fail because the PCR have changed after TPM2_PolicyPCR() was executed. Restarting the session
allows the authorizations to be replayed because the session restarts with the same nonceTPM. If the
PCR are valid for the policy, the policy may then succeed.

This command does not reset the policy ID or the policy start time.
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11.2.2 Command
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and Response

Table 17 8 TPM2_PolicyRestart Command

Type

Name Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit session is present;
otherwise, TPM_ST _NO_SESSIONS

UINT32

commandSize

commandCode TPM_CC_PolicyRestart

Table 18 8 TPM2_PolicyRestart Response

Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize

TPM_RC responseCode
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11.2.3 Det ai l ed Actions

[[PolicyRestart]] |
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12 Object Commands

121 TPM2 _Creat e

1211 Gener al Description

This command is used to create an object that can be loaded into a TPM using TPM2_Load(). If the
command completes successfully, the TPM wildl create t
data (creationData), its public area (outPublic), and its encrypted sensitive area (outPrivate). Preservation

of the returned data is the responsibility of the caller. The object will need to be loaded (TPM2_Load())

before it may be used. The only difference between the inPublic TPMT_PUBLIC template and the

outPublic TPMT_PUBLIC object is in the unique field.

NOTE 1 This command may require temporary use of a transient resource, even though the object does not
remain loaded after the command. See Part 1 Transient Resources.

TPM2B_PUBLIC template (inPublic) contains all of the fields necessary to define the properties of the

new object. The setting for these fields is defined in
and in ATPMA_OBJECTO in Part 2 ouhique fleld shallsngt becchetckedc at i on .
for consistency with the other object parameters.

NOTE 2 For interoperability, it is recommended that the unique field not be set to a value that is larger than
allowed by object parameters, so that the unmarshaling will not fail. A size of zero is recommended.
After unmarshaling, the TPM does not use the input unique field. It is, however, used in
TPM2_CreatePrimary() and TPM2_CreateLoaded.

EXAMPLE 1 It is recommended that a TPM_ALG_RSA object with a keyBits of 2048 in the o b j e paradnsters
have a unique field that is no larger than 256 bytes.

EXAMPLE 2 It is recommended that a TPM_ALG_KEYEDHASH or a TPM_ALG_SYMCIPHER object have a
unique fieldthati s no | arger than the di gremdAlgproduced by the obj

The parentHandle parameter shall reference a loaded decryption key that has both the public and
sensitive area loaded.

When defining the object, the caller provides a template structure for the object in a TPM2B_PUBLIC

structure (inPublic) , an i niti al \aahVale (ifSensitivea.useeAutb)bapdeifctite dlgect is a
symmetric object, an optional initial data value (inSensitive.data). The TPM shall validate the consistency
of the attributes of inPublicaccor ding to the Creation rules in ATPMA_O

The inSensitive parameter may be encrypted using parameter encryption.

The methods in clause 12.1 are used by both TPM2_Create() and TPM2_CreatePrimary(). When a value
is indicated as being TPM-generated, the value is filled in by bits from the RNG if the command is
TPM2_Create() and with values from KDFa() if the command is TPM2_CreatePrimary(). The parameters
of each creation value are specified in TPM 2.0 Part 1.

The sensitiveDataOrigin attribute of inPublic shall be SET if inSensitive.data is an Empty Buffer and
CLEAR if inSensitive.data is not an Empty Buffer or the TPM shall return TPM_RC_ATTRIBUTES.

If the Object is a not a keyedHash object, and the sign and encrypt attributes are CLEAR, the TPM shall
return TPM_RC_ATTRIBUTES.

The TPM will create new data for the sensitive area and compute a TPMT_PUBLIC.unique from the
sensitive area based on the object type:

a) For a symmetric key:
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1) If inSensitive.sensitive.data is the Empty Buffer, a TPM-generated key value is placed in the new
objectds T P M TsenSitiveNsgnh. TThe/ Bize of the key will be determined by
inPublic.publicArea.parameters.

2) If inSensitive.sensitive.data is not the Empty Buffer, the TPM will validate that the size of
inSensitive.data is no larger than the key size indicated in the inPublic template (TPM_RC_SIZE)
and copy the inSensitive.data to TPMT_SENSITIVE.sensitive.sym of the new object.

3) A TPM-generated obfuscation value is placed in TPMT_SENSITIVE.sensitive.seedValue. The
size of the obfuscation value is the size of the digest produced by the nameAlg in inPublic. This
value prevents the public unique value from leaking information about the sensitive area.

4) The TPMT_PUBLIC.unique.sym value for the new object is then generated, as shown in equation
(1) below, by hashing the key and obfuscation values in the TPMT_SENSITIVE with the nameAlg
of the object.

uniqueh Hnamead sensitive.seedValueuffer || sensitiveany.buffer) Q)
bl If the Object is an asymmetric key:
1) If inSensitive.sensitive.data is not the Empty Buffer, then the TPM shall return TPM_RC_VALUE.

2) A TPM-generated private key value is created with the size determined by the parameters of
inPublic.publicArea.parameters.

3) If the key is a Storage Key, a TPM-generated TPMT_SENSITIVE.seedValue value is created,;
otherwise, TPMT_SENSITIVE.seedValue.size is set to zero.

NOTE 3 An Object that is not a storage key has no child Objects to encrypt, so it does not need a
symmetric key.

4) The public unique value is computed from the private key according to the methods of the key
type.

5) If the key is an ECC key and the scheme required by the curvelD is not the same as scheme in
the public area of the template, then the TPM shall return TPM_RC_SCHEME.

6) If the key is an ECC key and the KDF required by the curvelD is not the same as kdf in the pubic
area of the template, then the TPM shall return TPM_RC_KDF.

NOTE 4 There is currently no command in which the caller may specify the KDF to be used with an
ECC decryption key. Since there is no use for this capability, the reference implementation
requires that the kdf in the template be set to TPM_ALG_NULL or TPM_RC_KDF is
returned.

c] If the Object is a keyedHash object:

1) If inSensitive.sensitive.data is an Empty Buffer, and both sign and decrypt are CLEAR in the
attributes of inPublic, the TPM shall return TPM_RC_ATTRIBUTES. This would be a data object
with no data.

NOTE 5 Revisions 134 and earlier reference code did not check the error case of
sensitiveDataOrigin SET and an Empty Buffer. Thus, some TPM implementations did not
include this error check.

2) If sign and decrypt are both CLEAR, or if sign and decrypt are both SET and the scheme in the
public area of the template is not TPM_ALG_NULL, the TPM shall return TPM_RC_SCHEME.

NOTE 6 Revisions 138 and earlier did not enforce this error case.

3) If inSensitive.sensitive.data is not an Empty Buffer, the TPM will copy the
inSensitive.sensitive.data to TPMT_SENSITIVE.sensitive.bits of the new object.

NOTE 7 The size of inSensitive.sensitive.data is limited to be no larger than MAX_SYM_DATA.
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4) If inSensitive.sensitive.data is an Empty Buffer, a TPM-generated key value that is the size of the
digest produced by the nameAlg in inPublic is placed in TPMT_SENSITIVE.sensitive.bits.

5) A TPM-generated obfuscation value that is the size of the digest produced by the nameAlg of
inPublic is placed in TPMT_SENSITIVE.seedValue.

6) The TPMT_PUBLIC.unique.keyedHash value for the new object is then generated, as shown in
equation (1) above, by hashing the key and obfuscation values in the TPMT_SENSITIVE with the
nameAlg of the object.

For TPM2_Load(), the TPM will apply normal symmetric protections to the created TPMT_SENSITIVE to
create outPublic.

NOTE 8 The encryption key is derived from the symmetric seed in the sensitive area of the parent.

In addition to outPublic and outPrivate, the TPM will build a TPMS_CREATION_DATA structure for the
object. TPMS_CREATION_DATA.outsidelnfo is set to outsidelnfo. This structure is returned in
creationData. Additionally, the digest of this structure is returned in creationHash, and, finally, a
TPMT_TK_CREATION is created so that the association between the creation data and the object may
be validated by TPM2_CertifyCreation().

If the object being created is a Storage Key and fixedParent is SET in the attributes of inPublic, then the
symmetric algorithms and parameters of inPublic are required to match those of the parent. The
algorithms that must match are inPublic.nameAlg, and the values in inPublic.parameters that select the
symmetric scheme. If inPublic.nameAlg does not match, the TPM shall return TPM_RC_HASH.If the
symmetric scheme of the key does not match, the parent, the TPM shall return TPM_RC_SYMMETRIC.
The TPM shall not use different response code to differentiate between mismatches of the components of
inPublic.parameters. However, after this verification, when using the scheme to encrypt child objects, the
TPM ignores the symmetric mode and uses TPM_ALG_CFB.

NOTE 9 The symmetric scheme is a TPMT_SYM_DEF_OBJECT. In a symmetric block ciphier, it is at
inPublic.parameters.symDetail.sym and in an asymmetric object is at
inPublic.parameters.asymDetail.symmetric.

NOTE 10 Prior to revision 01.34, the parent asymmetric algorithms were also checked for fixedParent storage
keys.
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Table 196 TPM2_Create Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32

commandSize

TPMI_DH_OBJECT

commandCode

@parentHandle

TPM_CC_Create

handle of parent for new object
Auth Index: 1
Auth Role: USER

TPM2B_SENSITIVE_CREATE |inSensitive the sensitive data
TPM2B_PUBLIC inPublic the public template
data that will be included in the creation data for this
TPM2B_DATA outsidelnfo object to provide permanent, verifiable linkage between
this object and some object owner data
TPML_PCR_SELECTION creationPCR PCR that will be used in creation data

Table 20 0 TPM2_Create Response

Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize

TPM_RC responseCode

- ———  — — ——— |

TPM2B_PRIVATE outPrivate the private portion of the object

TPM2B_PUBLIC outPublic the public portion of the created object
TPM2B_CREATION_DATA creationData contains a TPMS_CREATION_DATA
TPM2B_DIGEST creationHash digest of creationData using nameAlg of outPublic
TPMT_TK_CREATION creationTicket ticket used by TPM2_CertifyCreation() to validate that

the creation data was produced by the TPM
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121.3 Det ail ed Actions

[[Create]]
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122 TPM2 _Load

12.21 Gener al Description

This command is used to load objects into the TPM. This command is used when both a TPM2B_PUBLIC
and TPM2B_PRIVATE are to be loaded. If only a TPM2B_PUBLIC is to be loaded, the
TPM2_LoadExternal command is used.

NOTE 1 Loading an object is not the same as restoring a saved object context.

The objectbds TPMA_ OBJECT attribut es e wied Ildefindd ein

checke

ATPMA OBJECTO in TPM 2.0 Part 2 of t keyedHashplgectiahd cati on.

the sign and encrypt attributes are CLEAR, the TPM shall return TPM_RC_ATTRIBUTES.

Objects loaded using this command will have a Name. The Name is the concatenation of nameAlg and
the digest of the public area using the nameAlg.

NOTE 2 nameAlg is a parameter in the public area of the inPublic structure.

If inPrivate.size is zero, the load will fail.

After inPrivate.buffer is decrypted using the symmetric key of the parent, the integrity value shall be
checked before the sensitive area is used, or unmarshaled.

NOTE 3 Checking the integrity before the data is used prevents attacks on the sensitive area by fuzzing the
data and looking at the differences in the response codes.

The command returns a handle for the loaded object and the Name that the TPM computed for
inPublic.public (that is, the digest of the TPMT_PUBLIC structure in inPublic).

NOTE 4 The TPM-computed Name is provided as a convenience to the caller for those cases where the
caller does not implement the hash algorithms specified in the nameAlg of the object.

NOTE 5 The returned handle is associated with the object until the object is flushed (TPM2_FlushContext) or
until the next TPM2_Startup.

For all objects, the size of the key in the sensitive area shall be consistent with the key size indicated in
the public area or the TPM shall return TPM_RC_KEY_SIZE.

Before use, a loaded object shall be checked to validate that the public and sensitive portions are
properly linked, cryptographically. Use of an object includes use in any policy command. If the parts of the
object are not properly linked, the TPM shall return TPM_RC_BINDING. If a weak symmetric key is in the
sensitive portion, the TPM shall return TPM_RC_KEY.

EXAMPLE 1 For a symmetric object, the unique value in the public area is the digest of the sensitive key and the
obfuscation value.

EXAMPLE 2 For a two-prime RSA key, the remainder when dividing the public modulus by the private key is zero
and it is to form a private exponent from the two prime factors of the public modulus.

EXAMPLE 3 For an ECC key, the public point shall be f(x) where x is the private key.
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1222 Command and Response

Table 216 TPM2_Load Command

Type Name Description

TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_Load
TPM handle of parent key; shall not be a reserved
handle

TPMI_DH_OBJECT @parentHandle Auth Index: 1

Auth Role: USER
e —

TPM2B_PRIVATE inPrivate the private portion of the object
TPM2B_PUBLIC inPublic the public portion of the object

Table 228 TPM2_Load Response

Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize
TPM_RC responseCode
TPM HANDLE objectHandle ha_ndle of type TPM_HT_TRANSIENT for the loaded
_ object
TPM2B_NAME name Name of the loaded object
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12.2.3 Det ailed Actions

[[Load]]
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123 TPM2_LoadExternal

12.31 Gener al Description

This command is used to load an object that is not a Protected Object into the TPM. The command allows
loading of a public area or both a public and sensitive area.

NOTE 1 Typical use for loading a public area is to allow the TPM to validate an asymmetric signature.
Typical use for loading both a public and sensitive area is to allow the TPM to be used as a crypto
accelerator.

Load of a public external object area allows the object to be associated with a hierarchy so that the
correct algorithms may be used when creating tickets. The hierarchy parameter provides this association.
If the public and sensitive portions of the object are loaded, hierarchy is required to be TPM_RH_NULL.

NOTE 2 If both the public and private portions of an object are loaded, the object is not allowed to appear to
be part of a hierarchy.

The object ds TPMA_OBJECT attributes wi || be
ATPMA_OBJECTO in TPM 2.fiRedTPl, rfixedParent, &nd regtriatedtshalt be ICIEEAR
if inPrivate is not the Empty Buffer.

NOTE 3 The duplication status of a public key needs to be able to be the same as the full key which may be
resident on a different TPM. If both the public and private parts of the key are loaded, then it is not
possible for the key to be either fixedTPM or fixedParent, since, its private area would not be
available in the clear to load.

Objects loaded using this command will have a Name. The Name is the nameAlg of the object
concatenated with the digest of the public area using the nameAlg. The Qualified Name for the object will
be the same as its Name. The TPM will validate that the authPolicy is either the size of the digest
produced by nameAlg or the Empty Buffer.

NOTE 4 If nameAlg is TPM_ALG_NULL, then the Name is the Empty Buffer. When the authorization value for
an object with no Name is computed, no Name value is included in the HMAC. To ensure that these
unnamed entities are not substituted, it is recommended that they have an authValue that is
statistically unique.

NOTE 5 The digest size for TPM_ALG_NULL is zero.

If the nameAlg is TPM_ALG_NULL, the TPM shall not verify the cryptographic binding between the public
and sensitive areas, but the TPM will validate that the size of the key in the sensitive area is consistent
with the size indicated in the public area. If it is not, the TPM shall return TPM_RC_KEY_SIZE.

NOTE 6 For an ECC object, the TPM will verify that the public key is on the curve of the key before the public
area is used.

If nameAlg is not TPM_ALG_NULL, then the same consistency checks between inPublic and inPrivate
are made as for TPM2_Load().

NOTE 7 Consistency checks are necessary because an object with a Name needs to have the public and
sensitive portions cryptographically bound so that an attacker cannot mix pubic and sensitive areas.

The command returns a handle for the loaded object and the Name that the TPM computed for
inPublic.public (that is, the TPMT_PUBLIC structure in inPublic).

NOTE 8 The TPM-computed Name is provided as a convenience to the caller for those cases where the
caller does not implement the hash algorithm specified in the nameAlg of the object.

Family fA2.00 TCG PUBLIC REVIEW Page 53
Level 00 Revision 01.64 Copyright © TCG 2006-2021 December 24, 2020

checke



Part 3: Commands Trusted Platform Module Library

The hierarchy parameter associates the external object with a hierarchy. External objects are flushed
when their associated hierarchy is disabled. If hierarchy is TPM_RH_NULL, the object is part of no
hierarchy, and there is no implicit flush.

If hierarchy is TPM_RH_NULL or nameAlg is TPM_ALG_NULL, a ticket produced using the object shall
be a NULL Ticket.

EXAMPLE If a key is loaded with hierarchy set to TPM_RH_NULL, then TPM2_VerifySignature() will produce a
NULL Ticket of the required type.

External objects are Temporary Objects. The saved external object contexts shall be invalidated at the
next TPM Reset.
If a weak symmetric key is in the sensitive area, the TPM shall return TPM_RC_KEY.

For an RSA key, the private exponent is computed using the two prime factors of the public modulus. One
of the primes is P, and the second prime (Q) is found by dividing the public modulus by P. A TPM may
return an error (TPM_RC_BINDI NG) i f the bit size of P and Q are not
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Table 236 TPM2_LoadExternal Command

TPM_ST_NO_SESSIONS

Type Name Description
TPM_ST_SESSIONS if an audit, encrypt, or decrypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,

UINT32

commandSize

TPM_CC

commandCode

TPM_CC_LoadExternal

= — — — — — — |

TPM2B_SENSITIVE inPrivate the sensitive portion of the object (optional)
TPM2B_PUBLIC+ inPublic the public portion of the object
TPMI_RH_HIERARCHY+ hierarchy hierarchy with which the object area is associated

Table 24 0 TPM2_LoadExternal Response

TPM2B_NAME

name

object

Type Name Description

TPM_ST tag see clause 6

UINT32 responseSize

TPM_RC responseCode

TPM_HANDLE objectHandle handle of type TPM_HT_TRANSIENT for the loaded

_, . —_m—asm--
name of the loaded object
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1233 Det ailed Actions

[[LoadExternal]] |
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124 TPM2_ReadPublic

1241 Gener al Description

This command allows access to the public area of a loaded object.

Use of the objectHandle does not require authorization.

NOTE Since the caller is not likely to know the public area of the object associated with objectHandle, it
would not be possible to include the Name associated with objectHandle in the cpHash computation.

If objectHandle references a sequence object, the TPM shall return TPM_RC_SEQUENCE.
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1242 Command and Response

Table 258 TPM2_ReadPublic Command

Type Name Description

TPM_ST_SESSIONS if an audit or encrypt session is

TPMI_ST_COMMAND_TAG tag present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_ReadPublic

) TPM handle of an object
TPMI_DH_OBJECT objectHandle

Auth Index: None

Table 26 8 TPM2_ReadPublic Response

Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize
TPM_RC responseCode
= = —— - |
TPM2B_PUBLIC outPublic structure containing the public area of an object
TPM2B_NAME name name of the object
TPM2B_NAME qualifiedName the Qualified Name of the object
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1243 Det ailed Actions

[[ReadPublic]] |
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125 TPM2_ActivateCredenti al

1251 Gener al Description
This command enables the association of a credential with an object in a way that ensures that the TPM
has validated the parameters of the credentialed object.

If both the public and private portions of activateHandle and keyHandle are not loaded, then the TPM
shall return TPM_RC_AUTH_UNAVAILABLE.

If keyHandle is not a Storage Key, then the TPM shall return TPM_RC_TYPE.
Authorization for activateHandle requires the ADMIN role.

The key associated with keyHandle is used to recover a seed from secret, which is the encrypted seed.
The Name of the object associated with activateHandle and the recovered seed are used in a KDF to
recover the symmetric key. The recovered seed (but not the Name) is used in a KDF to recover the
HMAC key.

The HMAC is used to validate that the credentialBlob is associated with activateHandle and that the data
in credentialBlob has not been modified. The linkage to the object associated with activateHandle is
achieved by including the Name in the HMAC calculation.

If the integrity checks succeed, credentialBlob is decrypted and returned as certinfo.

NOTE The output certinfo parameter is an application defined value. It is typically a symmetric key or seed
that is used to decrypt a certificate. See the TPM2_MakeCredential credential input parameter.
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Table 27 8 TPM2_ActivateCredential Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32

commandSize

TPMI_DH_OBJECT

commandCode

@activateHandle

TPM_CC_ActivateCredential

handle of the object associated with certificate in
credentialBlob

Auth Index: 1
Auth Role: ADMIN

TPMI_DH_OBJECT

TPM2B_ID_OBJECT

@keyHandle

———————— —_ —  —  —— —— |

credentialBlob

loaded key used to decrypt the TPMS_SENSITIVE in
credentialBlob

Auth Index: 2
Auth Role: USER

the credential

TPM2B_ENCRYPTED_SECRET

secret

keyHandle algorithm-dependent encrypted seed that
protects credentialBlob

Table 28 8 TPM2_ActivateCredential Response

TPM2B_DIGEST

Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize

TPM_RC responseCode

i |

certinfo

the decrypted certificate information

the data should be no larger than the size of the digest
of the nameAlg associated with keyHandle

Family f@A2.

0o

Level 00 Revision 01.64

TCG PUBLIC REVIEW
Copyright © TCG 2006-2021

Page 61
December 24, 2020



Part 3: Commands Trusted Platform Module Library

1253 Detailed Actions

[[ActivateCredential]] |

Family fA2.00 TCG PUBLIC REVIEW Page 62
Level 00 Revision 01.64 Copyright © TCG 2006-2021 December 24, 2020



Part 3: Commands Trusted Platform Module Library

126 TPM2_MakeCredenti al

1261 Gener al Description

This command allows the TPM to perform the actions required of a Certificate Authority (CA) in creating a
TPM2B_ID_OBJECT containing an activation credential.

NOTE The input credential parameter is an application defined value. It is typically a symmetric key or
seed that is used to encrypt a certificate. See the TPM2_ActivateCredential certinfo output
parameter.

The TPM will produce a TPM2B_I D_OBJECT according

2.0 Part 1.

The loaded public area referenced by handle is required to be the public area of a Storage key,
otherwise, the credential cannot be properly sealed.

This command does not use any TPM secrets nor does it require authorization. It is a convenience
function, using the TPM to perform cryptographic calculations that could be done externally.
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126.2 Command Reend onse

Table 296 TPM2_MakeCredential Command

Type Name Description

TPM_ST_SESSIONS if an audit, encrypt, or decrypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,
TPM_ST_NO_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_MakeCredential

loaded public area, used to encrypt the sensitive area
TPMI_DH_OBJECT handle containing the credential key

Auth Index: None
=— |

TPM2B_DIGEST credential the credential information

TPM2B_NAME objectName Name of the object to which the credential applies

Table 30 0 TPM2_MakeCredential Response

Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize
TPM_RC responseCode
- |
TPM2B_ID_OBJECT credentialBlob the credential

handle algorithm-dependent data that wraps the key

TPM2B_ENCRYPTED_SECRET| secret that encrypts credentialBlob
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126.3 Det ail ed Actions

[[MakeCredential]] |
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127 TPM2 _Unseal

1271 Gener al Description

This command returns the data in a loaded Sealed Data Object.

NOTE 1 A random, TPM-generated, Sealed Data Object can be created by the TPM with TPM2_Create() or
TPM2_CreatePrimary() using the template for a Sealed Data Object.

NOTE 2 TPM 1.2 hard coded PCR authorization. TPM 2.0 PCR authorization requires a policy.

The returned value may be encrypted using authorization session encryption.

If either restricted, decrypt, or sign is SET in the attributes of itemHandle, then the TPM shall return
TPM_RC_ATTRIBUTES. If the type of itemHandle is not TPM_ALG_KEYEDHASH, then the TPM shall
return TPM_RC_TYPE.
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Table 318 TPM2_Unseal Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32

commandSize

TPMI_DH_OBJECT

commandCode

@itemHandle

TPM_CC_Unseal

handle of a loaded data object
Auth Index: 1
Auth Role: USER

Table 326 TPM2_Unseal Response

TPM2B_SENSITIVE_DATA

outData

Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize

TPM_RC responseCode

- — |

unsealed data

Size of outData is limited to be no more than 128 octets.
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1273 Det ailed Actions

[[Unseal]]
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128 TPM2 Object ChangeAutnh

1281 Gener al Description

This command is used to change the authorization secret for a TPM-resident object.

If successful, a new private area for the TPM-resident object associated with objectHandle is returned,
which includes the new authorization value.

This command does not change the authorization of the TPM-resident object on which it operates.
Therefore, the old authValue (of the TPM-resident object) is used when generating the response HMAC
key if required.

NOTE 1 The returned outPrivate will need to be loaded before the new authorization will apply.

NOTE 2 The TPM-resident object can be persistent and changing the authorization value of the persistent
object could prevent other users from accessing the object. This is why this command does not
change the TPM-resident object.

EXAMPLE If a persistent key is being used as a Storage Root Key and the authorization of the key is a well-
known value so that the key can be used generally, then changing the authorization value in the
persistent key would deny access to other users.

This command may not be used to change the authorization value for an NV Index or a Primary Object.

NOTE 3 If an NV Index is to have a new authorization, it is done with TPM2_NV_ChangeAuth().
NOTE 4 If a Primary Object is to have a new authorization, it needs to be recreated (TPM2_CreatePrimary()).
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Table 3338 TPM2_ObjectChangeAuth Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32

commandSize

TPMI_DH_OBJECT

commandCode

@objectHandle

TPM_CC_ObjectChangeAuth

handle of the object
Auth Index: 1
Auth Role: ADMIN

TPMI_DH_OBJECT

parentHandle

handle of the parent
Auth Index: None

TPM2B_AUTH newAuth new authorization value
Table 34 8 TPM2_ObjectChangeAuth Response
Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize
TPM_RC responseCode
TPM2B_PRIVATE outPrivate private area containing the new authorization value
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1283 Detailed Actions

[[ObjectChangeAuth]] |
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129 TPM2_CreatelLoaded

1291 Gener al Description

This command creates an object and loads it in the TPM. This command allows creation of any type of
object (Primary, Ordinary, or Derived) depending on the type of parentHandle. If parentHandle references
a Primary Seed, then a Primary Object is created; if parentHandle references a Storage Parent, then an
Ordinary Obiject is created; and if parentHandle references a Derivation Parent, then a Derived Object is
generated.

The input validation is the same as for TPM2_Create() and TPM2_CreatePrimary() with one exception:
when parentHandle references a Derivation Parent, then sensitiveDataOrigin in inPublic is required to be
CLEAR.

Note 1 In the general descriptions of TPM2_Create() and TPM2_CreatePrimary() the validations refer to a
TPMT_PUBLIC structure that is in inPublic. For TPM2_CreateLoaded(), inPublic is a
TPM2B_TEMPLATE that can contain a TPMT_PUBLIC that is used for object creation. For object
derivation, the unique field can contain a label and context that are used in the derivation process.
To allow both the TPMT_PUBLIC and the derivation variation, a TPM2B_TEMPLATE is used. When
referring to the checks in TPM2_Create() and TPM2_CreatePrimary(), TPM2B_TEMPLATE should
be assumed to contain a TPMT_PUBLIC.

If parentHandle references a Derivation Parent, then the TPM may return TPM_RC_TYPE if the key type
to be generated is an RSA key.

If parentHandle references a Derivation Parent or a Primary Seed, then outPrivate will be an Empty
Buffer.

NOTE 2 Returning outPrivate would imply that the returned primary or derived object can be loaded and it
cannot. It can only be re-derived.

A primary key cannot be loaded is because loading a key is a way to attack the protections of a key
(e.g. using DPA). A saved context for a primary object is protected. The TPM will go into failure
mode i f the integrity of a saved context is good
to have these protections on loaded objects because this would be a simple way for an attacker to
put the TPM into failure mode Saved contexts are assumed to be under control of the driver but
loaded objects are not.

If all objects were derived from their parents, then load could not be used as an attack. However,
that would preclude importation of objects and key hierarchies.

NOTE 3 Unlike TPM2_Create() and TPM2_CreatePrimary(), this command does not return creation data. If
creation data is needed, then TPM2_Create() or TPM2_CreatePrimary() should be used.

NOTE 4 If parentHandle references a Derivation Parent, the bits of the Label and Context are used in the
creation of the key. This differs from TPM2_CreatePrimary(), where the bits of the template are
used. This means that different templates (specifically, different public attributes) will result in the
same key.
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129.2 Command and Response

Table 358 TPM2_CreateLoaded Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_CreateLoaded

Handle of a transient storage key, a persistent storage
key, TPM_RH_ENDORSEMENT, TPM_RH_OWNER,
TPMI_DH_PARENT+ @parentHandIe TPM_RH_PLATFORM+{PP}, or TPM_RH_NULL

Auth Index: 1

Auth Role: USER
=—— |
TPM2B_SENSITIVE_CREATE |inSensitive the sensitive data, see TPM 2.0 Part 1 Sensitive Values

TPM2B_TEMPLATE inPublic the public template

Table 36 8 TPM2_CreateLoaded Response

Type Name Description

TPM_ST tag see clause 6

UINT32 responseSize

TPM_RC responseCode

TPM_HANDLE | objectHandle | handle of type TPM_HT_TRANSIENT for created object
TPM2B_PRIVATE outPrivate the sensitive area of the object (optional)
TPM2B_PUBLIC outPublic the public portion of the created object

TPM2B_NAME name the name of the created object
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1293 Detailed Actions

[[CreateLoaded]] |
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13 Duplication Commands

131 TPM2 _Duplicate

1311 Gener al Description

This command duplicates a loaded object so that it may be used in a different hierarchy. The new parent
key for the duplicate may be on the same or different TPM or TPM_RH_NULL. Only the public area of
newParentHandle is required to be loaded.

NOTE 1 Since t he new parent may onl vy be extant on a different TF
sensitive area could not be loaded in the TPM from which objectHandle is being duplicated.

If encryptedDuplication is SET in the object being duplicated, then the TPM shall return

TPM_RC_SYMMETRIC if symmetricAlg.algorithm is TPM_ALG_NULL or TPM_RC_HIERARCHY if

newParentHandle is TPM_RH_NULL.

The authorization for this command shall be with a policy session.

If fixedParent of objectHandleY attributes is SET, the TPM shall return TPM_RC_ATTRIBUTES. If

objectHandleY nameAlg is TPM_ALG_NULL, the TPM shall return TPM_RC_TYPE.

The policySessionY commandCode parameter in the policy session is required to be TPM_CC_Duplicate

to indicate that authorization for duplication has been provided. This indicates that the policy that is being

used is a policy that is for duplication, and not a policy that would approve another use. That is, authority

to use an object does not grant authority to duplicate the object.

The policy is likely to include cpHash in order to restrict where duplication can occur. If

TPM2_PolicyCpHash() has been executed as part of the policy,thep ol i cy Se s s i ie coMmaggda s h

to the cpHash of the command.

If  TPM2_PolicyDuplicationSelect() has been executed as part of the policy, the

policySessionY nameHash is compared to

Hpoiicyai ObjectHandl€® Name|| newParentHandl® Name )

If the compared hashes are not the same, then the TPM shall return TPM_RC_POLICY_FAIL.

NOTE 2 ltisal l owed that policySesionYnameHash and policySession)
space.

NOTE 3 A duplication policy is not required to have either TPM2_PolicyDuplicationSelect() or
TPM2_PolicyCpHash() as part of the policy. If neither is present, then the duplication policy may be
satisfied with a policy that only contains TPM2_PolicyCommandCode(code = TPM_CC_Duplicate).

The TPM shalll foll ow the process of encryption n

Storage Hierarchyo in TPM 2.0 Part 1.
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1314.2 Command

and

Respons

Trusted Platform Module Library

e

Table 37 8 TPM2_Duplicate Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32

commandSize

TPMI_DH_OBJECT

commandCode

@objectHandle

TPM_CC_Duplicate

loaded object to duplicate
Auth Index: 1
Auth Role: DUP

TPMI_DH_OBJECT+

TPM2B_DATA

newParentHandle

|

encryptionKeylin

shall reference the public area of an asymmetric key
Auth Index: None

optional symmetric encryption key

The size for this key is set to zero when the TPM is to
generate the key. This parameter may be encrypted.

TPMT_SYM_DEF_OBJECT+

symmetricAlg

definition for the symmetric algorithm to be used for the
inner wrapper

may be TPM_ALG_NULL if no inner wrapper is applied

Table 380 TPM2 D

uplicate Response

Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize

TPM_RC responseCode

- ————— ———————————  —————— |

If the caller provided an encryption key or if
symmetricAlg was TPM_ALG_NULL, then this will be

TPM2B_DATA encryptionKeyOut the Empty Buffer; otherwise, it shall contain the TPM-
generated, symmetric encryption key for the inner
wrapper.

TPM2B_PRIVATE duplicate private area that may be encrypted by encryptionKeyln;
and may be doubly encrypted

TPM2B_ENCRYPTED_SECRET|outSymSeed seed protected by the asymmetric algorithms of new

parent (NP)
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1313 Det ailed Actions

[[Duplicate]] |
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132 TPM2_Rewr ap

13.21 Gener al Description

This command allows the TPM to serve in the role as a Duplication Authority. If proper authorization for
use of the oldParent is provided, then an HMAC key and a symmetric key are recovered from inSymSeed
and used to integrity check and decrypt inDuplicate. A new protection seed value is generated according
to the methods appropriate for newParent and the blob is re-encrypted and a new integrity value is
computed. The re-encrypted blob is returned in outDuplicate and the symmetric key returned in
outSymKey.

In the rewrap process, L i s ,fdmshridD@iditiorE)y (see TPM 2.0 P

If inSymSeed has a zero length, then oldParent is required to be TPM_RH_NULL and no decryption of
inDuplicate takes place.

If newParent is TPM_RH_NULL, then no encryption is performed on outDuplicate. outSymSeed will have
a zero length. See TPM 2.0 Part 2 encryptedDuplication.
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13.22 Command

and

Respons

Trusted Platform Module Library

e

Table 390 TPM2_Rewrap Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32

commandSize

TPM_CC commandCode TPM_CC_Rewrap

parent of object
TPMI_DH_OBJECT+ @oldParent Auth Index: 1

Auth Role: User

new parent of the object
TPMI_DH_OBJECT+ newParent

|

Auth Index: None

an object encrypted using symmetric key derived from

TPM2B_PRIVATE inDuplicate inSymSeed
TPM2B_NAME name the Name of the object being rewrapped

the seed for the symmetric key and HMAC key
TPM2B_ENCRYPTED_SECRET|inSymSeed needs oldParent private key to recover the seed and

generate the symmetric key

Table 400 TPM2_Rewrap Response

TPM2B_PRIVATE

Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize

TPM_RC responseCode

|

outDuplicate

an object encrypted using symmetric key derived from
outSymSeed

TPM2B_ENCRYPTED_SECRET

outSymSeed

seed for a symmetric key protected by newParent
asymmetric key
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13.23 Det ailed Actions

[[Rewrap]]
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133 TPM2 _|I mport

13.31 Gener al Description

This command allows an object to be encrypted using the symmetric encryption values of a Storage Key.
After encryption, the object may be loaded and used in the new hierarchy. The imported object (duplicate)
may be singly encrypted, multiply encrypted, or unencrypted.

If fixedTPM or fixedParent is SET in objectPublic, the TPM shall return TPM_RC_ATTRIBUTES.

If encryptedDuplication is SET in the object referenced by parentHandle and encryptedDuplication is
CLEAR in objectPublic, the TPM may return TPM_RC_ATTRIBUTES.

If encryptedDuplication is SET in objectPublic, then inSymSeed and encryptionKey shall not be Empty
buffers (TPM_RC_ATTRIBUTES). Recovery of the sensitive data of the object occurs in the TPM in a
multi--step process in the following order:

a) IfinSymSeed has a non-zero size:
1) The asymmetric parameters and private key of parentHandle are used to recover the seed used
in the creation of the HMAC key and encryption keys used to protect the duplication blob.

NOTE 1 When recovering the seed from inSymSeed,Li s A DUPLI CATEO.

2) The integrity value in duplicate.buffer.integrityOuter is used to verify the integrity of the data blob,
which is the remainder of duplicate.buffer (TPM_RC_INTEGRITY).

NOTE 2 The data blob will contain a TPMT_SENSITIVE and can contain a TPM2B_DIGEST for the
innerintegrity.

3) The symmetric key recovered in 1) is used to decrypt the data blob.

NOTE 3 Checking the integrity before the data is used prevents attacks on the sensitive area by
fuzzing the data and looking at the differences in the response codes.

b If encryptionKey is not an Empty Buffer:
1) Use encryptionKey to decrypt the inner blob.

2) Use the TPM2B_DIGEST at the start of the inner blob to verify the integrity of the inner blob
(TPM_RC_INTEGRITY).

] Unmarshal the sensitive area

NOTE 4 It is not necessary to validate that the sensitive area data is cryptographically bound to the public
area other than that the Name of the public area is included in the HMAC. However, if the binding is
not validated by this command, the binding must be checked each time the object is loaded. For an
object that is imported under a parent with fixedTPM SET, binding need only be checked at import. If
the parent has fixedTPM CLEAR, then the binding needs to be checked each time the object is
loaded, or before the TPM performs an operation for which the binding affects the outcome of the
operation (for example, TPM2_PolicySigned() or TPM2_Certify()).

Similarly, if the new parent's fixedTPM is set, the encryptedDuplication state need only be checked
at import.

If the new parent is not fixedTPM, then that object will be loadable on any TPM (including SW
versions) on which the new parent exists. This means that, each time an object is loaded under a

parent that is not fixedTPM, it is necessary to validate all of the properties of that object. If the

parent is fixedTPM, then the new private blob is integrity
parent . So, it is sufficient t obuteant puble-prevate bindingpdnj e ct
import and not again.

If a weak symmetric key is being imported, the TPM shall return TPM_RC_KEY.
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After integrity checks and decryption, the TPM will create a new symmetrically encrypted private area
using the encryption key of the parent.

NOTE 5 The symmetric re-encryption is the normal integrity generation and symmetric encryption applied to
a child object.

NOTE 6 Revision 01.16 of this specification required the ECC private key in duplicate to be padded.
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13.3.2 Command aspglo Ree

Table 416 TPM2_lmport Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_Import

the handle of the new parent for the object
TPMI_DH_OBJECT @parentHandle Auth Index: 1
Auth Role: USER

|
the optional symmetric encryption key used as the inner
wrapper for duplicate

If symmetricAlg is TPM_ALG_NULL, then this
parameter shall be the Empty Buffer.

TPM2B_DATA encryptionKey

the public area of the object to be imported

This is provided so that the integrity value for duplicate
and the object attributes can be checked.

NOTE Even if the integrity value of the object is not
checked on input, the object Name is required
to create the integrity value for the imported
object.

TPM2B_PUBLIC objectPublic

the symmetrically encrypted duplicate object that may

TPM2B_PRIVATE duplicate g ; :
contain an inner symmetric wrapper

the seed for the symmetric key and HMAC key

TPM2B_ENCRYPTED_SECRET|inSymSeed inSymSeed is encrypted/encoded using the algorithms
of newParent.

definition for the symmetric algorithm to use for the inner
wrapper

If this algorithm is TPM_ALG_NULL, no inner wrapper is
present and encryptionKey shall be the Empty Buffer.

TPMT_SYM_DEF_OBJECT+ symmetricAlg

Table 42 6 TPM2_Import Response

Type Name Description
TPM_ST tag see clause 6
UINT32 responseSize

TPM_RC responseCode

|

TPM2B PRIVATE outPrivate the sensitive area encrypted with the symmetric key of
- parentHandle
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13.3.3 Detailed Actions

[[Import]]
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14 Asymmetriieni ti ves

141 I ntroducti on

The commands in clause 14 provide low-level primitives for access to the asymmetric algorithms
implemented in the TPM. Many of these commands are only allowed if the asymmetric key is an
unrestricted key.

142 TPM2_RSA_Encrypt

1421 Gener al Description

This command performs RSA encryption using the indicated padding scheme according to IETF RFC
8017. If the scheme of keyHandle is TPM_ALG_NULL, then the caller may use inScheme to specify the
padding scheme. If scheme of keyHandle is not TPM_ALG_NULL, then inScheme shall either be
TPM_ALG_NULL or be the same as scheme (TPM_RC_SCHEME).

The key referenced by keyHandle is required to be an RSA key (TPM_RC_KEY).
The three types of allowed padding are:

1) TPM_ALG_OAEP i Data is OAEP padded as described in 7.1 of IETF RFC 8017 (PKCS#1).
The only supported mask generation is MGF1.

2) TPM_ALG_RSAES i Data is padded as described in 7.2 of IETF RFC 8017 (PKCS#1).

3) TPM_ALG_NULL i Data is not padded by the TPM and the TPM will treat message as an
unsigned integer and perform a modular exponentiation of message using the public
exponent of the key referenced by keyHandle. This scheme is only used if both the scheme
in the key referenced by keyHandle is TPM_ALG_NULL, and the inScheme parameter of the
command is TPM_ALG_NULL. The input value cannot be larger than the public modulus of
the key referenced by keyHandle.

Table 43 0 Padding Scheme Selection

keyHandl eYsc h|inScheme padding scheme used
TPM_ALG_NULL none
TPM_ALG_NULL TPM_ALG_RSAES RSAES
TPM_ALG_OAEP OAEP
TPM_ALG_NULL RSAES
TPM_ALG_RSAES TPM_ALG_RSAES RSAES
TPM_ALG_OAEP error (TPM_RC_SCHEME)
TPM_ALG_NULL OAEP
TPM_ALG_OAEP TPM_ALG_RSAES error (TPM_RC_SCHEME)
TPM_ALG_OAEP OAEP

After padding, the data is RSAEP encrypted according to 5.1.1 of IETF RFC 8017 (PKCS#1).

If inScheme is used, and the scheme requires a hash algorithm it may not be TPM_ALG_NULL.

NOTE 1 Because only the public portion of the key needs to be loaded for this command, the caller can
manipulate the attributes of the key in any way desired. As a result, the TPM shall not check the
consistency of the attributes. The only property checking is that the key is an RSA key and that the
padding scheme is supported.
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