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1. Scope and Audience 36 

As enterprises and individuals move into more complex hybrid environments with services spread 37 
across mobile apps, cloud service providers and distributed ecosystems it is imperative that we find a 38 
way to manage the trust relationships that make the distribution of responsibility work.  This is more 39 
than just validation of the identity of an end user or even the state of a single device. Enterprises need 40 
a framework that supports assessment in a way that accounts for a dynamic environment whether an 41 
action should be taken or not.  It is not enough to ask a binary question, “Do I trust this app?” Enterprises 42 
must be able to ask a much more nuanced series of questions, starting with “do I trust the ecosystem 43 
of participants in this action enough to take the action?”   44 

 45 

This document is intended to fill the gap in the industry between the definitions of Risks and Trust. Risk 46 
is well defined but trust is not well defined. This document is also a complement to the ITU-T X.1254 47 
“Entity authentication assurance framework” recommendation assurance levels for electronic identity to 48 
establish a definition of trust levels [1]. The intended audience of this document is those business and 49 
technical leaders who would be involved in or responsible for the decision to utilize a multi-tenant 50 
infrastructure or to move a current in house capability to a multi-tenant infrastructure. An example 51 
scenario of applying the concepts to a multi-tenant infrastructure is supplied in section 5, to help make 52 
the concepts concrete. 53 

 54 
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3. Terms 74 

This section only defines terms that are unique to this specification. The TCG glossary of technical 75 
terms ([6]) and the IETF Internet Security Glossary ([9]) are the default definitions used within this 76 
document. 77 
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4. Trust Maturity Model 78 

Trust is a key to relationships, digital or analog; consequently, an explicit or implicit “Trust Maturity 79 
Model” is essential to understanding the usage of a Trusted Multi-Tenant Infrastructure (TMI). Trust 80 
itself is not independent of other factors. Words such as risk and assurance are concepts that are 81 
implicitly or explicitly factored into trust.  In the context of a multi-tenant infrastructure trust is a critical 82 
component. Trust is not a binary concept, but a relative one.  83 

 84 

Trust: Assured reliance on the character, ability, strength, or truth of someone or something [4]; 85 
firm belief in the reliability, truth, ability, or strength of someone or something [5]. 86 

Assurance: Positive declaration intended to give confidence [5]  87 

 88 

Trust in the context of trusted computing has a more complex definition defined by the TPM 89 
specifications, “Trust is the expectation that a device will behave in a particular manner for a specific 90 
purpose.” [6]. This is fine within the scope of an individual device. However within the scope of the TMI, 91 
the definition of trust has to address end-to-end-trust. For other situations, as the definition illustrates, 92 
trust is expressed in relation to something. The decision whether or not to trust something or someone 93 
is relative to other factors such as risk and the ability to mitigate the risk. Before the level of trust can 94 
be determined, what is at risk must be determined. If nothing is at risk, then the level of trust is immaterial 95 
and therefore it is easy to express trust. However, if there are catastrophic risks (or consequences) then 96 
there is a higher level of assurance needed to establish an appropriate level of trust.  97 
 98 
Users of a multi-tenant infrastructure need to have a practical method to determine when such an 99 
infrastructure should be used. There are existing financial tools that help the user determine if there is 100 
a financial benefit for such a move. There are regulatory frameworks that guide a user on compliance 101 
for their industry. In some cases, there are laws that govern the placement of some types of information. 102 
This document exists to help the users understand what they need to evaluate to determine whether 103 
any gain they may perceive is proportional to the risk they are taking. 104 

 105 

The TMI model has two primary components Impact and Assurance, each of which contains two 106 
subcomponents. Impact represents a combination of the likelihood of occurrence and the value at risk. 107 
Assurance represents the rights an owner has combined with the enforcement mechanism that protects 108 
the party’s rights.  109 

 110 

The TMI Trust Assessment Framework includes in “impact” the likelihood of occurrence combined with 111 
an assessment of the value at risk. However, it is easy to see that these concepts are tightly coupled. 112 
If there is zero possibility that the event will occur, then there is no value at risk. Determining the 113 
likelihood of occurrence involves an evaluation of threats. The likelihood of occurrence is important, so 114 
it is defined as independent of value, and impact is computed as some function of the two. 115 

 116 

The next factor that is associated with the understanding of trust is assurance. Much of the process of 117 
establishing and maintaining trust involves the exchange of statements about a set of facts, 118 
measurements, or observations.  The degree to which a party is able to independently verify the 119 
statements affects the willingness of parties to rely on those statements. Related to assurance is the 120 
concept of rights granted to an entity to exert control over an asset. Restriction and enforcement of 121 
appropriate rights can decrease the assurance threshold. The second factor in assurance is 122 
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enforcement. Although enforcement is loosely associated with risks, the other way to think about this 123 
is; what is the likelihood of a violation of trust being discovered and what consequences (or penalties) 124 
will result?  These are the basic issues that affect the establishment of trust. 125 

 Trust 126 

Trust is more complex than having either no trust or complete trust.  127 

For the TMI Trust Assessment Framework, the four levels of trust are defined as follows: 128 

• Minimum Trust (Level 1) = Little or no confidence in the entity  129 

• Moderate Trust (Level 2) = Some confidence in the entity 130 

• Substantial Trust (Level 3) = High confidence in the entity 131 

• High Trust (Level 4) = Very high confidence in the entity 132 

The term “entity” can be replaced by any expressed attributes of a TMI or replaced by the owner and/or 133 
operator of a TMI.  The attributes include identity, policy, enforcement, compliance, reputation, and prior 134 
experience. These levels of trust can be thought of as four points on a line segment with Low the 135 
endpoint on the left and Very High the endpoint on the right and the other points uniformly spaced 136 
resulting in a continuum between them. 137 

4.1.1 Minimum Trust 138 

Minimum trust in an attribute, owner, or operator of a TMI it means that there is insufficient evidence 139 
that the attribute (owner or operator) is trustworthy and consequently you are not willing to have anything 140 
of value, even minimum value, dependent upon the attribute (owner or operator).  141 

4.1.2 Moderate Trust 142 

Moderate trust in an attribute, owner, or operator of a TMI it means that there is evidence that the 143 
attribute (owner or operator) has limited trustworthiness. There are no known significant issues, but the 144 
data collected does not suggest that items of moderate or greater value should be dependent upon the 145 
attribute (owner or operator).  146 

4.1.3 Substantial Trust 147 

Substantial trust in an attribute, owner, or operator of a TMI means that the attribute (owner or operator) 148 
is trustworthy. There are no known significant issues. There are credible testimonies to the 149 
trustworthiness of the attribute (owner or operator). Violations of an agreement can be easily detected 150 
and there are functioning enforcement mechanisms. Consequently, items of substantial value can be 151 
dependent upon the attribute (owner or operator). 152 

4.1.4 High Trust 153 

High trust in an attribute, owner, or operator of a TMI means that the attribute as implemented contains 154 
all of the desired properties with sufficient detection and enforcement mechanisms. It also means that 155 
the operator (or owner) of the TMI and its operation meets or exceeds the highest standard of the 156 
organization that needs to extend trust. The data collected indicates that any information that depends 157 
on the attribute owner or operator is as protected with the same or greater diligence as the owning 158 
organization combined with sufficient detection and enforcement mechanisms. Consequently, almost 159 
all data can be dependent upon the attribute, owner, or operator. 160 



Copyright ©2017 TCG Trust Assessment Framework 
 Family “2.0” 

Level 02 Revision 48  10 May 23, 2017 
 TCG Published 

 Risk 161 

Risk is a similarly complex subject. The ITU-T recommendation previously cited asserts that risks have 162 
three factors “the consequences of an authentication error and/or misuse of credentials, the resultant 163 
harm and impact, and their likelihood of occurrence.”1 Because the actual consequences vary with the 164 
situation in this model we only include the impact and the likelihood. In choosing these terms we require 165 
the user to identify the consequence and assign a likelihood and impact2. 166 
  167 
Risk has levels associated with trust, but is independent of trust. The lowest level is no risk and the 168 
highest level is catastrophic risks. The intermediate risk levels can be labeled the same as the 169 
intermediate levels of Trust. It would be unusual or unwise to take catastrophic risks with an entity with 170 
which you have no trust. However, it seems obvious that it is easy to take no risks with an entity with 171 
which you have complete trust. 172 

4.2.1 Likelihood 173 

Likelihood can also be categorized [2] into three levels: 174 

 Low – Unlikely to occur. Possibly due to the difficulty of achievement or the cost to achieve vs. 175 
the benefit gained 176 

 Moderate - Potential exists to realize the risk. The means, opportunity and motivation exist but 177 
may not be high enough to warrant the attempt 178 

 High – Attempts to realize the risk are certain or near certain. The means, opportunity and 179 
motivation exist 180 

An organization must assess the threat, know who may benefit, understand the potential for accidental 181 
realization and determine if mitigation policies can be established to offset the risk. 182 

4.2.2 Impact 183 

ITU-T X.1254 identified six categories of harm: 184 

 185 

 Inconvenience, distress, or damage to standing or reputation  186 

 Financial loss or liability  187 

 Harm to programs or interests  188 

 Unauthorized release of sensitive information  189 

 Personal safety  190 

 Civil or criminal violations.  191 

This model accepts all six.   This model also accepts the four degrees of impact defined by ITU-T 192 
X.1254. The level of importance of each harm has to be determined by the individual company. There 193 
is an implied order here, but each company should determine their own order of importance. 194 

                                           

1 For an example of how to apply this framework see section 5.  

2 Figure 1 in section 5.1 is an example table where all combinations have been 
evaluated.  
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 195 

 Minimum—at worst, limited, short-term inconvenience, distress or embarrassment to any 196 
party.  197 

 Moderate—at worst, serious short term or limited long-term inconvenience, distress or 198 
damage to the standing or reputation of any party. 199 

 Substantial—improper disclosure could result in a substantial risk for financial loss. 200 

 High—severe or serious long-term inconvenience, distress or damage to the standing or 201 
reputation of any party.  202 
 203 

It is important to note that the precise definition of these terms will depend on the role within the multi-204 
tenant infrastructure. We use the term “any party” to refer to customer, user, provider, broker, and 205 
intermediary.  If an organization is using a multi-tenant infrastructure it will evaluate the impact in terms 206 
of the effect on the organization. This includes the impact to its customers. When an infrastructure 207 
provider is evaluating impact, it is primarily concerned about the impact to its infrastructure and to its 208 
customers. It would also be concerned about the impact to customers of customers, etc. but that may 209 
depend on where it has insight into these consequences. It is also important to note that often time a 210 
harm can have multiple consequences. In such cases, determining the level of impact will involve a 211 
judgement call. There are two ways to classify the impact; place the harm in the category of its highest 212 
consequence or place it in the category of its root cause. This list is cumulative in the sense that higher 213 
impact may also have lower impact but not the other way around. 214 

Applying these levels of impact to the six categories of harm yields the following definitions. 215 

4.2.2.1 Inconvenience, distress, or damage to standing or reputation 216 

 217 

The lowest type of impact is divided into categories as follows: 218 
 219 

 Minimum—at worst, limited, short-term inconvenience, distress, damage or embarrassment to 220 
the standing or reputation of any party.  221 

 Moderate—at worst, serious short term or limited long-term inconvenience, distress, or 222 
damage to the standing or reputation of any party.  223 

 Substantial—substantial inconvenience, distress or damage to standing or reputation of any 224 
party. 225 

 High—severe or serious long-term inconvenience, distress or damage to the standing or 226 
reputation of any party (ordinarily reserved for situations with particularly severe effects or 227 
which affect many individuals).  228 

 229 
By inconvenience we mean something occurring that has no permanent after-effect, a one time, short 230 
lived event. Incorporated into this is the concept that there is an easy or straight forward work around. 231 
Distress and damage are governed by inconvenience. If the damage or distress were permanent or 232 
long-lasting, it does not fall into this category. We realize that short term and long term are relative 233 
terms. Of necessity, each institution has to determine the difference. 234 
 235 
It is important to note that all of these are of limited scope. However, the length of the inconvenience 236 
varies with the degree minimum, moderate, substantial or high. 237 
 238 
 In general, this category does not cause significant financial loss.  239 
 240 
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4.2.2.2 Financial loss or liability 241 

 242 

When harm gets to the point where it impacts the bottom line in a noticeable manner, it falls into this 243 
category. For a large organization, it will probably be necessary to set a specific minimal value which 244 
shifts an impact into this category. For smaller organizations a recommendation would be to use a 245 
specific percentage of a key financial measure. 246 
 247 

 Minimum—at worst, an insignificant or inconsequential unrecoverable financial loss to any 248 
party, or at worst, an insignificant or inconsequential liability.  249 

 Moderate—at worst, a serious unrecoverable financial loss or liability for any party.   250 

 Substantial—substantial financial loss or substantial liability for any party. 251 

 High—severe or catastrophic unrecoverable financial loss to any party; or severe or 252 
catastrophic liability.  253 

 254 
The concept here is that a high or substantial degree of financial impact is likely to be reported on a 255 
quarterly or annual basis (for publicly traded companies). Moderate and minimum would be reportable 256 
to an appropriate authority in the organization. The basic concept here is that each organization needs 257 
to establish guidelines, value, to separate these categories. As before, a simple approach is to set the 258 
division points as percentages of a key financial measure or some computation on a set of financial 259 
metrics. 260 

4.2.2.3 Harm to programs, interests, or reputation 261 

This category describes long lasting harm or damage to ongoing programs, interests, relationships, or 262 
reputation. This can include financial harm. It is also possible for a harm to impact a program or interest 263 
without having significant financial impact. An example of this category is where some harm causes a 264 
loss of trust with a key partner and as a result the partner changes their relationship with the company.  265 
A second illustration is a harm that significantly affects the public interest of the company. Long lasting 266 
harm to reputation may change the terms on which partners will agree to contracts or influence public 267 
perception of the party to the point there is long lasting damage to the enterprise. Each of these 268 
instances can have significant financial impact. However, generally long lasting harm to a program or 269 
interest is farther reaching than the financial impact, consequently the harm should be assessed in this 270 
category. The degree of the harm is described as follows: 271 
 272 

 Minimum—at worst, limited, short-term inconvenience, distress or embarrassment to a 273 
program or interest.  274 

 Moderate—at worst, serious short term or limited long-term inconvenience, distress or 275 
damage to the standing or reputation of any program or interest.  276 

 Substantial—substantial harm to the standing or reputation of any programs or interest.  277 

 High—severe or serious long-term inconvenience, distress or damage to the standing or 278 
reputation of any program or interest (ordinarily reserved for situations with particularly severe 279 
effects).  280 

 281 

4.2.2.4 Unauthorized Release of sensitive information 282 

The unauthorized released of sensitive information can have a financial impact or impact a program or 283 
interest. It can also be independent of the other two harms. For example, if the unauthorized release of 284 
sensitive information is related to some past action that has no bearing on current programs it may not 285 
harm a program or interest or have any financial impact. A different example is the unauthorized release 286 
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of sensitive information related to a negotiation between two parties. It could be contract negotiations 287 
or acquisition negotiations. Either one could significantly harm a program or interest and have significant 288 
financial impact. The severity of the release is classified as follows: 289 

 290 

 Minimum—at worst, a limited release of limited sensitive information that may cause a short-291 
term inconvenience, distress or embarrassment to any party.  292 

 Moderate—at worst, a release of sensitive information that can cause serious short term or 293 
limited long-term inconvenience, distress or damage to the standing or reputation of any party.  294 

 Substantial—a substantial release of sensitive information exposing the organization or 295 
confidential information the organization holds. 296 

 High—a substantial release of sensitive information that causes severe or serious long-term 297 
inconvenience, distress or damage to the standing or reputation of any party (ordinarily 298 
reserved for situations with particularly severe effects or which affect many individuals).  299 

 300 

4.2.2.5 Personal Safety 301 

Any harm that affects the personal safety of individuals or groups falls into this category. Obviously 302 
something that affects personal safety can also cause a civil or criminal violation as well as some of the 303 
previous harms. However, if the most direct cause is an exposure to personal safety which consequently 304 
causes other harms, it should fall into this category. The severity is classified as follows:  305 

 306 

 Minimum—at worst, limited, short-term inconvenience, distress or embarrassment to any 307 
individual.  308 

 Moderate—at worst, serious short term or limited long-term inconvenience, distress, injury 309 
(recoverable) or damage to the standing or reputation to one or more individuals. 310 

 Substantial—a substantial impact to the personal safety of one or more individuals potentially 311 
resulting in serious injury, injury to reputation, or loss of resources. 312 

 High—loss of life, severe or serious long-term injury, inconvenience, distress or damage to 313 
any individual.  314 

 315 

4.2.2.6 Civil or Criminal Violation 316 

Any harm that causes a civil or criminal violation fall into this category. The severity is classified as 317 
follows. If the harm immediately causes a civil or criminal violation, then it should fall into this category 318 
even when other harms are a result. The severity is classified as follows. 319 

 320 

 Minimum—at worst, limited, short-term fine or restriction on any party.  321 

 Moderate—at worst, a significant fine or long-term restriction for any party. 322 

 Substantial—a significant fine with probation or incarceration for guilty parties.  323 

 High—incarceration, severe or serious long-term or irrevocable restrictions, for individual or 324 
party (ordinarily reserved for situations with particularly severe effects).  325 

 326 

 327 
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 Mitigation of Risks 328 

4.3.1 Assurance 329 

Assurance is related to the ability to verify assertions made by an entity. For hardware assets, a root of 330 
trust such as a TPM can protect the integrity of a measurement and potentially be used to certify that 331 
the measurement process has not been tampered with. One must be able to verify that the chain of 332 
evidence for the measurement is sound. For an operator or other party in a TMI, the ability to verify the 333 
authenticity, adherence to practices, adherence to policy, and reputation either through direct 334 
experience or from a trusted third party is important. The ability to verify compliance at random intervals 335 
and through differing mechanisms, such as remote inquiry or on-site inspection can influence the level 336 
of trust granted. 337 

Obviously not all assurance comes from discrete measurements. Reputation, which can be gathered 338 
from a number of sources, is effectively part of assurance. Reputation cannot eliminate the need for 339 
some form of discrete measurement, but it may change the type and frequency of measurement. 340 
Reputation is affected by assurance received from trusted third parties. 341 

 342 

4.3.2 Policy 343 

The TMI Trust Assessment Framework assumes that policy is a set of testable statements describing 344 
a set of specific criteria necessary to mitigate the risks associated with using the TMI patterns to 345 
establish trust. The Trusted Multi-tenant Infrastructure (TMI) Work Group Reference Framework 346 
describes the use of policy within a multi-tenant infrastructure. Policy is used as tool to mitigate risks. 347 
Policy must be enforceable. The TMI Reference Framework ([7]), in section 3.1.3, describes how to 348 
determine, validate, and enforce policies. In section 3.4.2, it discusses how to provision, validate and 349 
enforce policies. At all times in this document and the reference framework policies are 350 
defined/assumed to be measurable and verifiable. Policy is central to the operation of a TMI and is 351 
discussed throughout the Reference Framework. 352 

The consumer of a multi-tenant infrastructure cannot assume that all of the information needed to 353 
enforce policy is available or all of the actions required by policy are possible. The consumer must verify 354 
that the provider policy is consistent with their needs. Finally, the consumer must verify that the 355 
infrastructure has effective monitoring and enforcement mechanisms. Whether the provider represents 356 
IT services within the same organization or services provided to a large community the requirements 357 
and policies of the user/consumer should be defined and reconciled with the policies of the provider.  358 

Each party, provider and consumer, should be able to clearly define, measure, monitor and enforce 359 
compliance with their policies. There may be more than 2 parties involved in managing policy 360 
compliance. There may be multiple providers with resources allocated in support of a consumer’s 361 
trusted systems domain.  362 

 363 

 364 

4.3.3 Enforcement 365 

For enforcement to be possible violations must be detectable. For violations to be detectable the policies 366 
governing the TMI must be measurable. If policies do not describe measurable events, operation, or 367 
outcomes, then violations cannot be detected and enforcement is impossible. The user of a TMI must 368 
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verify that their policies governing use are measurable and that sufficient information is always available 369 
to measure the infrastructures adherence to its own policies. 370 

The next obvious question is who or what enforces a violation of trust/Policy?  What consequences 371 
exist for violating trust? There are four possible enforcement levels; no enforcement, enforcement by 372 
contract (civil agreement), enforcement by law (criminal), and enforcement by an irreversible 373 
mechanism. Not all levels may exist in every situation. An irreversible method is one where the 374 
consequences of enforcement cannot be reversed. For a TMI, the level of enforcement required should 375 
be a matter of policy. The consequences should be negotiated as part of the contract for use of the TMI. 376 
As previously mentioned, all policies must be measurable and actionable. 377 

 378 

4.3.3.1 Rights 379 

Whatever rights a user of a TMI has are established as a matter of policy and consequently must be 380 
measurable. Once a right is granted, it enables the enforcement of policy. Policy is used to provide 381 
assurance that the right is used as expected and enforcement to prevent improper use of the right. Just 382 
as organizations can be hierarchical, so can policy. The rights granted must be consistent throughout 383 
the hierarchy. 384 

 385 

The consumer of a multi-tenant infrastructure intends to utilize the assets for a specific purpose. There 386 
are basically four fundamental rights that can be granted to an asset: 387 

Access: The right to “access” the asset but no other right. Think of read only for a file. The user 388 
has the minimum possible capability. 389 

Modify: In order to have modification rights, access rights are usually required. This is similar 390 
to write permissions for a file.  No authority is granted to determine anyone else’s rights to the 391 
asset. 392 

Manage: The ability to monitor, control/configure and provision/de-provision independent from 393 
the other types of functional capabilities. The manager may or may not have access and 394 
modification rights to all aspects of the asset.  395 

Full Control: The ability to grant and revoke access, any of the four rights, to other parties. If 396 
one has full control every aspect of the asset is under their control. 397 

 398 

The exact number of levels of control is dependent on the asset. For example, some assets cannot be 399 
shared, consequently, there may be only full control or in some cases no manage level. Rights to 400 
resources must be aligned with the principle of least privilege. When applied to a TMI, least privilege 401 
says that the rights granted to each user (or component) must be the minimum required to accomplish 402 
their purpose (or legitimate purpose). 403 

 404 

 405 
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5. Applying the Assessment Framework 406 

Within the patterns defined in the TMI Reference Model the user is called a consumer and the 407 
infrastructure provider is called the provider. Within the structure of the TMI it is incumbent upon the 408 
consumer and provider to populate the trusted identity store (TIS) with verifiable information about each 409 
of the parties and/or assets managed within the TMI. Each party must take ownership, in terms of 410 
responsibility for the accuracy of the supplied data. The data in the TIS must have integrity protection, 411 
meaning that all changes are detectable. Each data item in the TIS must only be changeable by the 412 
owner (authorized party associated with the consumer or provider). Access control on the items must 413 
be specified at the time of creation. The consumer and provider can use the data in the TIS to assist in 414 
the establishment of trust. Both parties must confirm that policies are in place to protect the assets. 415 

The consumer of the TMI must know the value of the assets/IP/information they wish to place in the 416 
multi-tenant infrastructure. Concurrently the provider knows the value of assets they are willing to 417 
provide.  The user needs to assess the risks of acquiring assets through the TMI. Similarly, the provider 418 
needs to assess the risk of providing an asset to the TMI. Both have to assess the risks of (or level or 419 
trust required) to work with the other party. The risk assumed is influenced by the assurance and 420 
enforcement mechanisms for violating trust.  In general, a stronger enforcement mechanism will lead 421 
to lower risk. This does not mean that the highest level of enforcement implies the lowest level of risks 422 
because there are of other factors that affect risks. 423 

This assessment framework is associated with the trust between two parties. The parties involved have 424 
to independently determine what is required for them to increase their level of trust in the other party. 425 
The parties must define: 426 

 427 

What assets are being granted to or received from the other party? 428 

The value of the assets, information, or intellectual property that the other party may have access 429 
to. 430 

What tasks is required of the other party? 431 

What kind of access rights are required to perform the task? 432 

What kind of enforcement does each party require for a violation of trust? 433 

What assurance mechanisms are in place to verify compliance? 434 

What amount of trust does each party require for each level of risks? 435 

What level of trust is required to grant the necessary rights to the other party? 436 

 437 

 Application 438 

The TMI Trust Assessment Framework is applied either manually or automatically. Automatic 439 
application is accomplished though the policies expressed by the users and providers of the TMI. The 440 
framework indicates how those policies are utilized and how the TMI responds to policy violation. The 441 
manual side of use has multiple components.  442 

 An assessment of the provider through non automatic means, e.g. Dunn and Bradstreet, web 443 
search, references, etc. 444 

 An assessment of the value of the information/IP that will be exposed through the use of the TMI. 445 
This type of assessment would be guided by the internal polices of the entity exploiting a TMI. It 446 
would include building tables that would identify for each level of harm what type of trust would be 447 
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considered sufficient to mitigate the potential impact (high, medium, low). The more comprehensive, 448 
the more accurate the risk exposure. It may be possible to automate some parts of this process. 449 

 Implementation of enforcement mechanisms within the organization for those areas of extreme risk. 450 

 Evaluation of the enforcement mechanisms of the TMI provider. 451 

 Evaluation of external enforcement mechanisms. 452 

 Explicit decision to utilize or not utilize a provider and an explicit decision as to what type of uses 453 
are permissible. 454 

 Codification of these decisions into policies that can be enforced by the TMI management agents 455 
for the infrastructure. If the infrastructure has the capability to implement the design patterns defined 456 
in the TMI reference model then the enforcement can largely be automated. Otherwise the 457 
enforcement will be by corporate policy. 458 

 459 

The table below shows an example mapping of the categories of harm with corresponding potential 460 
impact to suggest levels of trust required to mitigate the exposure. It is an example of the types of tables 461 
that the user of a TMI will have to either construct or accept. The levels of trust required for the same 462 
type of transaction with similar risks and potential impacts may vary by organization’s business and risk 463 
tolerance policies. The two primary risk factors are impact and likelihood. Impact is a measure of the 464 
effect of violation upon the organization. Likelihood is a measure of the probability of occurrence.  For 465 
each of the previously defined impacts3, the likelihood varies from low to high. On the vertical axis we 466 
show the level of harm to the organization. The content of the table indicates the level of trust required 467 
to accept the potential impact of the associated harm.  468 

Once the table is established, the consumer must confirm that the policies are in place to assure that 469 
the TMI operates with functional mitigations (assurance and enforcement) for all risks identified as 470 
acceptable. The consumer must also assure the mitigations are in place to prevent unacceptable risks. 471 
Development of this chart is key to the use of a TMI. Each consumer of a TMI must create and verify a 472 
table similar to the one below. 473 

                                           

3 Defined in section 4.2.2. 
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 474 

Figure 1 Table indicating trust required based on the potential harm compared to the potential 475 
impact including likelihood of occurrence. 476 

 Example Scenario 477 

The implementation scenario presented is part of a library of scenarios that will grow over time. Each 478 
scenario is selected to demonstrate the challenges to maintaining trust and accountability when 479 
implementing multi-tenant, multi-supplier infrastructure solutions.  480 

5.2.1 Business Scenario - Mobility 481 

The scenario presented here, and illustrated in Figure 1 represents the challenge of maintaining a 482 
reasonable level of performance and security when faced with the need to provide access to various 483 
assets for a mobile user. In some situations, the user moves further from the normal “home” of the 484 
corporate assets (or information). Consequently, to facilitate a reasonable experience it is necessary to 485 
move the asset (or information) closer to the location of the user. The movement of the user and the 486 
automatic movement of information potentially impacts the user’s perceived performance or user 487 
experience. In other cases, the capacity limits of communication channels between the user and the 488 
asset (or information they need) make necessary interactions impractical or impossible.  489 

One common scenario is that of a mobile business user who needs access to enterprise data as they 490 
move between home, office and remote (possibly customer) locations, often across a wide geographic 491 
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span. A wide degree of variability is introduced as the user connects back to the data across a corporate 492 
LAN or wireless network vs. a variety of local or remote mobile wireless network providers (possibly via 493 
a VPN). Users have a reasonable expectation that access to the information they need can be provided 494 
in a timely manner, as they will often abandon an access attempt after a relatively short time. It is also 495 
important to recognize and provide protection for corporate data based upon the criticality of the 496 
information, which may vary on a document by document basis. This balance of adequate security vs. 497 
performance is examined in this scenario. 498 

5.2.2  Context 499 

The scenario involves a business user with a need to access a corporate information store. The store 500 
contains information with multiple levels of risk to the enterprise were it to be compromised. This 501 
scenario assumes that the enterprise has appropriate access controls on sensitive information and that 502 
the infrastructure through which the user accesses the information is aware of the user’s credentials, 503 
the type of device being utilized, and the user’s location. The user accesses the information using a 504 
mobile device when not in the office. The enterprise has established a set of SLAs for user access 505 
performance that must be met. The enterprise also has policies that place restrictions on certain data 506 
that may not be moved outside of the enterprise and the corporate intranet. Information not so restricted 507 
could be hosted and accessed on approved devices external to the corporate intranet. 508 

5.2.2.1 Execution Sequence 509 

The details of the scenario are as follows: 510 

1. A trust domain is established which consists of an information store, a communications channel 511 
and a mobile end-user device,  512 

2. There is a consumer policy that describes a certain minimum acceptable performance 513 
characteristic for retrieving information  514 

3. The user of the mobile device boards a plane and eventually reconnected to the communication 515 
channel at a remote location after landing  516 

4. The user accesses the information store and the system detects that the performance policy 517 
can no longer be met 518 

5. The consumer management agent identifies a provider in a location that will allow the 519 
performance requirements to be met and triggers migration of the information from the internal 520 
store to the new provider 521 

6. The original provider was internal and the new provider is external, consequently the level of 522 
trust for the new provider must be established. The new level of trust and the location of the 523 
provider establish which information can be accessed (migrated) due to information protection 524 
policies  525 

7. Once the change is made, monitoring continues, now in a multi-supplier, multi-tenant 526 
environment.  527 

 528 
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 529 

Figure 2, Scenario 530 

5.2.2.1.1 Assessment 531 

For the purposes of this example, we are assuming that the store contains information with multiple 532 
levels of risk to the enterprise were it to be compromised. The assumptions we are making for the 533 
scenario are: 534 

1. User is going to access data that has a risk profile of: 535 
a. Inconvenience: Impact Minimal, Likelihood Moderate (T3 trust required) 536 
b. Financial: Impact Minimal, Likelihood Low (T2) 537 
c. Reputation: Impact Moderate, Likelihood Low (T2) 538 
d. Release of sensitive info: Impact Moderate, Likelihood Moderate (T2) 539 
e. Personal safety: Impact Minimal, Likelihood Low (T3) 540 
f. Criminal liability: Impact Minimal, Likelihood Low (T2) 541 

2. The user accesses the information using a mobile device when not in the office.  542 
3. The enterprise has established a set of SLAs for user access performance that must be met.  543 

a. Data to be accessed must be available in < 3 seconds 544 
4. The enterprise also has policies that place restrictions on certain data that may not be moved 545 

outside of the enterprise and the corporate intranet.  546 
a. Moderate or above for sensitive info cannot be hosted outside the corporate network 547 

unless it remains in country 548 
b. No more than 4MB of sensitive data at a time can be migrated to an external store (user 549 

cache) 550 
c. Information with less restrictions could be hosted temporarily and accessed on approved 551 

devices external to the corporate intranet. 552 

Trust Requirement: Using the trust assessment table illustrated in Figure 1, based on the information 553 
risk and likelihood profile of the data the mobile user will access we find that an overall trust level of T3 554 
must be met. (ceiling (T3, T2, T2, T2, T3, T2) = T3) 555 

Next, we need to look at the entities for which trust needs to be established, and the level of trust 556 
assigned to each: 557 

Entity Provider Policy Modifier Trust Level 
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User   T4 

User Device Local  T3 

 Mobile  T2 

  Container or VDI T2 

  Trusted Device T3 

  Controlled White List T4 

Network Corporate  T4 

 Public  T1 

  Encrypted E2E T3 

Gateway Corporate  T4 

 Public  T2 

  Encrypted data T3 

Storage Service Corporate  T4 

 Public  T1 

  Strong access controls T2 

  Encrypted at rest T3 

Replication Service   T3 

Consumer Agent   T4 

Provider Agent Corporate  T4 

 Public  T3 

Cloud Provider Public  T2 

  Virtual Private 
container 

T3 

Figure 3, Entity and mitigation assessment 558 

Now we can walk through the actions implied by the scenario. We apply the appropriate policy modifiers 559 
to the scenario segment to achieve the ability to perform the task. 560 

5.2.2.1.2 Enterprise Access 561 

As we look at the entities involved in the first part of the scenario, we can determine that no additive 562 
risk mitigations are necessary as the trust level meets or exceeds the minimum required for access to 563 
the information: 564 

Entity Trust Level 

User Device, Local    T4 

Network, Corporate    T4 

Gateway, Corporate    T4 
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Storage Service, Corporate   T4 

Consumer Agent    T4 

Provider Agent, Corporate   T4 

 565 

The overall Trust level is assessed to be T4 (floor (T4, T4, T4, T4, T4, T4) = T4) 566 

As Trust Level 4 exceeds the assessed minimum trust level for the access path and transaction (T4 > 567 
T3) then the agents allow the transaction to proceed without further action. 568 

5.2.2.1.3 Mobile Access 569 

As we look at the entities involved in the second part of the scenario, we can determine that the minimum 570 
trust level is not met and that policy mitigation and enforcement actions will need to be taken in order 571 
for the access to occur. 572 

Entity Trust Level 

User Device, Mobile    T2 

Network, Public    T1 

Gateway, Public    T2 

Storage Service, Public    T1 

Replication Service    T3 

Consumer Agent    T4 

Provider Agent, Public   T3 

Cloud Provider, Public   T2 

 573 

Overall Trust level is assessed to be T1 (floor (T2, T1, T2, T1, T3, T4, T3, T2) = T1) 574 

As Trust Level 1 does not meet the minimum assessed trust level to provide an acceptable risk profile 575 
the trust levels of the entities in the trust domain need to be mitigated to raise the end to end assessment 576 
or the transaction cannot be performed. 577 

Let’s look at each of the entities and policies that might be used to raise the level of trust: 578 

User Device, Mobile: As we look at the table for policies that can impact the trust level, it appears the 579 
use of a trusted mobile device will raise the level to T3 and ensuring that only certified apps are loaded 580 
will raise to a T4.  The use of a trusted device is enough to address this risk. 581 

Network, Public: The use of end to end encryption (Encrypted E2E) of an acceptable type and strength 582 
can raise the level of trust to the minimum required, T3. It is imperative to ensure that at no time is the 583 
traffic in the clear over the public network. If this can be enforced, then the minimum trust level can be 584 
achieved. 585 

Gateway, Public: The use of end to end encryption of an acceptable type and strength can raise the 586 
level of trust to the minimum required, T3. It is imperative to ensure that at no time is the traffic in the 587 
clear over the public network. If this can be enforced, then the minimum trust level can be achieved. 588 
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Storage Service, Public: The use of public storage can be especially risky. While access controls alone 589 
only achieve a T2, their use in addition to encryption is good practice so the combination of both is 590 
recommended in this case and will raise the trust level to the minimum T3. 591 

Cloud Provider, Public: The use of a virtual, private container and host in a public cloud can limit access 592 
from other cloud users and is sufficient mitigation with a trusted provider to raise the trust level to a 593 
minimum of T3. 594 

5.2.3 Example Assessment Summary 595 

So let’s look at the reassessment of the trust level for the mobile transaction: 596 

Entity Inherent Trust + Mitigation Resultant Level of Trust 

User Device, Mobile T2 + trusted device T3 

Network, Public T1 + encryption T3 

Gateway, Public T2 + encryption T3 

Storage Service, Public T1 + encryption T3 

Replication Service  T3 T3 

Consumer Agent T4 T4 

Provider Agent, Public T3 T3 

Cloud Provider, Public T2 + virtual private T3 

 597 

Overall Trust level is assessed to be T3 (floor (T3, T3, T3, T3, T3, T4, T3, T3) = T3) 598 

With the mitigation policies applied and enforcement monitoring in place through the trusted consumer 599 
and provider management agents, the transaction can proceed. The movement of data to a remote 600 
cache provided through a public cloud provider allows the performance and security policy requirements 601 
to be met. 602 

 603 
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6. Conclusion 604 

What has been proposed in this framework is a way to extend the work of the Trusted Multi-tenant 605 
Infrastructure (TMI) working group to assess, in context, the elements of a transaction. Enabling 606 
enterprises to determine the risk and through policy decisions to determine the proper level of trust, 607 
assurance actions may be taken to maintain the level of trust in order to mitigate the inherent risks. It 608 
addresses the assertion that trust is not a binary state, but is variable in relation to whether sufficient 609 
trust exists to perform an action. 610 

Using the assessment framework described, a participant in a transaction is able to: 611 

1. Define acceptable trust levels: Develop a table that defines the level of trust necessary for the 612 
organization to reach an acceptable level of trust to perform an action. 613 

2. Perform risk assessment: Assess the level of risk and the likelihood of risk occurrence against 614 
multiple type of threat. 615 

3. Determine minimum level of trust: Apply the trust table against the risk assessment to 616 
determine the minimum level of trust required to perform the action. 617 

4. Assess transaction entities: Assess each of the entities participating in an action to determine 618 
the inherent level of trust an organization places in the entity and potential policies that may be 619 
used to raise the level of trust. 620 

5. Manage the level of trust:  If an acceptable level of trust does not exist, use policy based 621 
mitigation that raises the level of assurance and enforcement capability to the point where the 622 
minimum level of trust exists. If an acceptable level of trust cannot be established, then an 623 
enterprise needs to determine the appropriate response; cancel the transaction or accept the 624 
risk.  625 

6. Perform the action within a trusted context: Leverage the patterns from the TMI Reference 626 
framework to execute the action within the policy constraints defined once a trusted execution 627 
context has been established and can be monitored and managed. 628 

While this may seem to impose a high level of overhead on a multi-tenant, multi-provider ecosystem, it 629 
is important to recognize that not all transactions will require the strict trust management overlay 630 
described here.  Most day to day transactions are likely to take place within a context where a minimum 631 
level of trust already exists and the trust management effort is in monitoring the state of the trust 632 
environment for changes that might impact the level of inherent trust.  There are, however, certain types 633 
of transactions that require special handling based on the criticality of the action or the sensitivity of the 634 
information. For these transaction types, this framework may be used at a more discrete level. 635 

Between the openness of the Trust Assessment Framework and the TMI Reference Model, an 636 
organization is not bound to a specific hard architecture in order to manage a trusted platform 637 
environment. The reference model patterns may be applied to the types of entities that are found in the 638 
real world in combinations that the authors could not imagine or predict. The intent of this work is to 639 
provide a tool kit that allows for a repeatable approach to solving these end-to-end real world trust 640 
challenges.  641 

 642 

 643 


