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Di scl ai mer s, Noti ces, and License Ter ms

Copyright Licenses:
1 Trusted Computing Group (TCG) grants to the user of the source code in this
specification (thefiSour ce Codeodo) a worl dwi de, irrevocabl e
copyright license to reproduce, create derivative works, distribute, display and perform
the Source Code and derivative works thereof, and to grant others the rights granted
herein.

1 The TCG grants to the user of the other parts of the specification (other than the Source
Code) the rights to reproduce, distribute, display, and perform the specification solely for
the purpose of developing products based on such documents.

Source Code Distribution Conditions:
1 Redistributions of Source Code must retain the above copyright licenses, this list of
conditions and the following disclaimers.

1 Redistributions in binary form must reproduce the above copyright licenses, this list of
conditions and the following disclaimers in the documentation and/or other materials
provided with the distribution.

Disclaimers:

1 THE COPYRIGHT LICENSES SET FORTH ABOVE DO NOT REPRESENT ANY FORM
OF LICENSE OR WAIVER, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE,
WITH RESPECT TO PATENT RIGHTS HELD BY TCG MEMBERS (OR OTHER THIRD
PARTIES) THAT MAY BE NECESSARY TO IMPLEMENT THIS SPECIFICATION OR
OTHERWISE. Contact TCG Administration (admin@trustedcomputinggroup.org) for
information on specification licensing rights available through TCG membership
agreements.

1 THIS SPECIFICATION IS PROVIDED "AS IS" WITH NO EXPRESS OR IMPLIED
WARRANTIES WHATSOEVER, INCLUDING ANY WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, ACCURACY,
COMPLETENESS, OR NONINFRINGEMENT OF INTELLECTUAL PROPERTY
RIGHTS, OR ANY WARRANTY OTHERWISE ARISING OUT OF ANY PROPOSAL,
SPECIFICATION OR SAMPLE.

1  Without limitation, TCG and its members and licensors disclaim all liability, including
liability for infringement of any proprietary rights, relating to use of information in this
specification and to the implementation of this specification, and TCG disclaims all liability
for cost of procurement of substitute goods or services, lost profits, loss of use, loss of
data or any incidental, consequential, direct, indirect, or special damages, whether under
contract, tort, warranty or otherwise, arising in any way out of use or reliance upon this
specification or any information herein.

Any marks and brands contained herein are the property of their respective owners.
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Corrections and Comment s
Pl ease send commentadmhd@toust@dicmmmput bn

Nor matfiinye®r mati ve Language

ASHALL, 0 ASHALL NOTO, ASHOULDO, o0SHOULD NOTO0, ARECOMME!
this document are normative statements. They are to be interpreted as described in [RFC-2119].

Revision History

Revi sion Dat e Description
0.50 [/ . xx 11314 First draft
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11397 Esys_Get Capabi.l..t.y. . FUncCl. i QNS .. 109
11398 Esys_Test Par ms. . . .EUn.Cl. i 0n.S e 109
11399 Esys_NV_DefineSpace..Eunct.i.0ons. .. 110
113100 Esys_NWfuUnnde Space.. . .ELNCL.i.0NS. 110
113101 Esys_NV_UndefineSpac.eSpec.i.al..Funct.i.ons..111
113102 Esys_ReadPubl..c.. . FUnCt. i 0nsS . 111
113103 Esy s _NV_Writ.e . FUnCL i 0mS e 111
113104 Esy s _ NV _INMC FaIME.L.0..0..S e 112
113105 Esys_NV_EXxt end. .. .EUnCl. i On.S e, 112
113106 Esys_NV_Set Bi.t.s.. . FUNCL.I.0NS e, 113
113107 Esys_NV_WritelLock. FUNCA.i. 00.S .. 113
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113108 Esys_ _NWaGMW it eLock..Funcl.i.onsS. ... 114
113109 Esys_NV_Read.. . FUNCA 0. 0.0.S e 114
11310 Esys_NV_ReadLock. . .FUNnCL.i.ONS. 115
113111 Esys_NV_ChangeAut.h. . . Fun.ct. i QnS ... 115
113112 Esy s _ NV i @er F UN.Cl i Q.S 115
114 Es Y S. h PosS.h @ 116
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1 Scope laafdr mattheenT@O@& TSS 2.0 Speci
Li brary

11 Scope of this Specification

Th3ICG TSS 2.0 ESAPRefdpnbeesi mi ddt & o h afyaecri nogf TtShSe 2uds@esrAPI| s a
the following functionality to that provided by SAPI:

T ESAPI mahkee smanagement of TPM 2.0 sessioessabhsshingy
encryption of the TPMndommaswdpddartga oft rleRRMn enhanced

authorization policies.

T ESARIal cul ates command and resipoalsed HWIACS reaudsTd®®Mat i c e
resourceso6 publ i c trhaamhe sa.p pil & fceartehnesnesroersr ect obj ect .
The intended audience for this specification includes

applications for TRM 2.0 and TCG TSS 2.

1.2 Acr ony ms

For definitions of the acronyms usetdh ITICG He&S STR2S 02 .0 eq v
and Common Struct@gr23% Specification

1.3 Key Words

The WeydMUST, 0 AMUST NOT, 0 AREQUI RED, 6 ASHALL, 0 ASHALL
NOr, 0o ARECOMMENDED, 6 AMAY, 0 and AOPTI ONALO in this docu
interpreted as -2d1els9c, r ikKbeeyd wior dBF G or use in RFCs to Indic

14 TCG Software Stack 2.0 (TSS 2.0) Spec
Att he ti me tdfe wlroictuimegntyd fhrteh 8tSS 2. 0 ar e:
] TCG TSS 2.0 Overview and Common Structures Specific
]l TCG TSS 2.0 TPM Command Transmission Interface (TCT
3 TCG TSS 2.0 Marsha({ MoAPP/Epremd rf d lcaltii om
4 TCASS 2.0 SysStAaSip)ARilfi cati on
5] TCASS BnBanSest enf EAFPABpEci fication
(] TCASS Red@tAR(eFABPpeci fication
M TC@SS 2.0 TAB and Resource Manager Specification
8 TCASS Re®ponse ROWEABpeci fication
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TCG Software Stack 2.0 (TSS
2.0) Library Structure

TCG TSS 2.0 Feature AP|
(FAPI) Specification

TCG T55 2.0 Enhanced
System API (ESAPI)

Specification

TCG TS5 2.0 System API
(SAPI) Specification

TCG T55 2.0 TPM Command
Transmission Interface
(TCTI) API Specification

TCG TSS 2.0 Overview
and Common
Structures
Specification

TCG TS5 2.0
Marshaling/Unmarshaling
APl (MUAPI) Specification

TCG T55 2.0 Tab and
Resource Manager
Specification

Note: This document describes
the overall library structure and
how the subcomponents work

together,
TCG T55 2.0 TS5 Response
Code API

Figure 1: TSS 2.0 Specification Library
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2 TSEnhan&gdt emOAWPHl vi ew

21 ESAPI Overview

The Enhanced System APl (ESAPI) is an interface that
The primary purpose of grhegrEESMPRIIng sd d@plpediutayei ¢ he t h
send individual fAsystEmMM] elvet 0t T®#tM &lasd d sr ¢eQoquit he cryp
data being passed to and from the TPM. I n particul a
perf or Ab atbeesdh Message Authentication Code (HMAGMedapeer at i
decryption, TPM command audit and TPM policy operation:

[
at

t oc
r

Additionally, context and object management are provi d:e
While the ESAPI is significantly |l essgrampilex! ty pset ¢d
communications with t hdee pTtFhM,u nidte rssttialnld irneggq uaibroeust itnhe i nt
is therefore envisioned that only expert applications
woul d utheéliegwela ihntger face such as the Feature API. It
i mpl ementations would uti.ize the ESAPI as appropriate

@H{,ﬁ enour- ESAPI Integration Into TSS 2.0

+ The ESAPI is architecturally hoatation) LGS I ey

part of what was called the
TSP in TSS 1.2. It sits

- c o Librai
between the Feature API Covwto Libvary (-4 CE00 ang PR
(FAPI) and the System API

(SAPI) ==
= The ESAPI encapsulates all Marshalling / St ﬂiﬁﬁ’f!!i:ﬁ;’ng
functionality into a code T nd N code

framework which uses an {System APl
“object-based” design

written in C99. e ]

» The Functionality of the -

software stack from the 3 ¥ Network
ESAPI down is “roughly” |_Tab and Resource Manager | | Connection
equivalent to the level of . ‘t

functionality in the TSS 1.2. [_7PM Device Driver |

22 ESAFIlunct iDemslri pti on

The ESAPI | ayer of TSS 2.0 has three primary purposes:

T I't providgrespitircypftiobyt aempl|l i cati ons wishing to encryp
TSS 2.0 to the TPM (thus defeating sideband attacks
TPM 2.0).

I't provides enhanced session managAmenfuhobhconahity

T I't provides 100% TPM functionality
NOTEThe FAPI | apeiapp®®wWi dest he TPMés functionality.

To use the ESAPI, applications (and their programmer s)
TPM 2.0 spddti fdiddtbieceme&aRINEAPI are as foll ows.
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There are several functions the ESAPI handles more si m
SAPI does:

T Starting and salting sessions.

f Calculating HMACs.

T Encriynpgt and dseecsrsyipotnisn g

Howe vheprl eime ataipmpd i cati on to the SAPI interfr@za@asomas adva
1T SAPI i mpl ement ati ons have a smaller footprint pri ma
cryptographic functions.
SAPlI can be used in heapless environments.
SAPI all ows saving RAM by underallocating data stru

23 ESARPIrogramming Considerations
The ESAPI AfPd!| Ihdaw®igth dckheavrealct er i sti cs:

T The ESAPI is written i n CHBr9o @ de satl lroamgeda dfo omperrattien
to simplify the wristiongtboer!| daggagegebi (@i gg Java, F
T ThESAPRIs desiegmnaebd et cappl i cations to send commands to
veriynilt ed numbenl b6 fWwherpat ugmwhens esogmpanSAdBIwi t h t he
T The ESAPlapplllictag icooont rol / set all input parameters a

included in TeéMcepmmbodsHMAC session calculation (e
T The ESAPI gmaoaigkandl ing
0 Session key <calcul ati on
0 Session salt creation and encryption
o HMAC calcul ation
o Keeping track of resourcesdés names
o0 Session binding

T The ESAPI &bsfoambstang and cryptoiihandal ipreg fforrame dt t
the EISaWwér l.ower

T AdditiobeaESdddst the: foll owing
o HMAC (calculation/verify) with an authValue inp
o Encryption/decryption of the first parameter wi
0O Suppoudist asessions
0

Cryptographic fl&@khebEBRPIY /ea goialairtyype rofger.agp.hi ¢
operationsl,wiSeH SHWar i ous signing algorithms, v
asymmetric cryptographic algorithms, etc.)

ESAPI i mpl eameaetmadt omeg unitrae dnn tsgtlaotbea |Ib evt avreieanb Icedd b $ e
infor matiosoreding @exts provi dedTl heog& AARI ac@n & ecgatt si soinb. | e
si mul t amMeousMoy.t hreads are all owed the TBhaneE ESRRIPI cont e
supports both a synchronous and an asynchronous call m

The ESAPI dalhsxo fmoddtosvil ogveadddsiitgm nradqui r ement s

T The ESAP$thm miRM 2.0 specification, Part 3 command
Thi ssprerdgpr ammers understand t hwei tchnaed es penad.ne amprugt icor
and output parameters are ordered in the way they a
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and names match as much as possidfluen.c tAdodniatliiotnyaltloy,
automatically setup and tear dowm. sessions as part

o ESAPI gives the application full control over a
handl es.

o Thappli devieboplelri ng ESARPY deasi gettipdtrMpar ameter s

0 The appdevetdoplelri ng aBIAPlrcautput p armaonmehtee r’SPM
thate unwanted.

Memory for ESAPI output parameters is provided by t

Memory for ESAPI input parameters is provided by th

T The Enhanced SystemcARilo iarnydrdkhefnarattitoen cal |l er t hat
i mpl ement awi bhsgdeater ease of use). The foll owing
si mpl i fficcraeei application calling the ESAPI

0 The commandSize field for a
t

| commB&8ARE Thkecal cu
caller doesnodt have to do i

I

his.

o The E®ARIr atcecosmplnex TPM2Bo&s and special TPMLG6s (I
TPML RPGELECT) the same as SAPI with regard to t

o The ESAPI unmnmprug hplag aonet ers i ntoi@gstihheant ures b
caller so that the caller can read fields out 0]

T The Enhanced System APlsaismmueme otff attihen chmampdlogr aphi c
data management related to TPM 2.0 sessmemtsataisomposs

operations include:

o Centralized managemearte do fa nde sTPiIMar edodate within
AESAPI Objecto.

o Computation of the names of TPM resources

o Formatting and calculation of all imdroegtmearti on r
hash (cpHash) and response parameter hash (rpHa
o Computation of HMACs for command integrity sent
o Verification of response .HMACs received from th
o Encryption of the first parameter of commands i
o Decryptifoinrof pareameter of responses encrypted
24 Mar shaling/ Unmarshaling Description

Mar s halnidnmgar s hadrédengqgui red by both .t he HRSaAtPH e ratnitidd &S AWPrii t i n ¢
mar shaling and usmprashakl ynfocodthlee SAPpi acnas E®RAPdode he:
put isretpame@atme space that both the SAPI and ESAPI wuse. T
APadand headespficli és$ edr e Mat HeallTiSsgl2UBOmar shaling APl Speci
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3 TSESAPI Use Model

31 Tothevel ESAPI Usage Model

The appliicmittiioaml wid la context, start sessions and creat
finally clofSkethel cowiegtsteps are taken by the caller
sessions.
1. Application initializes an an ESAPI context
a. ESARIseshehe ESA®I || dymadmomeamhtey9 track the metac
needs for each TPM resource.
2. Aplpication calls TPM commands and resource handling
a. |l f a new resource is created by a command t hen
object to track it and its metadat a.
b. For static TPM resourcerst (lksaycsh) asgENWS amRl @lejredts:
be serialized and deserialized from disk or <cre
c. Appl i catEHsoy®taaltlAsst hSessi on and the ESAPI manage
sucahsSessi onKey and NonceRolling and HMAC cal cul :
3. Appl i ofaltushes &6YS&S|l dRescts via ESAPI calls so ESAPI
me mor y.
a. I f a TPM resource is destroyed by a lcyo ninraened tthhee

memory used by thandbmack meea€E&y¥SaTR object as

b. The application may c¢close the ESYS_ TR to releas
without affecting the resource within the TPM.
e

4, Theppal i cation closes ESAPI context when don

32 The ESAPI Cont ext

The ESYS_ _CONEBAPI(tcltoent pRggUei stancbure that contains al
ESAPI module needs to store between cal Igsl olbseoh ttehat t he

vari abhBESYS_CONTEXT contains:

T Informateeded to commUPNMMceatge tSoy sttheenm APl andmm&mMHd cont
contlext

Met adata for each ESYS_TR object.

State information about internally used |ibraries e
capabilities needed.

Theemory for the ESYS_ _CONWEXESA®lall ocated by

The |ifecycle of an ESYS_CONTEXT is briefly described

T CreateS¥aS_ CONTUEXTD ¢Estytse | niftuinaltii @en( )

1T Creatredeserialize metadéaheedsioonn da msdk rsreast o wree fiomf o
structures

f Useessions and resources in TPM commands
Serialize r mabsutorouec tiunrfeos t o di sk
Close ESYS_ _GMOMNBEXT Finalize()
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33 ESAPI Resour ces

TPM r esnmoeutracdeast ast ored i n amscspadud adtE8UYdAShuOCGNT E X T,
referenced by an ABES$8S TRIRhemetldteed within one ESYS_ CONTE
useodn wy t ha ®SY®_ CONTEXT.

Thmet adfaotra an EBNS| GT®Res data |ike:
T ThgPM handle for the resource ,( RIGR,a)NV hareea,r chhB/M ob
T The authValue of the resource, if applicable
19 The public area of the resource (TPM2B_PUBLI C or TF

1 Thesrource name (can be computed from the above)

The |ifecycle for an ESAPI resource is briefly describ:
T Creaagnr ESYS_TR object:
o For transient TPM objects, simply ¢ e appr

Esys LoadExternal ) amrde a&thess EaSArPelwrri:?)g\lufli_e';IL1 obj ect
o For penmntsirsasources, (8Vgareabsyt keys
A Create an UERSYStARTEsFsomTPMPubl ic

A Alternativemgtda ¢ a @mi wbiiiskge Esys_TR_Deserializ

o For TPM metaobjects (e.g. hi erarchies and PCRS)
preexisting singleton ESYS_ TR object that <can b

o0 Set the aut hVal uuesifnogk styhhee TReaS@Uhcei on.

T Make TPM calls referencing thiengesihhe@rce in the hand
EsysCOMMAND_ NAME>() templ ate.

T Seri ket adtaot adi sk (e.g. public area atnhVEhace, pers
EsysTR_Serialize() function.

1T Destroy an ESYS_ TR object:

0 Fl usrh r etmbe er ecoboamctehwdhemMPMenae.geESY S _
Esys NV_UndefineSpace, Esys_ NV_Unde
functions.

FIl us(h)Cont ext
fineSpaceSpe

o Close the object using Esys TR_Close to release
resource in the TPM.

34 The ESAPI Session

ESAPdssi on data is storedr matsatarnuocptaugruee isne sasni oEnNS YiSn fGOONT E
referenced DR an THEY Sspes $ind osmauiconr ¢ hiendlobdeswi ng type
dat a

T TPM handle for the session

T I'nformation about session att.ributes to use in the
T I'nformation related to the bind. state and encrypted
T I'nformation eeeanbtdonhoanhtdesggorage of the session ke
f Session.nonces

T Policy -speciifoinc .i nf or mati on

Version 1.00, Revisior80 Pagel9of 116 January 2120



Copyright © TC@ A n ¢{{ 9YKIYyOSR {Spéciiication Versitmb @9 WISWA & A 2y n

The | ifecycle of an ESAPI session is briefly described
Start 868%siEostylse St art AutumnSetsisoinon ()

T Make TPM calls redmpeeéenccEistysg€COMMANDSs NIAME>() function
templ at e

T Close the session
o Usehe Esys_ FlushContext () toori mmediately evict

o Setthe 'continueSession' bit to falbsevusinghEsys.
session the next time it is used.

35 ESAPI Us el CMamhmalnd Set up

The following example provides a typ
the environment to run a TPM command

ical sequence of f
(s)
1. Create ESAPI Cont ext
a. Opencoant ext Bgysalhibngalize()
2. Create session(s) if needed
a Start a TPM seBsyosnSthygrtcAadt hdgssi on()
3. Load objects ifntmedaded TPM

a. Automatically fill bijmlrEdssyywsgurLecoea di(nf or mati on
b. Cal |l ERYget Aut h ()
4. Set up TPM remaufoemiidf ekkeeded
a. Setup resource inform&siy8RDdgseom .aliiskeb)y calling
b. Cal |l ERYget Aut h()

5, Set up TPM resatf oaeami hhief TrPdve d e d
a I f ther-exiasei pgeTPrMe q wisaclald cke&Sy §r omTPMPubl i c

b. Cal | ERYet Aut h()

36 ESAPI UseiPWddely Setup

The following example providesfartgpitahgseguanpel ot yf
1. Perform 0 Co mmasnede Sse&t.dBSiAPH Usd Cdondnelnd )Set up
2. Determine Desired Policy Digest
a. Start Trial Session

i. CaEbys_Start AmtihhSe gshieo o ttympieal .sessi on
b. Send appropriate TPM 2.0 session commands
i. Cal | Esys(PebkbtcpAxrommdatte tbe digest value.
c. Getipalicy digest
i. Cal | Esys_PolicyGetDigest ()
3. Use obtainedapobhuthPdl gegtin future structures

Version 1.00, Revisior80 Page?0of 116 January 2120



Copyright © TC@ R

n ¢{{ 9YKIYyOSR {Spaciiichton Vetsitnh @9 WSHREAA2Y n

37 ESAPseMbdémTPMommand Executi on
The foll owing example providesfartyppcahbhl s@®Menscse of f
1. Perform fAComnasnede Sse&t.dBBiAPI Us d CWondn@eind )Set up
2. Make TPM calls
a. Call €G9MMAND_ NANME*®»E) aut omatically
i. Uses System APl to help do all ftohTaRat t i ng, ¢
i.h. Generates outgoing nonces and handles incomi
iii.h Encrypts command parameters and decrypts re:¢
iv. Computes resource names, cpHash and rpHas
v. Computes command HMACs and verifies response
b. Call €GO9MMAND_NAME> Async followed by Esys_<COM
These provide the samal bewdr € theen & u-atalt d otmeed en e
the synchronous version of the function)

38 ESAKIryptographic

Operations

The foll owing example providesfartypiogl|l csgputegcapbdicf
with ESAPI .
1. Session setup
a. Caller picks al gonmdn\ysptsaedbi hdragnedt istepsnskieoyn at t r it
i. ESAPI modul e selects nonce
i. ESAPI modul e selects and encrypts salt
ii. ESAPI modul e starts session in TPM and retri
iv. ESAPI mo d u | sea ncdo nyEwetsee i on key
v. ESAPI modatllee shiomeé& entityds name
2 Sending a TPM command
a. Cal |l erpapriacnkest er s, resource handles, session attr
i. ESAPI module computes names tolileaanidl| erse saoruerac e s
i. ESAPI modul e encrypts command parameter, i f
ii.h For each session (as needed)
1. ESAPI modul e computes cpHash
2. ESRI modul e generates nonceCaller
3. ESAPI modul e generates HMAC (including r
as needed)
iv. ESAPI modul e sends command to TPM and recei\
v. For each session (as needed)
1. ESAPI module computes rpHash
2. ESAPI modulees VHIMAIC response
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Structure

Summary

plriosvti dweist ha miuroiékat |h ed eEsScdrRi¢ petfiuonnc t i on

Table 1 - ESAPI Command Quick Reference Table

41 ESAPI Functi on
The following tabl e
in this specification.
Function Name or Cz¢
ESAPI Context Administrati
Esys_ | ni
Esys_Fir
Esys_Ge:
Esys_Get Pol
Esys _ _Set T
Esys_F
ESAPI YT RIFunctions

Esys_TR_Se

Esys_TR_Des

Esys_TR_FromT

Esys_ _TR_Se

Esys_TR_Geg)

Description Sect i
Refere

This fopeai naw 6.1
ESYS_CONTEXT before
call s
Thi s f unocsteisonanc opené6. 2
ESYEONTEXT
This fwenatrinen-srhppls 6. 3
TCTI
This f wernastaincreQ&spfeci 6. 5
handtl st can be use:¢
TPM communication ¢
asynchonous operati
This fuentheoamsesunt 6.6
<COMMAND_NAME>_Fini
bl ock waiting for a
TPM
This functicah-bktkees g, 7
me mor y.
This f uenrcitailonzess t he7. 1
TRObject into a byte
into.a file
Ths functioni peerfoe 7. 2
Esys_ TR_Serialize()
This fwsdctriuen si t he 7.3
i mpl ementation to ¢
met adata of a TPM o

popul at & R@b jneavti h

NOTHEH hi s co&kh@Udlble u s
onliyw combination wi
aut henticating TPM

This f uentcst itohne saut ho7. 4

for a resource. Th
commaintdhat 6s why it
NOTEThi s function ca

a TSRessijpadb.

Thi s f wenasttihen nrame o 7.5

ESYS_TR object to t
calcul ation.

Esys_ _TR_CThis f wedetasteh resou 7.6
within the ESAPRODbjrec
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Function Name or Ce¢ Description Secti
Refere

ESAPI Session Administrat:.i

Esys_TRSess_Se This funtheosesesisosn 8.1
to be used the next
used in a TPM comma

EsyBRSess_ _Get AtThi s f uet¢t hieosegsion 8. 2
tbe used the next t
used in TPM comma

Esys TRSess_ _Ge Thi s

a
funtthieoocugetesnt 8. 3
nonceTPM f

or this s
EsyBPMomma+Té mp |

Esys_<COMMAND_Function calls base 91
execute a TPM comman

Esys_<COMMAND_NANMFunction calls base 92
ini ti atsg ncrhr onous TEF

Esys_ _<COMMAND_NANFunction calls base 93
return the results o
TPM command.

42 ESAPI TPM Commands

ESAPI TPM Command Function
Handl ing

Esys_Start Au See ESAPI Session A 10.1
Functiimnsse4c.tli on

Esys_LcThi s f uenncdtsi can TsPM2 _ L 10. 2
command PM Bahd Trea
ESYS_TR tobjlReltd i nf«
about the l.oaded ob

Esys_LoadE Thi s f uenncdtsi can s 10. 3
TPM2_LoadExternal ¢
TPM and cre&tS&/SRabne

to hold information
obj.ect

Esys_Crea(§Thi s f uenncdtsi oan s 10. 4
TPM2 CreatelLoaded c
TPM a&mrdckates a ThRowjE
to hold information
obj.ect

Esys_HMAG)Thi s f uenncdtsi can s 10.5
TPM2_HMAC_Start com
TPM a&mrdckates a ThRowjE
to hold informawion
sequence.

Esys_HashSeq(u) Thi s f uenncdtsi oan s 10. 6

TPM2_HashSequencesSt
the TPM and cESYaS _dlsh
hold information ab

sequence
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Esys_Sequence

Esys_Event Sequer

Esys_Policy.

Esys_Policy

Esys_Creat e

Esys_Hierarchy

Version 1.00, Revisior80

Esys_Cont e

Esys_Cont e

Esys_Fl ush

Esys_Evict

Esys_NV_Defi

Page?4of 116

Thi s f senncdtsi oan
TPM2_SequenceCompl e
the TPM and H®YITRoy
object on successfu
Thi s f uenncdtsi can s
TPM2 Event SequenceC
command to the TPM
ESYJRobject on succ:i
compl eti on.

Thi s f uenncdtsi oan s
TPM2 _PolicyAut hValu
mark theferesshenESAI
automatically inclu
usage.

Thi s f uenncdtsi can s
TPM2 PolicyPassword
mar k theferesshe@nESAI
automatically wuse t
usage.

Thi s f uenncdtsi can s
TPM2_CreatePrimary
TPM and creB$%¥S_ARNI
to hold information
primary object

Thi s f uenncdtsi can s
TPM2_HierarchyChang
to the TPM and upda
associated with the
object

Thi s f uenncdtsi can s
TPM2 Context Save co
TPM and extends the
include the metadat
ESYS_TReé&br ESYS_TR
objects this functi
ESYS_TR object for
Esys_FlushContext
Thi s f uxntcrtaicotns et he o

and cont ex
buffer. Se

met adat a
supplied

TPM2_ContextlLoad co
TP M. Creates an ESY
the metadata and th
This fdnmusthieen af sess
sequence within the
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Esys_NV_Undefine

Esys_NV_Undef f uenncdtsi
NV_Und

PM and

_.mz_.
N O

@
o -l
—

f uenncdtsi
_NV_Und
and to
_TR obj

<37
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Esys_NV_\ s f uenncdtsi
mand to
ates the

Q3™

Esys_NV_1nc
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®
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TPM2_NV_Rea
TPM and if
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Esys_NV_ChanThi s f uenncdtsi
TPM2_NV_Cha
TPM and upd
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5ESAPI Types and Defines

The ESAPI contains a set of types and defines that are

51 Typedef ESYS_CONTEXT

The execution context for ESAPWwWité hbakedfiohl awi opaghear m
T This blob is allocated and freed by the ESAPI

T The application is refoihidsallutrd npgr dwiidd ad ipaitntoenr an
same pointer to all function calls including final:.@

NOTEan apgm@mlti on may have several context blobs, but ESYSES
two different contexts.

The foll owdefgitiheep ecdaefype for ESYS_CONTEXT.
typedef struct ESYS_CONTEXT ESYS_CONTEXT;

52 Typedef ESYS_ TR

TPM Resources rienp rEeslemit eadr eby an object identifier of ty
is used to track the connection betdwmdean ftolre tihrn e rTIPW rod
such as object names orsaaet cYalau esl. aehrite dadred brj etater mteidf iby
ESAPI in several function call

typedef uint32_t ESYS_TR;

Preall ocated idendGdmme&SY S8 xXxT Rt oTbhoeeicraspsueitgot o si mpl i fy u
cases where no spiexirad.ghoiomesd eucodfi ooommonrn nEI3WI eBR PILCIRjse ¢ t
and er ararhd ecst her awuwthorizations

These constant [/ singleton handles come faloune st haeb orvees er
O0x1000 are reserved for ESYS TR object created by the |

#define ESYS TR_PCRO
#define ESYS_TR_PCR1
#define ESYS_TR_PCR?2
#define ESYS_TR_PCR3
#define ESYS_TR_PCR4
#define ESYS_TR_PCR5
#define ESYS_TR_PCR6
#define ESYS_TR_PCRY
#define ESYS_TR_PCRS
#define ESYS_TR_PCR9
#define ESYS_TR_PCR10 10
#define ESYS_TR_PCR11 11
#define ESYS_TR_PCR12 12
#define ESYS_TR_PCR13 13
#define ESYS_TR_PCR14 14
#define ESYS_TR_PCR15 15
#define ESYS_TR_PCR16 16
#define ESYS_TR_PCR17 17
#define ESYS_TR_PCR18 18
#define ESYS_TR_PCR19 19
#define ESYS_TR_PCR20 20
#define ESYS_TR_PCR21 21

OCoO~NOOUIRWNEO

cCcCCcCcCcccccccccccccccccc
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#define ESYS_TR_PCR22 22
#define ESYS_TR_PCR23 23
#define ESYS_TR_PCR24 24
#define ESYS_TR_PCR25 25
#define ESYS_TR_PCR26 26
#define ESYS_TR_PCR27 27
#define ESYS_TR_PCR28 28
#define ESYS TR_PCR29 29
#define ESYS TR_PCR30 30
#define ESYS_TR_PCR31 31

cccccccccc

#define ESYS_TR_PASSWORD oxff U
#define ESYS_TR_NONE Oxfff ]

/* From TPM_RH_CONSTANTS */

#define ESYS_TR_RH_OWNER  0x101 U

#define ESYS_TR_ RH_NULL 0x107 U

#define ESYS_TR_ RH LOCKOUT  Ox10AU

#define ESYS_TR_ RH_ENDORSEMENUx10B U

#define ESYS_TR_ RH_PLATFORM  0x10CU

#define ESYS_TR_ RH_PLATFORM_NV 0x100J

#define ESYS_TR_RH_ AUTH_FIRST 0x110 U

#define ESYS_TR_RH_AUTH(x) (ESYS_TR_RH_AUTH_FIRST +

Version 1.00, Revisior80 Page?7of 116
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6 ESAPI Cont ext Admi ni stration Func

ANESYEONTEXT is a repository for context information fc

mary types E& ©BaltEa TtPhva ts eassrsd osnt arad da  vain!

There are two pri
at a.

TPM resource d

TPM session data is usedibyaithesESAPI fmodal patoi mal ar

the ESAPI module to use that session to securely commu.]
information such as the session key, session attribute:
(suxsh the seissilbink&wiyd3e held by the(TBPMh whi besoet bar dieh
attriibatepdci fically intended to simplify the requireme
the TPM.

TPM resource data i sodwded tmy ctohe eBERARI trhe handle of a

information that the ESAPI modul e maintains related to
include the public information about the resource and
(at hvalue) that can be used to authorize use of that re
NOTE The TPM resource HAIXBONTEXEddwées hnoat asmeparately in
digest (authPolicy) associated with the resotulre e. The
aut hPolicy when authorizing commands using a policy se:
The ESAPI includes methods ESYEONTEXT setefinbl ds makt mul
flexibility. I't is not recommended f orESarpf@hONTcEaXTi.ons t
ThESAPI i mpl ementati on SHALL return al/l fifunhandl edodo err

t o EShAeP | c ahloluetr awitter at i on.
61 Esybnit(plize

Descri:pti on

The Esys Initimiltizal(lzédauanan i BRES
memory. The ESAPI context wild.l b
context.

Pi CONTEXT context withir
et hbseguifome sambeopgueBSAI

Definition:

TSS2_RC Esys_Initialize(
ESYS CONTEXT = **esysContext,
TSS2 TCTI_CONTEXT *tcti,
TSS2 _ABI VERSION *abiVersion);
Parameter s:

T The dbdesysContextd is a referenccEe YIEROOMNT pXT nbtleorb . ploti n
all oyt addhe TEhSeAPole.s yGMUGAt &bOiT NUL L .

T The o6tcti 6 is a pointwrlded ousaed Colyl ECSONPTIE XtTo tchaammuni c
TPM.6tlefsi BULL the ESAPI  will open a connection to t|
connieont . ee. TtChT IT itsy genpl ement at iMUNS Tsepfeecri ftioc ,t hbeu tl oictal

1T The 6éabi Versiond is a pointer to the ABI VERSI ON t
match the ESAPI 6s ABI VERSI ON then an error is ret
ABl _VERSI ON i s writ teendatbo Viehrossimenfd@ re | adasn bleh NULL. Foil
information on A®Bdc tnieggmot7.altl0.oln. Xecef the TSS System
Command Transmission Interface Specification.

h
u

Response:Codes

T TSS2 RC _SUCCESS: if the function call was a success.
I TSS2 ESYS RC BAD_ REFERENCE: if esysContext is NULL.
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I TSS2 ESYS RC_MEMORY: if the ESAPI cannot allocate enough memory to create the
context.

1 TSS2_ESYS_RC_ABI_MISMATCH: if the ABI versions of the caller and ESAPI are
incompatible.

1 TSS2_ESYS_RC_INCOMPATIBLE_TCTI: if the TCTI version is unknown or an unusable
version of the structure.

I TSS2_ESYS RC BAD _TCTI_STRUCTURE: if the required TCTI function pointers are NULL.

6.2 Esys_ Fi(nali ze
Descri:ption

The EsygeF)naldimsteisoranc ESPI _CONTEXT that was initialize
ThESYEONTEXT structur.e ™whd |apsdl Oddllramabadh ed al | ESYS TR
objects byotthhits otni nsey,s teeurtbd ws hhowgt Rasour c elMaemsatger t he T
beomel uttered twhathe osby pepcakseds hed be

Definition:

void Esys_Finalize(
ESYS CONTEXT  **esysContext);
Par ameters:

T The 6esysContextd references t NheeeBSYEOGONKERT ptao alme
contains the reference to a pointer for this ESYS_UC
and the pointlff tske teof dUdhce or the referenced poi
done.

Response Codes

T None

6.3 Esys tGe& D i
Descri:pti on

The Esys fGendctof)i s provided -pgroowaildevdh eladTelanup of a use
ESYS CONTEXT is closed.

Definition:

TSS2_RC Esys_GetTcti(
ESYS_CONTEXT *esysContext,
TSS2_TCTI_CONTEXT **tcti);

Par ameter s:

T The 6esysContextd is a pointer to the dpmdasue cont ex
poi rMUeSIT NGT NULL.

T The 6tcti d is a referenc.e tiobé&ai @ opMUtSEMeNI@Ir NAdLOT CTI ¢
The @tttibw tfhi Itlheed poi nter that was passed into the
corresponding Esys _Initialeze() ptfuonre aitihoee Hsoyrs tQeitsTcc
funcmaywynbe iINUINULL was passed.into Esys _ Initialize()

ReturnsVal ue

I TSS2_RC_SUCCESS: if the function call was a success.
I TSS2 ESYS RC BAD_REFERENCE: if esysContext or tcti is NULL.
I TSS2_ESYS_RC_BAD_CONTEXT: if esysContext corruption is detected.

64 Esy et SysCont ext
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Descri:pti on

The EGgtsSysCod6htéeéxnction
l ower | evel access to t

apnoactdedst b(oSARlentSgst eimno AP
TPM. For example, this can b

Definition:

TSS2 RC Esys_GetSysContext  (
ESYS_CONTEXT *esysContext,
TSS2_SYS_CONTEXT** sysContext );

Par ameters:

is a pointer to the opaque contex

T The 6esysContexto i
e NULL.

pointer MUST NOT b
T They&Goxddit i s a refer ¢on @A Pd mn tae xpte.y 8 Cleldd p@&@t amet er MUST
NOT be NUIblysComtieéxt be f i | | egde nweirtahE etylsei nmaitritadri ze () .

ReturnsVal ue

TSS2 _RC_SUCCESS: if the function call was a success.
TSS2_ESYS RC _BAD_REFERENCE: if esysContext or tctiis NULL.
TSS2_ESYS RC BAD_CONTEXT: if esysContext corruption is detected.

TSS2 _ESYS RC_NOT_IMPLEMENTED: if the ESAPI implementation does not support
retrieving a SAPI context.

f
M
M
f

65 Esys_ Get Pol |l Handl es ()
Descri:ption

The Esys_ Get Pfodd dHtaindrd ersgt)sirnsat heamamell eseadrfor poll ()
Wait ForMultiplfTbDbj ohsf{)on returns a set of handles t h;:
responses from the underlying software st-apkcofi TPMNndT|
denfdd separately in the declaration of TSS2_TCTI _POLL_F

Definition:
TSS2_RC Esys_GetPollHandles(

ESYS_CONTEXT *esysContext,
TSS2 TCTI_POLL_HANDLE ** handles
size t *count );

Paramet er s:

T The 6esy®G Ciomtaexgointer to the opaque colnhtiesxt bl ob ¢
poi rMUeSIT NGT NULL.

T The 6éhandl esd output parameter is a reference to a
The array is allocwihkd fbrye a¢lheEws FiSaRel(t)a nftuhnicst ipooni.nt er
MUST NoGT NULL.

T The 6écountdé output parameter is a reference to the
and red orhhe dhandilThbs$& pMUIATMeNdETTr NUL L.

Ret ur nsVal ue

TSS2 RC_SUCCESS: if the function call was a success.

TSS2 _ESYS RC _BAD_REFERENCE: if esysContext, count, or handles is NULL.

TSS2 ESYS RC _BAD_CONTEXT: if esysContext corruption is detected.
TSS2_TCTI_RC_NOT_IMPLEMENTED: if TCTI does not support returning poll handles.
TSS2_ESYS_RC_MEMORY: if the ESAPI cannot allocate enough memory for the response
array.

= =4 -4 -8 A
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66 Esys_Set Ti)meout
Descri:ption

The Esys_SetTi meost (hef bebavoorsof the EsyauancG@GOMMAND_ N
regardi ng bl-mlckd lnigny samadnt i meout s.

NOTEThe default bodhoacvkiionrg i(si .reon a value of 0).
Definition:

TSS2 RC Esys_SetTimeout(
ESYS_CONTEXT *esysContext,
int32_t timeout);
Parameters:
T ThesysContextd is a pointer to the opagMEISTontext
NOTe NULL.

T The 6ti meousdtparammeoent behavidoxy of the esysCont ex
EsysCOMMAND_NAMEmi sh() functions

o -1: Bl ocBiogk untit kBsrasaitablreerro

o O0: Return :iTrhhesdisa t<ecCIOMMMAND _NAMEet i m$ s h ()
TSS2 ESYS_RC_TRY_AGAIN if result is not ready vy

o 1. .1 NT32_MAX: TimedbEsiys_rCOMMANDO NAME>_Fi ni s h(
returrsSlsS2 ESYS RC_TRY_AGAI N iwfitheqwultthei ggi vetn me and
milliseconds.

Ret urnsVal ue

I TSS2_RC_SUCCESS: if the function call was a success.

1 TSS2_ESYS _RC BAD_REFERENCE: if the esysContext is NULL.

1 TSS2_ESYS_RC BAD CONTEXT: if esysContext corruption is detected.
I TSS2_ESYS _RC_BAD VALUE: if the supplied timeout is out of range.

6.7 Esys F1J ee

Descri:pti on

Many E$weactaildroxate memory for outpubl pacametiemembsyg) ca

Esys Free() function frees this allocated memory

The f unsctiinpnl e ®@elOUanmipont o the free functiadd otchaati omorr es
functions of the. gSAPtee(prtoy mall oc/ cal.l oc() in C or
The raefiisomalat on some operati ng astyisotne msay ab d ilbirnakreyd aangds
di fferent C rHRwen mnef blaisbérdlaoraile)aosc adeinmannded by this specifi
circumstaancesult in di ftfheer elnitb rhaerayp sa nuds etdh ef oarphpel i cati on.
applicat) ofmumwoffumelt ( be ahblhemetmor yr akél ocat eNd theyEMehre il i br a
the application and the ESAPI | ibraryanthetlmdamaet(d use
funceowdnel used, dit eBHOYLD NOTsbesuskdpbdborabehity

Definition:

void Esys_Free(
void *ptr);
Parameters:
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f The pointer to memory to be freed.

ReturnsVal ue
T None
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7T ESAPI Gé&merr9aR Functi ons

71 EsySR_Serialize()

Descri:ption

The Esys_ TR_Ser ieatluirzees(r)iaafluinzcetdi oone prr esent ati on of the me
object . daltha returnedahyltshsiesd ftwn EtsiyesntToR rDeecsreeraitael itzhei s o
a different ESYS_ CONTEXT such as in a new program i nvof(

The primary pfuurcgd sentof rtekireate ESYS_TR objects that re
obj ecttos roedP®MatN® indices in a different ESYS_CONTEXT t

NOTEThe canonical representation of Aubhs vMbIuTe sNoGTi s | mp |
part of the serialized bl ob.

NOTEThe authashtoaset again after deserialization of the
Definition:

TSS2_RC Esys_TR_Serialize(
ESYS_CONEXT *esysContext,

ESYS TR object,
uint8_t **puffer,
size t *buffer_size);

Par ameter s:

T The 6esysContextd is a pointer to the dmMaJeTe cont ex
NOTe NULL.

T The dadwllmjreamet er cont aitnsEeStYnIeR i adbejnewitl dtels ®toif al | ze d .

The 6bufferd output parameter contains a reference
all ocated by the ESAPI and containsTR od#flfhent cal rep
all ocatedviling mbr 9 ed Essyignge (t )h efMAnYc tRhiddih.i n whi ch case ¢
the required size is returned via the 6ébuffer _sizebd
T The O6buffer _sized output paramet er cbhounftfaeirnés paa rraenfeetr
Il MUST NoGT NULL.

Ret urnsVal ue

 TSS2 RC _SUCCESS: if the function call was a success.

I TSS2_ESYS RC BAD REFERENCE: if esysContext or buffer_size is NULL.

I TSS2 ESYS_RC BAD_CONTEXT: if esysContext corruption is detected.

I TSS2_ESYS RC_MEMORY: if the ESAPI cannot allocate enough memory for the response
array.

1 TSS2 ESYS RC BAD_TR: if the ESYS TR object is unknown to the ESYS CONTEXT.

7.2 EsSySR_DBeeri ali ze()

Descri:ption

TREsys_ TR_Desfeunicatlieaanedd an ESYS_TR object from a serial
Esys TR_Setamlbeeused to recreate this object in a diff
new program invocation.

The p mar y pfuurnpciatdem no fe ctrteiag e ESYS_TR objects that repr

ri
objects or TPM NV indices inian ddhfhfegr evretr eESY 2 aC@NTEXT

NOTEThe canonical representation of this object is i mpl
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NOTER:wut h vMlUSUTe sNo@T part of the serialized blob. The init
l engt hTheeT®M treats it the @&me as an aut hValue of 0

Definition:

TSS2 RC Esys_TR_Deserialize(
ESYS_CONTEXT *esysContext,

uint8_t  const * puffer,
size t buffer_size,
ESYS TR *object);

Parameter s:

T The 6esysContextd is a pointer to theomdmMaJETe cont ex
NOTe NULL.

T The 6bufferd parameter contains a pointer to a byte
and contains a canonical repred@dT aNODO nbheofNWLhle ESY S

The 6buffer _sized par dmet eof ddret dibrud ftehed piazea med er .

The 6objectd output paramet er c orEtSa&riSn®E oab jreecfte rtehnacte
widd seril MUSZ e tbeT NULL.

ReturnsVal ue

I TSS2 RC_SUCCESS: if the function call was a success.

1 TSS2_ESYS RC BAD_REFERENCE: if esysContext, buffer or object is NULL.

I TSS2 ESYS _RC_BAD_CONTEXT: if esysContext corruption is detected.

I TSS2 _ESYS_RC_MEMORY: if the ESAPI cannot allocate enough internal memory to
represent the object.

73 EsSySR_FromTPMPubl ic()
Tk Esys_ TR_Fr onfTuPnMPtuibdn co(gnstruct @smamgi kNS TPR20 HJANDIL Ef.
Descri:ption

This can be used to construct an ESYS_ TR object for re:
bl ob &xXiistd.s done using the TPM, coRhManGstd@a@®MabRebtdPubl
TPM2 NV_ReadOWYmibdalcl.y, t hesearkEeSYS eTahh eadb jkeyctEsys TR_Deser

or by TPM functi ons, sHiscyhs aSt abrstyésu tLBoSagds(s)C o a By giPac a Imlay ,y .
Esys TR_FromTPMPubdedrcyqi)s ti esn tusseedds nddoon™sY o bj ect s not <creat
applicatOpnionhakl ¥, an HMAC and/ or encryption session
Esys TR_FromTiPMParbderc (f)o aut hent i causei ngh atth iash efuupruddtyii ocn c
originates from.the esvspecbathmtEhdedal Isarl ted HMAC sessio
i ndex hRordl|l &®lsl. ot her hamdleay ¢ he shd ewscaltifont he path to t
TPM can bdntraddtied.on to NV and per si smTePnMP udbhjiecc(t) hSaHMAdLIL
al so support converting sessions represented as a TPM2.
ESYS TR session object has | imited command functional i:
NOTH:f a session is passedeni hhe ReiasPubhctci command with
twice. The first call is executed without a session in
the HMAC calculation for the second calll sFaretmadsync|
transparently for the application.

NOTESi nce this operation requires interaction with the
al so d&x»irsttdore asynchronous invocation with sessions, th

Esys TR_FromTPMPuibllli cnd&daditsh(he wcal l ed twice. The first
return TSS2 ESYS_RC_TRY_AGAI N regardless of timeout se:
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NOTH:he initial authValue for the retdheedPMbtreedt s si tan

same ast haValawe .of 0

NOTHBEtandl es of type TPM2_ HANDLE that represent sessions
object that is only sui.table for Esys_FlushContext ()
ESAPI i mplementadlioase MUISd name against the public ar e:
Definition:

TSS2_RC Esys TR_FromTPMPublic(
ESYS_CONTEXT *esysContext,

TPM2_HANDLE tpm_handle, /* required */

ESYS TR optionalSessionl, /* opt ional (ESYS_TR_NONE) */
ESYS TR optionalSession2, /* optional (ESYS_TR_NONE) */

ESYS TR optionalSession3, /* optional (ESYS_TR_NONE) */

ESYS TR *object /* required (non - NULL) */

):

TSS2_RC Esys_TR_FromTPMPublic_Async(
ESYS_CONTEXT *esysContext,

TPM2_HANDLE tpm_handle, [* required */

ESYS TR optionalSessionl, /* optional (ESYS_TR_NONE) */
ESYS TR optionalSession2, /* optional (ESYS_TR_NONE) */
ESYS TR optionalSession3 /* optional (ESYS_TR_NONE) */

);

TSS2_RC Esys_TR_FromTPMPublic_Finish(
ESYS_CONTEXT *esysContext,
ESYS TR *object [* required (non - NULL) */

Par ameter s:

1

The 6esysContext6é is a pointer to the dM&eTe cont ex
NOT be .NULL

The 6tpm_handl ed parameter references tihbkee TdPM obj ec
crae ed.

The 6objectd output paESHMSt R odbjacrtefiadreandcd ited & or
created ESYSIMMW®R TobNGTcth.e NULL

The 6optional Sessioné paramemelMACasebei aredenorypgpptde
session or duWwdist pae agned reEerSYcSanT RaINsCoNEb.e I't i s recomme
pass in one salted HMAC session for untrusted conne

ReturnsVal ue

f
f
f
f

TSS2 RC_SUCCESS: if the function call was a success.

TSS2 _ESYS RC BAD_REFERENCE: if esysContext or object is NULL.

TSS2 ESYS RC _BAD_CONTEXT: if esysContext corruption is detected.

TSS2 ESYS RC_MEMORY: if the ESAPI cannot allocate enough internal memory to
represent the object.

TSS2 _ESYS RC BAD_TR: if any the ESYS_TR optional sessions are unknown to the
ESYS_CONTEXT.

TSS2 ESYS RC_BAD_SEQUENCE: if the ESYS Async and Finish functions are not called
in matching pairs.
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I TSS2 ESYS RC _BAD VALUE: if the TPM2_HANDLE tpm_handle is not a valid TPM

handle.

TSS2_TCTI_RC_IO_ERROR: if the communication with the TPM fails on an 1/O level.

TSS2 _ESYS RC_RSP_AUTH_FAILED: if the response HMAC from the TPM could not be

verified.

 TSS2 TCTI_RC_TRY_AGAIN: if the timeout was reached or non-blocking mode was used,
the function needs to be called again.

74 ESySR_Set Aut h()

The Esys TR_Set et he) aithenhtooasi on value associated w

== =4

Descri:ption

This aut henti cat ieonprvoavliudee di sE SiysSe di Refd btje cda command t hat
aut hvValue based authent-agoahéononicatucbhnagswhrasivbedle,ssHMAC
authenticationoroiPolPoliyeéPp8Shslewodk dpol i cy sessions.

NOTEThi s authentication value is stotéaddsi autheneésygyaCoonh
from memé&sys_TiReSéuActhpopoatberdbesi ng NULL for déaut hVal

NOTEThe authentication value is not part of a serializa
and deserializing an ESYS TRnekjddet settbmgtaitmhenti eati ol

Definition:
TSS2_RC Esys TR_SetAuth(
ESYS_CONTEXT *esysContext,
ESYS TR handle, [* required */
TPM2B_AUTH const *authValue /* optional (NULL) */
);
Par ameter s:

T The 6esysContextd is a pointelry thoeitrhge odpikt¢altee & onrt .e x
NOT be .NULL

The 6handled is the identifier of tiBBetESYS_TR objec

The 6authValued parameter is a pointer to the TPM2B
ThESAPI i mpl eavmdorptyacttihoins val ue i htodaosNUbksee ®ails st a
interpreted astlkhetiezanigomheal ue alissocindedadt twind ftthe
objectds aut hVal ue t o si ttsh ec rseaantei oans vpaal suseipnggivhiinc han a
zemaos an aut\Wb®alue of 06

ReturnsVal ue

I TSS2_RC_SUCCESS: if the function call was a success.

I TSS2_ESYS RC BAD_REFERENCE: if the esysContext is NULL.

I TSS2 ESYS_RC_BAD_CONTEXT: if esysContext corruption is detected.

I TSS2 ESYS _RC_MEMORY: if the ESAPI cannot allocate enough internal memory to save
the authorization value.

I TSS2 ESYS RC BAD_ TR:if any ESYS TR handle is unknown to the ESYS_CONTEXT.

75 EsyfR_Get Name ()
Descri:ption

The Esys TR_Get Nemaf(hsftuhethnamerof an ESYS_ TR aogbhej,ect t
such as Esys_PolicyNameHash() .
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Definition:
TSS2_RC Esys_TR_GetName(
ESYS_CONTEXT *esysContext,
ESYS TR handle, /* required */
TPM2B_NAME **nam e [* required */
);

Parameter s:

T The 6esysContextd is a pointer to the dmM&JEde cont ex
NOT be .NULL

The 6handled is the identifier ofi stehe i ES¥S.TR objec

The 6nameér pias ameteference to a fpor nttlee doj ddhted sT Privi
TPM2B_NAME wi | | be all owialtleab érye & ch eb \E StAPd  a@aldl e r .

Ret urnsVal ue

I TSS2_RC_SUCCESS: if the function call was a success.

I TSS2 ESYS_RC_BAD_REFERENCE: if the esysContext or name are NULL.

1 TSS2_ESYS RC BAD_CONTEXT: if esysContext corruption is detected.

1 TSS2 ESYS RC_MEMORY: if the ESAPI cannot allocate enough memory to return the
name.

1 TSS2_ESYS _RC_BAD_TR: if any ESYS_TR handle is unknown to the ESYS_CONTEXT.

76 EsyS§R_Cl ose ()
Descri:pti on

The Esys TR_Clos¢éeftuctentecthieo®ESIAPI to release the metada
specific ESYS_TR object. This is useful ihdi cebj,ectfsthe,]
are no |l onger used and/ or have been serialiozédtedhis f
with the ESYS_TR object

For transient objects itluStneeamihegndaedt eadusewhEshsaFs
resour ces.

Definition:

TSS2_RC Esys_TR_Close(
ESYS_CONTEXT *esysContext,
ESYS TR  *object);

Par ameter s:

T The d6esysContextd is a pointer to the dmM&JEde cont ex
NOT be .NULL

T The 6béobjectd parraenfeedreen cVvU StTo been aESYS_TR i dentifier
The reference MUST NOT be NULL and the referenced E
ESYS_TR_NONE. After successful completion of the fu
be set to ESYS_TR_NONE

ReturnsVal ue

TSS2 RC_SUCCESS: if the function call was a success.

TSS2 _ESYS RC_BAD_REFERENCE: if the esysContext or object are NULL.

TSS2 ESYS _RC _BAD_CONTEXT: if esysContext corruption is detected.

TSS2 ESYS RC BAD_TR: if any ESYS_TR *object is unknown to the ESYS_CONTEXT or
is ESYS_TR_NONE.

7.7 Esys TR_Get TpmHandl e

f
f
f
f
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Descri:pti on

The Esys_TR_Get TpmHandl e() function retrievdhitshe TPM2.
can be used to retrieve the TPM2_ HANDLE from an ESYS_ T|
comparison against raw handle values. For instance, whi
Esys GetCapabilities(), theHAANDdLIEe ovawhes aseé ngf TPWMRe H

Definition:

TSS2_RC Esys_TR_GetTpmHandle (
ESYS CONTEXT *esysContext,/* required */
ESYS_ TR object,  /* required */
TPM2_HANDLE *tpm_handle /* required */
);

Parameter s:

T The 6esysContextd is a pointer to the dmMaJeTe cont ex
NOT be NULL.

The 6objectd parameter is an ESYS TR object identif

T The 6tpm_handl ebd outepsuta pTaRM2meH AND LrE faesrseoncci at ed wi t
objeMUST NOT be NULL.

ReturnsVal ue

TSS2 _RC_SUCCESS: if the function call was a success.
TSS2_ESYS RC BAD_REFERENCE: if the esysContext or tpm_handle are NULL.
TSS2_ESYS RC _BAD_CONTEXT: if esysContext corruption is detected.

TSS2 ESYS RC BAD TR: if any ESYS. TR object is unknown to the ESYS_CONTEXT or is
ESYS TR_NONE.

78 TPM Comm&oder e@erbggE&8YI R Functions

Descri:pti on

f
M
M
f

Thefollow commands create or fludBSYS_TR objects. Saetion 1Xor a description.

Esys FlushContext
Esys_ _Context Save

Esys ContextlLoad

Esys CreatelLoaded
Esys CreatePrimary
Esys_Load

Esys_ _EvictControl
Esys_ NV_DefineSpace
Esys Start AuthSession
Esys_ HMAC_Start
Esys_HashSequenceStart

=A =4 =4 A4 -4 -4 4 -4 -4 -4 -4 -4

Esys_ _SequenceCompl ete
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1T Esys_Event SequenceCompl et e

T Esys_ NV _UndefineSpace
T Esys_ NV_UndefineSpaceSpeci al
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8 ESAPI Session Admini stration Func

This® ctdieosncr i bes functions for sessionwhiddnd nntt rianti ema @tr
with Mhe THhese f amdt itfouwmcathir@ens pr ovifderd -ddogsdt hmea nEaJARre n t
of sessi®dhse TPM session aplmowii da d albajr etnhadl sToR Miu@mpor t ed u
templ ate descmibed in section

81 EsyS§RSess_Set Attributes()

Descri:ption

The Esys_ TRSess()SeftuAntcttriicbnuteelsl ows t he setting and cl ear
continueSession, EBmeriyew oDes diecnm yptttri butes are calcul e

attributes = (attr ibutes & ~mask) | (flags & mask)
IEsys_ _TRSess _S(eltsAveter i dbailtleesd t he default values for the
'continueSession' bit is set, all ot her bits are clear.
I f the continueSessi omSYaFRrobjueet i SOCLERAR, sedhei on is ir
next successful TrPdt irers poalsle Ui rmag ftuhe session. The ES/
the internal type/ status of the ESYS_ TR sequ®©nceHandl e
ESYS TR sequenceHandlYeS iTsR iormby aelcitd ,nobdeonbkymstehcheeds t o

Esys TR_lrosfed(uyshed with Esys_ FlushContext ().
Definition:

TSS2 _RC Esys TRSess_ SetAttributes(
ESYS_CONTEXT *esysContext,

ESYS TR session,
TPMA_SESSION flags,
TPMA_SESSION mask);

Paramet er s:

T ThesysContextd is a pointer to the opagMESTont ext |
NOT be .NULL

Theespamdmeefeer s to the sesswbkhd dlotrerwend.ch t he f I a
The 6flagsé parameter denote the flags to be set fo

Tk ' mask' par amet erariraodii dAneedsb iwthg cthh eti tasr e cl ear in
be modified.
NOTEAmMmas kOx&ff&n bet wwsedtsiamll bansousl y

Ret urnsVal ue

TSS2 RC _SUCCESS: if the function call was a success.

TSS2 _ESYS _RC_BAD. REFERENCE: if the esysContext is NULL.
TSS2_ESYS RC _BAD_CONTEXT: if esysContext corruption is detected.
TSS2_ESYS RC BAD TR: if any the ESYS_TR session is unknown to the
ESYS_CONTEXT or is not a session object.

= =4 4 -9

82 EsyfRSess_Get Ajtributes(

Descri:pti on

The Esys_TRSess_Get Aetturnmhauttelsd )cdmument onnetrti ng of t he
the session

N

Definition:
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TSS2_RC Esys_ TRSess_ GetAttributes(
ESYS_CONTEXT *esysContext,
ESYS TR session,
TPMA_SESSION * flags);

Parameter s:

T The 6esysContextd is a pointer to the dpgadqe&sTcont ex
NOTe NULL.

The 6sessiond parameter referwilhd rtenteursreescs.i on, f or

The o6flagsd6 output parameter is a welddrstldodreed.o wher
MUST NoGT NULL.

ReturnsVal ue

I TSS2_RC_SUCCESS: if the function call was a success.

1 TSS2 _ESYS_RC_BAD_REFERENCE: if the esysContext or flags are NULL.

1 TSS2_ESYS RC BAD_CONTEXT: if esysContext corruption is detected.

I TSS2_ESYS RC BAD_ TR: if session is unknown to the ESYS_CONTEXT or is not a
session object.

83 EsSyS§RSess_Get NonceTPM()
Descri:ption

fEsys_ StartAut hSesainomUL LI § PMa kledWd awmidtemonypted salt th
functibBoshys TRSess_ GetsNaurseaT RPtdieé , nonceTPM from the start
command in order to calculate the session key.

Definition:

TSS2_RC Esys_TRSess_GetNonceTPM(
ESYS_CONTEXT *esysContext,
ESYS TR session,
TPM2B_NONCE **nonceTPM);

Par ameter s:

T The d6esysContextd is a pointer to the dpgadgUe&Tcont ex
NOTe NULL.

T These&siond parameter refers tarrdehteursneesds.i on, for whi
T The nonceTPM parameter is a refence to the pointer
ReturnsVal ue

I TSS2_RC_SUCCESS: if the function call was a success.

I TSS2 _ESYS_RC BAD_REFERENCE: if the esysContext or nonceTPM are NULL.

I TSS2_ESYS RC BAD_CONTEXT: if esysContext corruption is detected.

 TSS2 ESYS RC BAD TR:ifthe ESYS TR session is unknown to the ESYS_CONTEXT or
is not a session object.

I TSS2 ESYS_RC_MEMORY: if the ESAPI cannot allocate enough memory for nonceTPM.
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9 ESAPI TPM Command Templ at e

This specification defines a set of functions using a |
TPM 2.0 Library Specification revisi oBSABIB: the foll owi
Esys <COMMAND_NAME?>, Esys <COMMAND_NAME>_Async, and
Esys <COMMAND_NAME>_Fini sh. I n each case <COMMAND_NAME
command without its "TPM2_" prefix.
The ESAPI allows the invocation of TPM pnommandessin a s\
manner .
T For synchronous invocation a (blocking) call to Esy
T For asynchronous invocation the functions Esys_<CON
Esys <COMMAND_NAME>_Finish need to be called in pai
NOTE: I f theyi mrpainfodS 2cleE3IYeSd RC_BAD_SEQUENCE is ret

91 EsysCOMMAND_NAME >
Descri:ption

Tk synchronousf umhSARIMmMTRMe i s used to createtf unctions
execute a TPM command in a synchtripen oluBM'nsa nenxeeac utlitomw.i | |
The following are gener al concepts used in these funct

T AuthorizatlThmhen Wandless opaseed whartriyono hctazlaled mes t hat
wi || bweh esnhed TPM requires authorization.

T Thealdreavadegssion for tthe cemmad odwislnld tstpreichiuftye swh et
t he ovalnltesr encryptionfAdeesgpbinontsheWHdBAEdparameters
256 o0orl , SHA ot her haarseh parlogvoirdietdh mbsy) t he cal l er

T Sessionswuricfe parssesead in via an inHandle requires aut
o I f the corresponding HMAC or policy session is
aut omatically.
o If a policy session is provided with PolicyPass

pased automatbcahkeByHMAC calcul ation by ESAPI

o I f ESYBASBWORB provided in the corresponding se
password aut hor i zbayt iECSPA Pils ipnesrtfecardmeodf. an HMAC c al

o I'f a session is a bound session then this is ha
the object names.
NOTEI f the name for a persilsyaprat h@PMEBNFEFeCONTENXT
this cannotbyeESIIRRIRceuwWenti ally the resolution
mi ght f ail

T Parameter Encryption:

o Decrypt Bit: I f exactly one of the sessions has
supports encryption of the first par amebteer of t
encrypted before being sent to the TPM.

o Encrypt Bit: I f exactly one of the sessions ha
supports the encryption of the first parameter
encrypted and t hpet EIStAPHe fwdirlrdg Wrtmaaysdc ar et ur ni ng i
application
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T TPM naMhesr the TPM returns a name for an object, tt
ESAPINsi de the associ atnedd tEhSY S fToR eo bnjoetctr et,tddned t o
ottput pa&déanmeenee®@ti P ri dEsseyrst_|Eosayds Cr eat eEsiymatlpyadExtern
and Esys Cr eTahircsitbaade dnot Eapepl Reba@®Pmrudl i c
Esys NV_Re@)XdPwhbilcihc have an output parameter O6named

T TPM errofecbdesrdPMcedes require the res
TPM returns TPM2_ _RC_RETRY, TPM2_ _RC_YI ELD
MUST resubmit the command on behalf of t
SHOULD establish a olri iutr adrn othhefnumheri es hat will
original TPM error code is sent back to the caller.

bmi ssi on o
D or TPM2_
m e caller a
a t
p
Definition:
TSS2_RC Esys <COMMAND_NAME>

ESYS_CONTEXT *esysContext,
ESYS_TR inHandlel ,
ESYS TR inHandle2
ESYS TR sessionl, [* optional (ESYS_TR_NONE */
ESYS TR session2, [* optional (ESYS_TR_NONE */
ESYS TR session3, [* optional (ESYS_TRNONE */
TPM2_BASEEXAMPLE inParams,
TPMA_EXAMPLE inParams,
TPM2B_EXAMPLE const *inParams, [* optional (NULL) */
TPML_EXAMPLE const *inParams, [*  required (non - NULL) */
TPMS_EXAMPLE const *inParams, /¥ required (non - NULL) */
TPMI_EXAMPLE const  *inParams, /* required (non - NULL) */
ESYS_TR *outHandle , /* required (non - NULL) */
TPM2_BASEEXAMPLE *outParams, /* optional (NULL- Pointer) */
TPMA_EXAMPLE *outParams, - /* optional (NULL - Painter)*/
TPM2B_EXAMPLE **outParams , /* callee -

allocated (use Esys_F ree()), optional (NULL - Pointer)*/
TPML_EXAMPLE **outParams, [* callee -

allocated (use Esys_Free()), optional (NULL - Painter)*/
TPMS_EXAMPLE **outParams [* callee - allocated (use

Esys_F ree()), optional  (NULL- Pointer)*/

Parameter s:

T The bdesysContextd is a pointer to the dmM&JeTe cont ex
NOT be .NULL

T TheHéahdl parameters contain the identifiers of ESYS._
paramet enusnbefhd hrese parameters depends on the speci
names are constructed from wiheh TiPiMdHawdiipdp @ch dpar 4a met e
them. g@. fAkeyHandl eod

T The sGse®nd parametdats faentsaifrort lEEES YIS TThR i se snsaimers alrjee
const rbuacsteedd on t he tphaer aTmPeM ecrosmnoafn d . I f the session i
authenticating one of the handd esg md hfeolnlaonee & olnys i 53
and itrhdeex of fteh.eg.s efiskseiyoHa n)d ltidhfee s®isend® i s not wused |
aut hentication then the namet hies ifinodpetxi oonfa |tShees ssi eosnsoi of
or . 3)

IESYS_PRSSWORB passed in, a password sédunsiteeradi sofuse
an HMAC seSTerewsnt ¢ oPIima Modul e Sleichtdi &royr PRaanr te xIpl anati or
password sessions.

f The dinParamspreratamdteeTPMr eommand parameters.
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o I f 6inParamsé refers to a simple type (such as
TPMA_KEY), they ar.e passed by value

o I f O6inPar amsa@ésirmepleea st ytppe a( shwoecnh as TPM2B_*, TPML_
are passed i n aangtorumcketer s to const

o I f 6inParamsé refers to a TPM2B_* then NULL may
zed®ngth TPM2B (iith.tlme TPM2Be wfield being zero)
NOTEThis applies to TPM2B_* structs with embedde
TPMT _*, which is requiredwhen &ogdi BEgya pabltExrt
without an associated private key

o I'f O6inPar aans™©PM2B e* swittoh an embedded TPMT_* (i . ¢
array), tfHereltdheé ssiigamored.

The 6outHandl ed output parameter is prTeacent i f the

6out Harmdlteh® reference to t he EiSesn tTiRf iodr exft tchoe rreeswl
to the creat eMUSPMNOD|jleet NULL

The 6out Paramsd parameter represents the TPM respon

o I f 6outParamsd refers to a simple type (such as
TPMA_KEY), a refartenag itadbltebe st pmpasrmddienal ue ma
NULL.

o I f O6outParamsd&impfilerssytpe 4d suem as TPM2B_*, TPML
are passed in as references to a pointer for th

the type apdinteeour nni tThies meaniclkdieft kg et h e
appl i aaitbhgyng efdgut Par ams @ evaNUlelL .may

ReturnsVal ue

E |

E |

TSS2 _RC_SUCCESS: if the function call was a success.

TSS2 _ESYS RC_BAD_REFERENCE: if the esysContext or required input pointers or
required output handle references are NULL.

TSS2_ESYS RC BAD_CONTEXT: if esysContext corruption is detected.

TSS2 _ESYS RC _BAD_TR:if any of the ESYS_ TR objects are unknown to the
ESYS_CONTEXT or are of the wrong type or if required ESYS_TR objects are

ESYS TR_NONE.

TSS2_ESYS RC_MEMORY: if the ESAPI cannot allocate enough memory for internal
operations or return parameters.

TSS2 ESYS RC _BAD_SEQUENCE: if the context has an asynchronous operation already
pending.

TSS2 _ESYS RC_MULTIPLE_DECRYPT_SESSIONS: if more than one session has the
'decrypt' attribute bit set.

TSS2_ESYS RC MULTIPLE _ENCRYPT_SESSIONS: if more than one session has the
'encrypt’ attribute bit set.

TSS2_ESYS RC_NO_DECRYPT_PARAM: if one of the sessions has the 'decrypt' attribute
set and the command does not support encryption of the first command parameter.

TSS2 ESYS RC_NO_ENCRYPT_PARAM: if one of the sessions has the 'encrypt’ attribute
set and the command does not support encryption of the first response parameter.
TSS2_ESYS RC_INSUFFICIENT_RESPONSE: if the TPM's response does not contain the
tag, response length, or response code.

TSS2 ESYS RC_MALFORMED_RESPONSE: if the TPM's response is corrupted.

TSS2 ESYS RC_RSP_AUTH_FAILED: if the response HMAC from the TPM could not be
verified.

TSS2_RCs produced by lower layers of the software stack may be returned to the caller
unaltered unless handled internally.
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92 ESysCOMMAND _ NAMEync ()

Descri:ption

This function template is used to create functions that
an asynchronous manwheitlheel {T PMielelx ero@tt cloiniohedn cc or r espondi ng
Esys <COMMAND_NAME>_Finish nedcdsyet d hkee ToPaM' Ise d ersgxtn steo p

The foll owing are general concepts used in these funct,
T Authorization Values The handles passed into the f
wi || be used when the TPM requires authorization.

T Thealcl er provides a session for the command and the
the caller wants encryption/decryption. Wh-en a ses
256 o0orl,SHbA ot her hash algorithms) are provided by

T Sesons: I f a resource passed in via an inHandle rec

sponding HMAC or policy session is

y .

o If a policy session is protvhearedt ha tau tPhod riiczyataiscst
passed automatically into the HMAC calculati on

o I'f the corre
automaticall

o I f ESYS TR _PASSWORD is provided in the correspo

password authorization is performed by ESAPI i n
o I f a neisssiao bound session then this is handl ed &

the object names.

NOTH:f the name for a persistent TPM object is ¢

this cannot be detected by ESAPI . Ciomms®equentia

mi ght fail

T Parameter Encryption:

o Decrypt Bit: I f exactly one of the sessions has
supports encryption of the first parameter of t
encrypted before being sent to the TPM.

o Encrypt Bit: I f exactly one of the sessions ha:
supports the encryption of the first parameter
encrypted and the ESAPI wiilnlg dé&c raynpt oridtthudr enfi smrge i
application.

Definition:
TSS2 RC Esys <COMMAND_NAMEsync(

ESYS_CONTEXT *esysContext,

ESYS TR inHandlel ,

ESYS_TR inHandle2 ,

ESYS_TR sessionl, /* optional (ESYS_TR_NONE) */

ESYS_TR session2, /* optional (ESYS_TR_NONE) */

ESYS TR session3, [* optional (ESYS_TR_NONE) */

TPM2_BASEEXAMPLE inParams,

TPMA_EXAMPLE inParams
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TPM2B_EXAMPLE const *inParams, [* TPM2Bs: optional

(NULL- Pointer) *

TPML_EXAMPLE const *inParams, /*  must not be NULL */
TPMS_EXAMPLE const *inParams /*  must not be NULL */
TPMT EXAMPLE const *inPa rams /*  must not be NULL */

Parameter s:

T The 6esysContextd is a pointer to the dmMaJeTe cont ex

NOT be .NULL

The 6é6inHandl

ed parameters contain the identifiers o
par amet emnsnbeTh

ns

i k

hrese parameters ends on the speci

d dep
names are co tructed from the TPM command par amet e
e

them ( e. g. yHandl eodo) .

The 6sessiond parametersY&omRasrsshenidbpectfbeer $heo
constructed based on the parameters of the TPM comn
authenticating one of the handles, the name consi st
and the index of ytHaen dsleesSseisosni o(ne2.0g).. filkie t he session
aut hentication then the name is fioptional Sessiono f
or 3).

I f ESYS_TR_PASSWORD is passed in, a password sessio
an HMAXs ise@n. See Trusted Platform Module Library Pa
password sessions.

T The 6inParamsd parameters represent the TPM command

o I f 6inParamsé refers to a simple type (such as
TPMA_ _KE¥Y, atlke passed by wvalue.

o I f O6inPar amsaésirmepleea st tppe a( shwoecnh as TPM2B_*, TPML_
are passed in as pointers to constant structure

o I f 6inParamsé refers to a TPM2B_* then NULL may
zedengPM2B (i.e. a TPM2B with the .size field b
NOTH:his applies to TPM2B_* structs with embedde
TPMT_*, which is required for e.g Esys LoadExt
without an associated private key.

o If 6inParamsdéd refers to a TPM2B_* with an embedd
array), t#iemltdhe ssigmored.

ReturnsVal ue

E |

TSS2 _RC_SUCCESS: if the function call was a success.
TSS2_ESYS_RC_BAD_REFERENCE: if the esysContext or required input pointers are
NULL.

TSS2 ESYS RC _BAD_CONTEXT: if esysContext corruption is detected.

TSS2 ESYS RC BAD_TR: if any of the ESYS_TR objects are unknown to the
ESYS_CONTEXT or are of the wrong type or if required ESYS_TR objects are

ESYS TR_NONE.

TSS2_ESYS _RC_MEMORY: if the ESAPI cannot allocate enough memory for internal
operations.

TSS2 ESYS RC _BAD_SEQUENCE: if the context has an asynchronous operation already
pending.
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I TSS2 ESYS RC _MULTIPLE_DECRYPT_SESSIONS: if more than one session has the
‘decrypt’ attribute bit set.

1 TSS2_ESYS _RC_MULTIPLE_ENCRYPT_SESSIONS: if more than one session has the
‘encrypt’ attribute bit set.

1 TSS2_ESYS_RC_NO_DECRYPT_PARAM: if one of the sessions has the 'decrypt’ attribute
set and the command does not support encryption of the first command parameter.

I TSS2_ESYS RC_NO_ENCRYPT_PARAM: if one of the sessions has the 'encrypt' attribute
set and the command does not support encryption of the first response parameter.

I TSS2_RCs produced by lower layers of the software stack may be returned to the caller
unaltered unless handled internally.

93 ESysCOMMAND_NAMERIi sh ()

Descri:ption

Thistfonctemplate is used to creagetfuometiressltlsanfcam
asynchonous TPM command. It wi Il bl ock according to t h
no-hl ocking). The corresponding Es ytso <hCeO MdVIAINIDeedN ABMEET>0 rAes
Esys <COMMAND_ NAMEwn &t inoms ht(OP M 0 immiaadyende heonousl y

When the TPM returns a name for an object, these par am
associated ESYS_ TR objectt@antdhe healelif or.e Moncl@ ettuhemeaut
O6named is not present in Esys_Load, Esys_CreatePrimary,
This rule does not apply to Esys_ ReadPublic() and Esys.
parameter Onamed.

TPM error codes: Certain TPM error codes require the r
returns TPM2_RC_RETRY, TPM2_RC_Y| ELDED or TPM2_ _RC_TESTI
the command on behalf of the caller at | east once
ESAPI i mpl ement ®tsit@arbd i SHOWBLD i mit on the number or dur a
before the original TPM error code is sent back to the
call resubmits a command to the TPM it MUSTyraeftuen TSS:

commanslubmi ssion to the TPM.

NotehBre are a set of recowver aklspoasroroders 1feng.

TSS2 _ESYS_RC_TRY_AGAI N or TSS2TH&EMe f iReCe ¢cTRIYI_ArG AtedNglht  h a v
Esys_<COMMAND_NAME>_Fi nias hr onwu luntpille a rTeRaMd mrilen€Ep o ms e i s
occsur

Definition:

TSS2_RC Esys _<COMMAND_NAMESish(

ESYS_CONTEXT *esysContext,
ESYS_TR *out Handle , /* required (non - NULL) */
TPM2_BASEEXAMPLE *outParams, /* optional (NULL - Painter)*/
TPMA_EXAMPLE *outParams, /* optional (NULL - Painter)*/
TPM2B_EXAMPLE **outParams, [* callee -

allocated (use Esys_F ree()), optional (NULL - Pointer)*/
TPML_EXAMPLE **outParams, [* callee -

allocated (use Esys_F ree()), optional (NULL - Pointer)*/
TPMS_EXAMPLE **outParams [* callee - allocated (use

Esys _F ree()), optional (NULL - Pointer)*/

Parameter s:

Version 1.00, Revisior80 Page47of 116 January 2120



Copyright © TC@ A n ¢{{ 9YKIYOSR { Spéciication Vertsibmh 19 WISHA & A 2y n

T The 6esysContextd is a tpobhlhoercumr é¢émtel yd ilpidTeg come e
NOT be .NULL
T The 6out Handl ed out piut wplheameMecr ¢east pédesteawdITPM ob
the reference to the identifier of the newly create
TPM joebt MUST NOT be NULL
T The 6out ParamsoO6 parameter represents the TPM respon
o I f 6outParamsd refers to a simple type (such as
TPMA_KEY), a reference to the output variable i

o | bu6Paramsd refienps etdo ypendsuch as TPM2B_*, TPML
are passed in as references to a pointer for th
the type and return its poimwtikd fimeedhi ssipmg amet
Essy rFee() by the application. May be NULL.

ReturnsVal ue

I TSS2_RC_SUCCESS: if the function call was a success.

I TSS2 _ESYS RC BAD_ REFERENCE: if the esysContext or required references are NULL.

I TSS2 ESYS _RC_BAD_CONTEXT: if esysContext corruption is detected.

1 TSS2 _ESYS_RC_MEMORY: if the ESAPI cannot allocate enough memory for internal
operations or return parameters.

I TSS2_ESYS RC BAD_SEQUENCE: if the context does not have the corresponding
asynchronous operation already pending.

I TSS2 ESYS_RC_TRY_AGAIN: if the timeout counter expires before the TPM response is
received.

I TSS2 _ESYS_RC_INSUFFICIENT_RESPONSE: if the TPM's response does not at least

contain the tag, response length, and response code.

TSS2_ESYS RC_MALFORMED_ RESPONSE: if the TPM's response is corrupted.

TSS2_ESYS RC_RSP_AUTH_FAILED: if the response HMAC from the TPM could not be

verified.

I TSS2_RCs produced by lower layers of the software stack may be returned to the caller
unaltered unless handled internally.

= =4
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I0OESAPI TPM Commands Requiring Spec

This section prheaswrentso ideeBesm mhahe standard templ ate pr

99These cases require some degree of special handling b
t emplTehties. speci aloshtaleygli ngmé stnamefrmralt behavi or of the ES
i mpl eméemmtina Only the di fHoerr eenvceersy tahrien od eeslcsrei ,b etdhe st andze

sectapml i es.

101EsyStart Aut hSessi on Commands

10.11MEsyStart Aut (§Sessi on

The speci al handling for Esys_ StartAuthSession() is th
Esys Start AuthSession_Async() and Esys_ StartAuthSessi o

Definition:
TSS2 DLL_EXPORT TSS2_RC Esys_StartAuthSession(

ESYS_CONTEXT *esysContext,

ESYS_TR tpmKey,

ESYS_TR bind,

ESYS TR optionalSessionl,

ESYS TR optionalSession2,

ESYS TR optionalSession3,
TPM2B_NONCE const *nonceCaller,

TPM2_SE sessionType,

TPMT_SYM_DEF const *symmetric,
TPMI_ALG_HASH authHash,

ESYS TR *sessionHandle);

101.2EsyStart Aut hSesgé) on_Async
Definition:
TSS2 DLL_EXPORT TSS2_RC Esys_StartAuthSession_Async(

ESYS_CONTEXT *esysContext,

ESYS TR tpmKey,

ESYS TR bind :

ESYS_ TR optionalSessionl,

ESYS TR optionalSession2,

ESYS_TR optionalSession3,
TPM2B_NONCE const *nonceCaller,

TPM2_SE session Type,
TPMT_SYM_DEF const *symmetric,
TPMI_ALG_HASH authHash);

Parameter descriptions:

T tpmKey: Can be NULL if no salting is required (this
the TPMbéspédibfriacagti on)

f bind: Can be NULL (this represents the case of TPM
specification)

T nonceCaller: Can bet NLESAPRIf aNamodr caetGhetd ul ee ro f
appropriate |l ength automatically.

NotEBhe TPM' s Saktrypaeameter is generatednlyt minpe ESAPI i
exposed.
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Speci al Handl:@i ng Required
T Handling of tpmKey
o I f tpmKey is NULL

A No special action needs to be performed, si:r
TPM.

o I f tpmKeNULLs non

A ESAPineeds to check talbdte tf pmKey Reg prining salts
TSS2 _ESYS_RC_BAD_TR if not suitabl e.

A ESAPgenerates a salt value using its interna

A This salt is encrypted.using the tpmKey publ

A The encrypt edf esrarlegd itso ttrlmen TP M

A The plain salt value is udwrdi figr session key

Esys_Start AuthSession_Finish()
T I'f bindMULE non

o Save the foll owi regyisnrCfoinmmeaxttidem it hél in the s
Esys Start Aut h(Session_Finish
A bindName
A bindAuth
T Save the following information in the esysContext i
Esys_Start AuthSession_Finish()
o The unencryptedSalt
o Parameters: sessionType,noxnycmmatl rliea, aut hHash

ReturnsVal ue

I TSS2 _RC_SUCCESS: if the function call was a success.

1 TSS2_ESYS _RC BAD_TR: if the tpmKey is provided but cannot be used to encrypt the
salt.

1 TSS2_ESYS_RC_BAD._VALUE: if the tpmKey is ESYS_TR_NONE and the encrypted salt is
non-NULL.

1 Any return value from the generic ESYS_<COMMAND_NAME>_Async() section

10.1.3EsySt art Aut hSesgé) on_Fini sh
Speci al Handl:@i ng Required
T Upon successful TPM response:

o Create an Esf e&elsks iodbrjoet&ctti y pe session
SebessyplaESYys &TRssi onBHandlhes Co nsteesxstidosn Ty p e
Sedysmme HirBESYy s GTRssi ontHanddhes Co nstyenxnme@ddr gar i t hm
Seddut hHiaElys GTRssi ontHandehes Co natuetxhtHaassghor i t h'm

Calculate the seysComiKeaxtHassdamcr ypttleel Sal t ,
bindAut hvalue, thmenoeGallTéM™M and

0]
0]
0]
0]

o

Store the sessioneysimniHhen dE®Yy s _TR

0O Store the response paramet®esspoidacel en the ES
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0 SebindNeam&y s &TRssi ontHandlhes Co nbtienxdtNbasme i f provi d
during Esys_StartAut hSession_Async()

0 SedbinddugShys TR sesdioomihgescCloabtienxdtAdust h i f provi de
during Esys_StartAut hSession_Async()

T Del et e v adlt wessy ssCovidetneextcr y sed Sa lodnsTympreedé@ utch Ha s h
®i ndNganmiendd@ohce@all er

102ZEsylksoad Commands

10.21Es ybo ad
Special Handl:ing Required
The special hand() nigsfobhe Esgme Lasa dtEhsey ss_plecca da_| A shyanncd(l )i nagn
Esys_ _Load_Finish().
10.22Esyboad_Aféync
Speci al Handl:ing Required
T Store public from inPublic in the esysContext for u

10.23Esybkoad_F{ni sh
Speci al HReemgduli:ir recd

T I'f TPM response is successful
o Create a ESYS TR objectHandl e
o Store the inPublic from the esysContext within
o Store theparsp@me®i thin the ESYS_TR objectHandl
o0 Check 6named against &6inPublicb

T Delete inPublic from the esysContext.

ReturnsVal ue

1 TSS2 ESYS RC_MALFORMED_RESPONSE: if the 'name’' doesn't match the 'inPublic'.
1 Any return value from the generic Esys <COMMAND_NAME>_Finish() section.

10,3 EsysoadExt er nal Commands

10.331EsyboadExt(er nal
Speali Handling Required

The speci al handling for Esys_LoadExternal () is the sal
Esys LoadExternal Async() and Esys_LoadExternal _Finish

10.3.2EsyboadExtern@) _Async
Special Handl:ing Required
T StopebdfF romPubbhiedhyesContext for use in Esys_LoadExt e
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10.33EsyboadExtern@) _Finish
Speci al Handl:@ing Required

n

wi t hin

T I'f TPM response is successful
o Create a ESYS_TR objectHandl e
o Store the inPublic from the esysContext
0 Stor g etstpeplsream@bedwi t hin the ESYS TR objectHandl
o0 Check O6named against o6inPublicé
9 Delete inPublic from the esysContext.

ReturnsVal ue

I TSS2 ESYS RC_MALFORMED_RESPONSE: if the 'name' doesn't match the 'inPublic’.
I Any return value from the generic Esys <COMMAND_NAME>_Finish() section.

104Esy€reatelLoaded Commands

1041Esy€reatelL(0)aded
Speci al Handl:ing Required

The speci al handling for Esys CreatelLoaded() is the sa
Esys CreatelLoaded_ _Async () Fiaan(ds Esys CreatelLoaded_
1042Esy6€€reatelLoaddd_ Async
Speci al Handl:ing Required
T Store the aut hVaHsuyes fQrre autdeelndilgsdie dn g
1043Esy6€reatelLoadéd Finish
Speci al Handl:@i ng Required
T I f TPM response is successful
o Create a ESYS TR objectHandl e
o Store the response parameter outPublic within t
o Store the response parameter name within the ES
o Check Onamed against O&éout Publicéb
o Store the recorded authVahduee in the ESYS_ TR o0obj

Ret urnsVal ue

T TSS2 ESYS RC_MALFORMED_ RESPONSE: if the 'name’' doesn't match the ‘'inPublic'.
1 Any return value from the generic Esys <COMMAND_NAME>_Finish() section.

10.5EsydMAC_Start Commands

1051TEsyEMAC _Sg art
Speci al Handl:@i ng Required
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The speci al handl ihgr f oy Esysh#dMALMS as the speci al har
Esys_ HMAC_St(ay tamded ylhscys HMAC_ _Start _Finish()

10.52EsyEMAC_St ar t()J)Async
Speci al Handl:@ing Required
T Store authValue into the esysContext.
NOTE f the user does not want to have it ustioirged, t h
Esys_TR_Set Aut h() .
10.53EsyEMAC_Start()Fini sh
Speci al Handl:ing Required
T I'f TPM response is successful
o Create a ESYS_ TR sequenceHandl e

o0 Stohe &aut hVal uen f & xbtrh ee syegg@eenceHandl e
NOTEThe name of a sequence object is an empty bu

T Delete authValue from esysContext.

106 EsyHdashSequenceStart Commands
Speci al Handl:ing Required

The speci al handling for Esysa#isaneh Sehpwarad enyt adrotr( ) i s t |
Esys_ HMAC_Start ().

10.7EsySequenceCompl ete Commands
Speci al Handl:ing Required
ThESYSR object is invalidated after a successful TPM r

This mean&StYHdaRt otbheect cannot be used f ovraranayb |feutcuarne boep
di scarded.

10.71EsySequenceCdmpl et e

Speci al Handl:@ing Required

ThESYSR object is invalidated after a successful TPM r
ESAPMUST set the internal type/status of the ESYS_TR se
used anymor e.

10.72ZEsySequenceCompl @ e _ Async

Speci al Handl:ing Required

ThESYSIR obwidddt st ored in the ESYS_CONTEXT for wuse durin

10.73EsySequenceCompl et e_Finish
Special Handl:ing Required
ThESYIR object is invali ®Pat g dck sepfothnesre.a successful T

ESAPMUST set the type/status of the ESYS_TR sequenceHan
anymor e.
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10,8 EsyBvent SequenceCompl ete Commands

The special handling for Esys_Event SequenceCompl ete()
Esys uSengceCofpl et e

10 9EsyBol i cyAut hval ue Commands

1091EsyBol i cyAug hval ue

Speci al Handl:ing Required

The speci al handling for Esys_ PolicyAuthValue() is the
Esys PolicyAutbhValue_ Finish

1092EsyBol i cyAut hval)ue Fini sh

Speci al Handl:ing Required

On successful TPM response, update the referenced poli
authvalue in the HMAC key when tAksautthbei matken HMAC |
Pol i cyPdsswer d

10,10 EsyBol i cyPassword Commands

10.10.1 EsyBolicyPa(s)sword

Special Handl:ing Required

The speci al handling for Esys_ PolicyPassword() is the
Esys_ PolicyPassword_Finish()

10.10.2 EsyBolicyPadgswa@sdh
Speci al Heaemdli:irred

On successful TPM respoES¥ TSRupbjteett h & rcemdfahlicee s ft htah e
authorized object wildl be checked in cl eéAdrstog xtt hweh ema rtkhe
for Policy#é&aubrad/adgtu.e

10.1MEsy€reat ePri mary Commands

10.11.1 Esy€reatePf) mary

Speci al Handl:ing Required

The speci al handling for Esys_ CreatePrimary() is the s
Esys_CreatePr(i)mary _Finish

10.11.2 Esy&€r eat e PrAismaarty

Speci al Handl:@i ng Required

i1 Store the authValue for use during Finish.

10.11.3 Esy€r eat ePrFiimgrsyn
Speci al Handl:@i ng Required
T On successful TPMESYFSRomkjeecta fmemw the primary key i
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The nameESMIRhebj ect omandei | |l ed with

The publi cBASYeSIRobbibet @dutfPiulblléeddwith

6named andSBOUtbBu hclhiecckk ed f or consi stency.

Store the recorded authValue in the ESYS_TR object

Ret urnsVal ue

1 TSS2_ESYS_RC_MALFORMED_RESPONSE: if the 'name' doesn't match the 'inPublic'.
1 Any return value from the generic Esys_<COMMAND_NAME>_Finish() section.

10.12EsyHdi erarchyChangeAuth Commands

10.12.1 EsyBHi erarchyCh(angeAut h
Speci al Handl:ing Required

On successful TPM re&EpdibsdiRi beptiatedr whybsaThew auth v
newly proValdweedl lmsieéh when validating the response HMAC.

10.12.2 EsyHi erarchyChasgéput h
Special Handl:ing Required
The newly pVYoolviiedeadoraduedch f or f urFRihnecrahus e during the

10.12.3 EsyHi erarchyChé&ngé¢Brht h
Special Handl:ing Required

On successful TPM response theptatedrwhybsaERe® ARt bbj
newly pr oValdwéd da wtshked when validating the response HMAC

10.13Esy€ont ext Save Commands

I f BShYeS R object beifrrg ssdwe BEeSsYelsR® i ohijse citnv.al i dat ed
This mean&StYHdRt otbheect cannot be used for arynf bteure op
di scarded.

Fut her moSA&PImphlee fke a U gmetolhes data inside the saved cont ex
it requires for e.g. obj ectaurganmeeitthienigf o mteemtes . ofThé eant &x t
>contextBl ob. buf f ear i(sanuds esdi ztEop YreRhtiwmdr je¢ atth edur i ng Cont ex

NOTEaut horization vaES¥S Rkepf eich aimbetatdiatt ar ed i n the con
bl obs.

The recommemldemdensati on

typedef TPM2B_EVENT TSS2B_METADATA;
typedef struct {
UINT32 reserved; /* Must always be zero */
TPM2B_CONTEXT_DATA tpmContext;
TPM2B METADATAesysMetadata,
} ESYS _CONTEXT_DATA,;
if (e.g. type == RSA_KEY && type '= HashSequence) {
ESYS CONTEXT_DATA esyscontextData;
esyscontextData.reserved = 0;
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esyscontextData.tpmContext.buffer = context - >contextBlob.buffer;
esyscontextData.tpmContext.size = context - >contextBlob.size;
esyscontextData.esysMetadata.buffer = metadata,
esyscontextData.esysMetadata.size = metadata_size;
context - >contextBlob.buffer = esyscontextData;
context - >contextBlob.size = sizeof(UINT32) +
Sizeof(UINT16) + esyscontextData.tpmContext.size +
sizeof(UINT16) + esyscontextData.esysMetadata.size;
}
10.13.1 Esy€ontex( pave

Speci al Handl:ing Required

The speci al handling for Esys_ ContextSave() is the sam
Esys_Cont_eAxstySacves yan € o nt_eFxitrfS)asvhe

10.13.2 Esy€ontext Sav(e) _ Async

Speci al Handl:ing Required

Record the ESYShamRilobnjge @&tnysE odeonttheek hbawé) call

10.13.3 Esy€ontext Sav(e)_Fini sh
Speci al Handl:@i ng Required

TheSAPiIImpl emeaugmetolhes data inside the saved context bl ol
for e.g. object names.

On a successful iTPM hree psoarvseed ESYS_ TR object refers to a
object.

10.14dEsy€ontextLoad Commands

10.14.1 Esy€ontexi{load

Special Handl:ing Required

The special handling for Esys_ContextLoad() is the sam
Esys_ ComtdeAxstylnac Es yan o nt _eFxtnl csahd )

10.14.2 Esy€ontextLoa(d)_Async

Special Handl:@ing Required

TheSAPImpl ement ation | oads the metadata fromPMhe cont ex
context blob for | oading by the TPM. This metadata is ¢
compl ete calll

10.14.3 Esy€ont extHRiom(ds h

Speci al Handldi ng Require

I f the TPM respondSYSRceakjssgt tihencrmeated and returned.
object is set to the métsydhat(g mgraodvided during the

Bl EsyBEl ushContext Commands
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